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INTRODUCTION

As more companies build their DevOps practices, there will always be a growing demand for certified IT
Professionals that can do agile software development, configuration management, task automation, and
continuous integration/continuous delivery (CI/CD). This Study Guide and Cheat Sheets eBook for AWS
Certified DevOps Engineer Professional aims to equip you with the necessary knowledge and practical skill
sets needed to pass the latest version of the AWS Certified DevOps Engineer — Professional exam.

This eBook contains the essential concepts, exam domains, exam tips, sample questions, cheat sheets, and
other relevant information about the AWS Certified DevOps Engineer — Professional exam. This study guide
begins with the presentation of the exam structure, giving you an insight into the question types, exam
domains, scoring scheme, and the list of benefits you'll receive once you pass the exam. We used the official
AWS exam guide to structure the contents of this guide, where each section discusses a particular exam
domain. Various DevOps concepts, related AWS services, and technical implementations are covered to
provide you an idea of what to expect on the actual exam.

DevOps Exam Notes:

Don't forget to read the boxed "exam tips" (like this one) scattered throughout the eBook as these are the
key concepts that you will likely encounter on your test. After covering the six domains, we have added a
bonus section containing a curated list of AWS Cheat Sheets to fast track your review. The last part of this
guide includes a collection of articles that compares two or more similar AWS services to supplement your
knowledge.

The AWS Certified DevOps Engineer - Professional certification exam is a difficult test to pass; therefore,
anyone who wants to take it must allocate ample time for review. The exam registration cost is not cheap,
which is why we spent considerable time and effort to ensure that this study guide provides you with the
essential and relevant knowledge to increase your chances of passing the DevOps exam.

** Note: This eBook is meant to be just a supplementary resource when preparing for the exam. We highly
recommend working on hands-on sessions and practice exams to further expand your knowledge and improve
your test taking skills.
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AWS CERTIFIED DEVOPS ENGINEER PROFESSIONAL EXAM OVERVIEW

The AWS Certified DevOps Engineer - Professional certification exam validates various skills which are
necessary to become a full-fledged DevOps engineer. The exam will check your capability in implementing and
managing continuous delivery systems and methodologies on AWS. Automating security controls, validating
compliance and optimizing the governance processes are also included in the test.

Exam Details

The AWS Certified DevOps Engineer Professional certification is intended for IT Professionals who perform a
Solutions Architect or DevOps role and have substantial years of hands-on experience designing available,
cost-efficient, fault-tolerant, and scalable distributed systems on the AWS platform. It is composed of
scenario-based questions that can either be in multiple-choice or multiple response formats. The first question
type has one correct answer and three incorrect responses, while the latter has two or more correct responses
out of five or more options. You can take the exam from a local testing center or online from the comforts of
your home.

Exam Code: DOP-CO1

Release Date: February 2019

Prerequisites: None

No. of Questions: 75

Score Range: 100-1000

Cost: 300 USD (Practice exam: 40 USD)

Passing Score: 750/1000

Time Limit: 3 hours (180 minutes)

Format: Scenario-based. Multiple choice/multiple answers.
Delivery Method: Testing center or online proctored exam.

Don't be confused if you see in your Pearson Vue booking that the duration is 190 minutes since they included
an additional 10 minutes for reading the Non-Disclosure Agreement (NDA) at the start of the exam and the
survey at the end of it. If you booked via PSI, the exam duration time that you will see is 180 minutes.
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Exam Domains

The AWS Certified DevOps Engineer Professional (DOP-C01) exam has 6 different domains, each with
corresponding weight and topic coverage. The exam domains are as follows: SDLC Automation (22%),
Configuration Management and Infrastructure as Code (19%), Monitoring and Logging (15%), Policies and
Standards Automation (10%), Incident and Event Response (18%) and lastly, High Availability, Fault Tolerance,
and Disaster Recovery (16%):

Domain 4:

Policies and Standards Automation
Domain 3:
Monitoring and Logging

Domain 1:

SDLC Automation

Domain 5:
Incident and Event Response

Domain 6:
High Availability, Fault Tolerance,
and Disaster Recovery

Domain 2:
Configuration Management
and Infrastructure as Code

Tutorials Dojo

Domain 1: SDLC Automation (22%)
1.1 Apply concepts required to automate a CI/CD pipeline
1.2 Determine source control strategies and how to implement them
1.3 Apply concepts required to automate and integrate testing
1.4 Apply concepts required to build and manage artifacts securely
1.5 Determine deployment/delivery strategies (e.g., A/B, Blue/green, Canary, Red/black) and how to
implement them using AWS Services

Domain 2: Configuration Management and Infrastructure as Code (19%)
2.1 Determine deployment services based on deployment needs
2.2 Determine application and infrastructure deployment models based on business needs
2.3 Apply security concepts in the automation of resource provisioning
2.4 Determine how to implement lifecycle hooks on a deployment
2.5 Apply concepts required to manage systems using AWS configuration management tools and
services

https://portal.tutorialsdojo.com/ 8
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Domain 3: Monitoring and Logging (15%)
3.1 Determine how to set up the aggregation, storage, and analysis of logs and metrics
3.2 Apply concepts required to automate monitoring and event management of an environment
3.3 Apply concepts required to audit, log, and monitor operating systems, infrastructures, and
applications
3.4 Determine how to implement tagging and other metadata strategies

Domain 4: Policies and Standards Automation (10%)
4.1 Apply concepts required to enforce standards for logging, metrics, monitoring, testing, and security
4.2 Determine how to optimize cost through automation
4.3 Apply concepts required to implement governance strategies

Domain 5: Incident and Event Response (18%)
5.1 Troubleshoot issues and determine how to restore operations
5.2 Determine how to automate event management and alerting
5.3 Apply concepts required to implement automated healing
5.4 Apply concepts required to set up event-driven automated actions

Domain 6: High Availability, Fault Tolerance, and Disaster Recovery (16%)
6.1 Determine appropriate use of multi-AZ versus multi-region architectures
6.2 Determine how to implement high availability, scalability, and fault tolerance
6.3 Determine the right services based on business needs (e.g., RTO/RPO, cost)
6.4 Determine how to design and automate disaster recovery strategies
6.5 Evaluate a deployment for points of failure
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Exam Scoring System

You can get a score from 100 to 1,000 with a minimum passing score of 750 when you take the DevOps
Engineer Professional exam. AWS uses a scaled scoring model to equate scores across multiple exam types
that may have different difficulty levels. The complete score report will be sent to you by email after a few days.
Right after you completed the actual exam, you'll immediately see a pass or fail notification on the testing
screen. A “Congratulations! You have successfully passed...” message will be shown if you passed the exam.

Individuals who unfortunately do not pass the AWS exam must wait 14 days before they are allowed to retake
the exam. Fortunately, there is no hard limit on exam attempts until you pass the exam. Take note that on each
attempt, the full registration price of the AWS exam must be paid.

Within 5 business days of completing your exam, your AWS Certification Account will have a record of your
complete exam results. The score report contains a table of your performance at each section/domain, which
indicates whether you met the competency level required for these domains or not. AWS is using a
compensatory scoring model, which means that you do not necessarily need to pass each and every individual
section, only the overall examination. Each section has a specific score weighting that translates to the number
of questions; hence, some sections have more questions than others. The Score Performance table highlights
your strengths and weaknesses that you need to improve on.
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Exam Benefits

If you successfully passed any AWS exam, you will be eligible for the following benefits:

e Exam Discount - You'll get a 50% discount voucher that you can apply for your recertification or any
other exam you plan to pursue. To access your discount voucher code, go to the “Benefits” section of
your AWS Certification Account, and apply the voucher when you register for your next exam.

e Free Practice Exam - To help you prepare for your next exam, AWS provides another voucher that you
can use to take any official AWS practice exam for free. You can access your voucher code from the
“Benefits” section of your AWS Certification Account.

e AWS Certified Store - All AWS certified professionals will be given access to exclusive AWS Certified
merchandise. You can get your store access from the “Benefits” section of your AWS Certification
Account.

e Certification Digital Badges - You can showcase your achievements to your colleagues and employers
with digital badges on your email signatures, Linkedin profile, or on your social media accounts. You
can also show your Digital Badge to gain exclusive access to Certification Lounges at AWS re:Invent,
regional Appreciation Receptions, and select AWS Summit events. To view your badges, simply go to
the “Digital Badges” section of your AWS Certification Account.

e Eligibility to join AWS IQ - With the AWS IQ program, you can monetize your AWS skills online by
providing hands-on assistance to customers around the globe. AWS IQ will help you stay sharp and be
well-versed on various AWS technologies. You can work at the comforts of your home and decide when
or where you want to work. Interested individuals must be based in the US, have an Associate,
Professional, or Specialty AWS Certification and be over 18 of age.

You can visit the official AWS Certification FAQ page to view the frequently asked questions about getting AWS
Certified and other information about the AWS Certification: https://aws.amazon.com/certification/fags/.

https://portal.tutorialsdojo.com/ 11
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AWS CERTIFIED DEVOPS ENGINEER PROFESSIONAL EXAM - STUDY
GUIDE AND TIPS

This certification is the pinnacle of your DevOps career in AWS. The AWS Certified DevOps Engineer
Professional (or AWS DevOps Pro) is the advanced certification of both AWS SysOps Administrator Associate
and AWS Developer Associate. This is similar to how the AWS Solutions Architect Professional role is a more
advanced version of the AWS Solutions Architect Associate.

Generally, AWS recommends that you first take (and pass) both AWS SysOps Administrator Associate and AWS
Developer Associate certification exams before taking on this certification. Previously, it was a prerequisite
that you obtain the associate level certifications before you are allowed to go for the professional level. Last
October 2018, AWS removed this ruling to provide customers a more flexible approach to the certifications.

Study Materials

The FREE AWS Exam Readiness course, official AWS sample questions, Whitepapers, FAQs, AWS
Documentation, Re:Invent videos, forums, labs, AWS cheat sheets, practice tests, and personal experiences are
what you will need to pass the exam. Since the DevOps Pro is one of the most difficult AWS certification exams
out there, you have to prepare yourself with every study material you can get your hands on. If you need a
review on the fundamentals of AWS DevOps, then do check out our review guides for the AWS SysOps
Administrator Associate and AWS Developer Associate certification exams. Also, visit this AWS exam blueprint
to learn more details about your certification exam.

For virtual classes, you can attend the DevOps Engineering on AWS and Systems Operations on AWS classes
since they will teach you concepts and practices that are expected to be in your exam.

For whitepapers, focus on the following:

Running Containerized Microservices on AWS

Microservices on AWS

Infrastructure as Code

Introduction to DevOps

Practicing Continuous Integration and Continuous Delivery on AWS
Jenkins on AWS

Blue/Green Deployments on AWS whitepaper

Import Windows Server to Amazon EC2 with PowerShell
Development and Test on AWS

W ooNoG~ DN =

Almost all online training you need can be found on the AWS web page. One digital course that you should
check out is the Exam Readiness: AWS Certified DevOps Engineer — Professional course. This digital course
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contains lectures on the different domains of your exam, and they also provide a short quiz right after each
lecture to validate what you have just learned.

Exam Readiness:

AWS Certified AWS CloudFormation: update options

DevOps Engineer -

Professional » MaxBatchSize: maximum number
of instances that are updated

“Resources™: {
“WebServerGroup™: {
Type™: "AWS: : AutoScaling: : AutoScalingGroup”,
“CreationPolicy" : {
“ResourceSignal” : {
"Timeout” : "PT15M",
"Count” :"2"

3% COMPLETE + MinlnstancesInService: minimu
number of instances that must
in service within the Auto Scalin

~ Course Overvi ¥ 3 :
sncaita @ group while old instances are
"UpdatePolicy” : {
u pdatEd “AutoScalingRollingUpdate” : {
~ Domain 1: SDLC Automation “MaxBatchSize” : "1",
. i “MininstancesinService® : “1*,
* PauseTime: amount of time “PauseTime* : “PT15M",
= DomeinZ: Conhguration ) giver_1 tD'] nstances to start i “WaitOnResourceSignals” : “true”
Management and applications T
Infrastructure as ... L

> [ -1355 3 )

e

= Domain 3: Monitoring and
Logging

= Domain 4: Policies and
Standards Automation

SAMPLE QUESTIONS

— Domain 5: Incident and Event

Lastly, do not forget to study the AWS CLI, SDKs, and APIs. Since the DevOps Pro is also an advanced
certification for Developer Associate, you need to have knowledge of programming and scripting in AWS. Go
through the AWS documentation to review the syntax of CloudFormation template, Serverless Application
Model template, CodeBuild buildspec, CodeDeploy appspec, and IAM Policy.

Also check out this article: Top 5 FREE AWS Review Materials.

AWS Services to Focus On

Since this exam is a professional level one, you should already have a deep understanding of the AWS services
listed under our SysOps Administrator Associate and Developer Associate review guides. In addition, you
should familiarize yourself with the following services since they commonly come up in the DevOps Pro exam:

1. AWS CloudFormation
2. AWS Lambda
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Amazon CloudWatch Events
Amazon CloudWatch Alarms
AWS CodePipeline

AWS CodeDeploy

AWS CodeBuild

AWS CodeCommit

9. AWS Config

10. AWS Systems Manager

11. Amazon ECS

12. Amazon Elastic Beanstalk
13. AWS CloudTrail

14. AWS OpsWorks

15. AWS Trusted Advisor

© No g w

The FAQs provide a good summary for each service, however, the AWS documentation contains more detailed
information that you'll need to study. These details will be the deciding factor in determining the correct choice
from the incorrect choices in your exam. To supplement your review of the services, we recommend that you
take a look at Tutorials Dojo's AWS Cheat Sheets. Their contents are well-written and straight to the point,
which will help reduce the time spent going through FAQs and documentations.

Common Exam Scenarios

Scenario Solution

Software Development and Lifecycle (SDLC) Automation

An Elastic Beanstalk application must not have any | Set up Blue/Green deployment, deploy a new
downtime during deployment and requires an easy | version on a separate environment then swap
rollback to the previous version if an issue occurs. | environment URLs on Elastic Beanstalk.

A new version of an AWS Lambda application is Publish a new version of the Lambda function.
ready to be deployed and the deployment should After testing, use the production Lambda Alias to
not cause any downtime. A quick rollback to the point to this new version.

previous Lambda version must be available.

In an AWS Lambda application deployment, only Set up Canary deployment for AWS Lambda.
10% of the incoming traffic should be routed to the | Create a Lambda Alias pointed to the new
new version to verify the changes before eventually | Version. Set Weighted Alias value for this Alias as

allowing all production traffic. 10%.
An application hosted in Amazon EC2 instances Launch the application in Amazon EC2 that runs
behind an Application Load Balancer. You must the new version with an Application Load
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provide a safe way to upgrade the version on
Production and allow easy rollback to the previous
version.

Balancer (ALB) in front. Use Route 53 to change
the ALB A-record Alias to the new ALB URL.
Rollback by changing the A-record Alias to the old
ALB.

An AWS OpsWorks application needs to safely
deploy its new version on the production
environment. You are tasked to prepare a rollback
process in case of unexpected behavior.

Clone the OpsWorks Stack. Test it with the new
URL of the cloned environment. Update the Route
53 record to point to the new version.

A development team needs full access to AWS
CodeCommit but they should not be able to
create/delete repositories.

Assign the developers with the
AWSCodeCommitPowerUser IAM policy

During the deployment, you need to run custom
actions before deploying the new version of the
application using AWS CodeDeploy.

Add lifecycle hook action BeforeAllowTraffic

You need to run custom verification actions after
the new version is deployed using AWS
CodeDeploy.

Add lifecycle hook action AfterAllowTraffic

You need to set up AWS CodeBuild to automatically
run after a pull request has been successfully
merged using AWS CodeCommit

Create CloudWatch Events rule to detect pull
requests and action set to trigger CodeBuild
Project. Use AWS Lambda to update the pull
request with the result of the project Build

You need to use AWS CodeBuild to create artifact
and automatically deploy the new application
version

Set CodeBuild to save artifact to S3 bucket. Use
CodePipeline to deploy using CodeDeploy and set
the build artifact from the CodeBuild output.

You need to upload the AWS CodeBuild artifact to
Amazon S3

S3 bucket needs to have versioning and
encryption enabled.

You need to review AWS CodeBuild Logs and have
an alarm notification for build results on Slack

Send AWS CodeBuild logs to CloudWatch Log
group. Create CloudWatch Events rule to detect
the result of your build and target a Lambda
function to send results to the Slack channel (or
SNS notification)

Need to get a Slack notification for the status of
the application deployments on AWS CodeDeploy

Create CloudWatch Events rule to detect the
result of CodeDeploy job and target a notification
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to AWS SNS or a Lambda function to send results
to Slack channel

Need to run an AWS CodePipeline every day for
updating the development progress status

Create CloudWatch Events rule to run on schedule
every day and set a target to the AWS
CodePipeline ARN

Automate deployment of a Lambda function and
test for only 10% of traffic for 10 minutes before
allowing 100% traffic flow.

Use CodeDeploy and select deployment
configuration
CodeDeployDefault.LambdaCanary10Percent10M
inutes

Deployment of Elastic Beanstalk application with
absolutely no downtime. The solution must
maintain full compute capacity during deployment
to avoid service degradation.

Choose the “Rolling with additional Batch”
deployment policy in Elastic Beanstalk

Deployment of Elastic Beanstalk application where
the new version must not be mixed with the current
version.

Choose the “Immutable deployments”
deployment policy in Elastic Beanstalk

Configuration Management and Infrastructure-as-Code

The resources on the parent CloudFormation stack
needs to be referenced by other nested
CloudFormation stacks

Use Export on the Output field of the main
CloudFormation stack and use Fn::ImportValue
function to import the value on the other stacks

On which part of the CloudFormation template
should you define the artifact zip file on the S3
bucket?

The artifact file is defined on the
AWS::Lambda::Function code resource block

Need to define the AWS Lambda function inline in
the CloudFormation template

On the AWS::Lambda::Function code resource
block, the inline function must be enclosed inside
the ZipFile section.

Use CloudFormation to update Auto Scaling Group
and only terminate the old instances when the
newly launched instances become fully operational

Set AutoScalingReplacingUpdate : WillReplace
property to TRUE to have CloudFormation retain
the old ASG until the instances on the new ASG
are healthy.

You need to scale-down the EC2 instances at night
when there is low traffic using OpsWorks.

Create Time-based instances for automatic
scaling of predictable workload.
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Can'tinstall an agent on on-premises servers but
need to collect information for migration

Deploy the Agentless Discovery Connector VM on
your on-premises data center to collect
information.

Syntax for CloudFormation with an Amazon ECS
cluster with ALB

Need to centralize audit and collect configuration
setting on all regions of multiple accounts

Use the AWS::ECS::Service element for the ECS
Cluster,

AWS::ECS::TaskDefinition element for the ECS
Task Definitions and the
AWS::ElasticLoadBalancingV2::LoadBalancer
element for the ALB.

Monitoring and Logging

Setup an Aggregator on AWS Config.

Consolidate CloudTrail log files from multiple AWS
accounts

Create a central S3 bucket with bucket policy to
grant cross-account permission. Set this as
destination bucket on the CloudTrail of the other
AWS accounts.

Ensure that CloudTrail logs on the S3 bucket are
protected and cannot be tampered with.

Enable Log File Validation on CloudTrail settings

Need to collect/investigate application logs from
EC2 or on-premises server

Install CloudWatch Logs Agent to send the logs to
CloudWatch Logs for storage and viewing.

Need to review logs from running ECS Fargate
tasks

Enable awslogs log driver on the Task Definition
and add the required logConfiguration parameter.

Need to run real-time analysis for collected
application logs

Send logs to CloudWatch Logs, create a Lambda
subscription filter, Elasticsearch subscription filter,
or Kinesis stream filter.

Need to be automatically notified if you are
reaching the limit of running EC2 instances or limit
of Auto Scaling Groups

Need to secure the buildspec.yml file which
contains the AWS keys and database password
stored in plaintext.

Policies and Standards Automation

Track service limits with Trusted Advisor on
CloudWatch Alarms using the ServiceLimitUsage
metric.

Store these values as encrypted parameter on
SSM Parameter Store
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Using default IAM policies for Attach additional policy with Deny rule and
AWSCodeCommitPowerUser but must be limited to | custom condition if it does not match the specific
a specific repository only repository or branch

You need to secure an S3 bucket by ensuring that Create an S3 bucket policy that Deny if checks for
only HTTPS requests are allowed for compliance condition aws:SecureTransport is false

purposes.

Need to store a secret, database password, or Store the variable on SSM Parameter Store and
variable, in the most cost-effective solution enable encryption

Need to generate a secret password and have it Store the secret on AWS Secrets Manager and
rotated automatically at regular intervals enable key rotation.

Several team members, with designated roles, need | Assign AWS managed policies on the IAM
to be granted permission to use AWS resources accounts such as, ReadOnlyAccess,
AdministratorAccess, PowerUserAccess

Apply latest patches on EC2 and automatically Use Systems Manager automation to execute an
create an AMI Automation Document that installs OS patches
and creates a new AMIL.

Need to have a secure SSH connection to EC2 Install SSM Agent on EC2 and use SSM Session
instances and have a record of all commands Manager for the SSH access. Send the session
executed during the session logs to S3 bucket or CloudWatch Logs for

auditing and review.

Ensure that the managed EC2 instances have the Use SSM Inventory to have a visibility of your
correct application version and patches installed. managed instances and identify their current
configurations.

Apply custom patch baseline from a custom Use SSM Patch Manager to define a custom
repository and schedule patches to managed patch baseline and schedule the application
instances patches using SSM Maintenance Windows

Incident and Event Response

Need to get a notification if somebody deletes files | Setup Amazon S3 Event Notifications to get
in your S3 bucket notifications based on specified S3 events on a
particular bucket.

Need to be notified when an RDS Multi-AZ failover | Setup Amazon RDS Event Notifications to detect
happens specific events on RDS.
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Get a notification if somebody uploaded IAM
access keys on any public GitHub repositories

Create a CloudWatch Events rule for the
AWS_RISK_CREDENTIALS_EXPOSED event from
AWS Health Service. Use AWS Step Functions to
automatically delete the IAM key.

Get notified on Slack when your EC2 instance is
having an AWS-initiated maintenance event

Create a CloudWatch Events rule for the AWS
Health Service to detect EC2 Events. Target a
Lambda function that will send a notification to
the Slack channel

Get notified of any AWS maintenance or events
that may impact your EC2 or RDS instances

Create a CloudWatch Events rule for detecting any
events on AWS Health Service and send a
message to an SNS topic or invoke a Lambda
function.

Monitor scaling events of your Amazon EC2 Auto
Scaling Group such as launching or terminating an
EC2 instance.

Use Amazon EventBridge or CloudWatch Events
for monitoring the Auto Scaling Service and
monitor the EC2 Instance-Launch Successful and
EC2 Instance-Terminate Successful events.

View object-level actions of S3 buckets such as
upload or deletion of object in CloudTrail

Set up Data events on your CloudTrail trail to
record object-level API activity on your S3
buckets.

Execute a custom action if a specific CodePipeline
stage has a FAILED status

Create CloudWatch Event rule to detect failed
state on the CodePipeline service, and set a target
to SNS topic for notification or invoke a Lambda
function to perform custom action.

Automatically rollback a deployment in AWS
CodeDeploy when the number of healthy instances
is lower than the minimum requirement.

On CodeDeploy, create a deployment alarm that is
integrated with Amazon CloudWatch. Track the
MinimumHealthyHosts metric for the threshold of
EC2 instances and trigger the rollback if the alarm
is breached.

Need to complete QA testing before deploying a
new version to the production environment

Add a Manual approval step on AWS
CodePipeline, and instruct the QA team to
approve the step before the pipeline can resume
the deployment.

Get notified for OpsWorks auto-healing events

Create a CloudWatch Events rule for the
OpsWorks Service to track the auto-healing
events
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High Availability, Fault Tolerance, and Disaster Recovery

Need to ensure that both the application and the
database are running in the event that one
Availability Zone becomes unavailable.

Deploy your application on multiple Availability
Zones and set up your Amazon RDS database to
use Multi-AZ Deployments.

In the event of an AWS Region outage, you have to
make sure that both your application and database
will still be running to avoid any service outages.

Create a copy of your deployment on the backup
AWS region. Set up an RDS Read-Replica on the
backup region.

Automatically switch traffic to the backup region
when your primary AWS region fails

Set up Route 53 Failover routing policy with health
check enabled on your primary region endpoint.

Need to ensure the availability of a legacy
application running on a single EC2 instance

Set up an Auto Scaling Group with MinSize=1 and
MaxSize=1 configuration to set a fixed count and
ensure that it will be replaced when the instance
becomes unhealthy

Ensure that every EC2 instance on an Auto Scaling
group downloads the latest code first before being
attached to a load balancer

Create an Auto Scaling Lifecycle hook and
configure the Pending:Wait hook with the action
to download all necessary packages.

Ensure that all EC2 instances on an Auto Scaling
group upload all log files in the S3 bucket before
being terminated.

Use the Auto Scaling Lifecycle and configure the
Terminating:Wait hook with the action to upload
all logs to the S3 bucket.

Validate Your Knowledge

After your review, you should take some practice tests to measure your preparedness for the real exam. AWS
offers a sample practice test for free which you can find here. You can also opt to buy the longer AWS sample
practice test at aws.training, and use the discount coupon you received from any previously taken certification
exams. Be aware though that the sample practice tests do not mimic the difficulty of the real DevOps Pro
exam.

Therefore, we highly encourage using other mock exams such as our very own AWS Certified DevOps Engineer
Professional Practice Exam course which contains high-quality questions with complete explanations on
correct and incorrect answers, visual images and diagrams, YouTube videos as needed, and also contains
reference links to official AWS documentation as well as our cheat sheets and study guides. You can also pair
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our practice exams with our AWS Certified DevOps Engineer Professional Exam Study Guide eBook to further
help in your exam preparations.

aws @
certified
DevOps
Engineer
Professional

TD

Sample Practice Test Questions:
Question 1

An application is hosted in an Auto Scaling group of Amazon EC2 instances with public IP addresses in a
public subnet. The instances are configured with a user data script that fetches and installs the required
system dependencies of the application from the Internet upon launch. A change was recently introduced to
prohibit any Internet access from these instances to improve the security but after its implementation, the
instances could not get the external dependencies anymore. Upon investigation, all instances are properly
running but the hosted application is not starting up completely due to the incomplete installation.

Which of the following is the MOST secure solution to solve this issue and also ensure that the instances do
not have public Internet access?

1. Download all of the external application dependencies from the public Internet and then store them in
an S3 bucket. Set up a VPC endpoint for the S3 bucket and then assign an IAM instance profile to the
instances in order to allow them to fetch the required dependencies from the bucket.
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2. Deploy the Amazon EC2 instances in a private subnet and associate Elastic IP addresses on each of
them. Run a custom shell script to disassociate the Elastic IP addresses after the application has been
successfully installed and is running properly.

3. Use a NAT gateway to disallow any traffic to the VPC which originated from the public Internet. Deploy
the Amazon EC2 instances to a private subnet then set the subnet's route table to use the NAT gateway
as its default route.

4. Set up a brand new security group for the Amazon EC2 instances. Use a whitelist configuration to only
allow outbound traffic to the site where all of the application dependencies are hosted. Delete the
security group rule once the installation is complete. Use AWS Config to monitor the compliance.

Correct Answer: 1

A VPC endpoint enables you to privately connect your VPC to supported AWS services and VPC endpoint
services powered by PrivateLink without requiring an Internet gateway, NAT device, VPN connection, or AWS
Direct Connect connection. Instances in your VPC do not require public IP addresses to communicate with
resources in the service. Traffic between your VPC and the other service does not leave the Amazon network.

Endpoints are virtual devices. They are horizontally scaled, redundant, and highly available VPC components
that allow communication between instances in your VPC and services without imposing availability risks or
bandwidth constraints on your network traffic.

There are two types of VPC endpoints: interface endpoints and gateway endpoints. You can create the type of
VPC endpoint required by the supported service. S3 and DynamoDB are using Gateway endpoints while most
of the services are using Interface endpoints.
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You can use an S3 bucket to store the required dependencies and then set up a VPC Endpoint to allow your
EC2 instances to access the data without having to traverse the public Internet.

Hence, the correct answer is the option that says: Download all of the external application dependencies from
the public Internet and then store them to an S3 bucket. Set up a VPC endpoint for the S3 bucket and then
assign an IAM instance profile to the instances in order to allow them to fetch the required dependencies
from the bucket.

The option that says: Deploy the Amazon EC2 instances in a private subnet and associate Elastic IP
addresses on each of them. Run a custom shell script to disassociate the Elastic IP addresses after the
application has been successfully installed and is running properly is incorrect because it is possible that the
custom shell script may fail and the disassociation of the Elastic IP addresses might not be fully implemented
which will allow the EC2 instances to access the Internet.

The option that says: Use a NAT gateway to disallow any traffic to the VPC which originated from the public
Internet. Deploy the Amazon EC2 instances to a private subnet then set the subnet's route table to use the
NAT gateway as its default route is incorrect because although a NAT Gateway can safeguard the instances
from any incoming traffic that were initiated from the Internet, it still permits them to send outgoing requests
externally.

The option that says: Set up a brand new security group for the Amazon EC2 instances. Use a whitelist
configuration to only allow outbound traffic to the site where all of the application dependencies are hosted.
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Delete the security group rule once the installation is complete. Use AWS Config to monitor the compliance is
incorrect because this solution has a high operational overhead since the actions are done manually. This is
susceptible to human error such as in the event that the DevOps team forgets to delete the security group. The
use of AWS Config will just monitor and inform you about the security violation but it won't do anything to
remediate the issue.

References:
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-gateway.html

Check out this Amazon VPC Cheat Sheet:
https://tutorialsdojo.com/amazon-vpc/

Question 2

Due to the growth of its regional e-commerce website, the company has decided to expand its operations
globally in the coming months ahead. The REST API web services of the app is currently running in an Auto
Scaling group of EC2 instances across multiple Availability Zones behind an Application Load Balancer. For its
database tier, the website is using a single Amazon Aurora MySQL database instance in the AWS Region where
the company is based. The company wants to consolidate and store the data of its offerings into a single data
source for its product catalog across all regions. For data privacy compliance, they need to ensure that the
personal information of their users, as well as their purchases and financial data, are kept in their respective
regions.

Which of the following options can meet the above requirements and entails the LEAST amount of change to
the application?

1. Set up a new Amazon Redshift database to store the product catalog. Launch a new set of Amazon
DynamoDB tables to store the personal information and financial data of their customers.

2. Set up a DynamoDB global table to store the product catalog data of the e-commerce website. Use
regional DynamoDB tables for storing the personal information and financial data of their customers.

3. Set up multiple read replicas in your Amazon Aurora cluster to store the product catalog data. Launch
an additional local Amazon Aurora instances in each AWS Region for storing the personal information
and financial data of their customers.

4. Set up multiple read replicas in your Amazon Aurora cluster to store the product catalog data. Launch a
new DynamoDB global table for storing the personal information and financial data of their customers.

Correct Answer: 3

An Aurora global database consists of one primary AWS Region where your data is mastered, and one
read-only, secondary AWS Region. Aurora replicates data to the secondary AWS Region with typical latency of
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under a second. You issue write operations directly to the primary DB instance in the primary AWS Region. An
Aurora global database uses dedicated infrastructure to replicate your data, leaving database resources
available entirely to serve application workloads. Applications with a worldwide footprint can use reader
instances in the secondary AWS Region for low latency reads. In the unlikely event your database becomes
degraded or isolated in an AWS region, you can promote the secondary AWS Region to take full read-write
workloads in under a minute.
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Engine options

Engine type Info

(F N
© Amazon Aurora () MysqL () MariaDB
+
\ /
() PostgresQL () Oracle () Microsoft SQL Server
- Microsoft*
ORACLE 2 SQLServer

Edition
© Amazon Aurora with MySQL compatibility

() Amazon Aurora with PostgreSQL compatibility

Version Info

Aurora (MySQL)-5.6.10a v

Database features are supported with specific engine versions. Info

Database Location

O Regional

You provision your Aurora database in a single AWS Region.

O cGlobal

You can provision your Aurora database in multiple AWS Regions. Writes in the primary

AWS Region are replicated with typical latency of less than 1 sec to secondary AWS
Regions.

The Aurora cluster in the primary AWS Region where your data is mastered performs both read and write
operations. The cluster in the secondary region enables low-latency reads. You can scale up the secondary
cluster independently by adding one or more DB instances (Aurora Replicas) to serve read-only workloads. For
disaster recovery, you can remove and promote the secondary cluster to allow full read and write operations.
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Only the primary cluster performs write operations. Clients that perform write operations connect to the DB
cluster endpoint of the primary cluster.

Hence, the correct answer is: Set up multiple read replicas in your Amazon Aurora cluster to store the product
catalog data. Launch an additional local Amazon Aurora instances in each AWS Region for storing the
personal information and financial data of their customers.

The option that says: Set up a new Amazon Redshift database to store the product catalog. Launch a new set
of Amazon DynamoDB tables to store the personal information and financial data of their customers is
incorrect because this solution entails a significant overhead of refactoring your application to use Redshift
instead of Aurora. Moreover, Redshift is primarily used as a data warehouse solution and not suitable for OLTP
or e-commerce websites.

The option that says: Set up a DynamoDB global table to store the product catalog data of the e-commerce
website. Use regional DynamoDB tables for storing the personal information and financial data of their
customers is incorrect because although the use of Global and Regional DynamoDB is acceptable, this
solution still entails a lot of changes to the application. There is no assurance that the application can work
with a NoSQL database and even so, you have to implement a series of code changes in order for this solution
to work.

The option that says: Set up multiple read replicas in your Amazon Aurora cluster to store the product catalog
data. Launch a new DynamoDB global table for storing the personal information and financial data of their
customers is incorrect because although the use of Read Replicas is appropriate, this solution still requires you
to do a lot of code changes since you will use a different database to store your regional data.

References:
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database.html#aurora-glob
al-database.advantages
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Replication.CrossRegion.h
tml

Check out this Amazon Aurora Cheat Sheet:
https://tutorialsdojo.com/amazon-aurora/

Click here for more AWS Certified DevOps Engineer Professional practice exam questions.

More AWS reviewers can be found here:

.
AWS Certified Cloud Practitioner AWS Certified SysOps Administrator AWS Certified Developer Associate AWS Certified Solutions Architect AWS Certified Solutions Architect AWS Certified DevOps Engineer
Practice Exam Associate Practice Exam Practice Exam Associate Practice Exam Professional Practice Exam Professional Practice Exam
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At this point, you should already be very knowledgeable on the following domains:

CI/CD, Application Development and Automation

Configuration Management and Infrastructure as Code

Security, Monitoring and Logging

Incident Mitigation and Event Response

Implementing High Availability, Fault Tolerance, and Disaster Recovery

gD

Additional Training Materials: A Few Video Courses on Udemy

There are a few AWS Certified DevOps Engineer - Professional video courses on Udemy that you can check out
as well, which can complement your exam preparations especially if you are the type of person who can learn
better through visual courses instead of reading long whitepapers:

1. AWS Certified DevOps Engineer - Professional by Zeal Vora

As an AWS DevOps practitioner, you shoulder a lot of roles and responsibilities. Many professionals in the
industry have attained proficiency through continuous practice and producing results of value. Therefore, you
should properly review all the concepts and details that you need to learn so that you can also achieve what
others have achieved.

The day before your exam, be sure to double-check the schedule, location and the items to bring for your exam.
During the exam itself, you have 180 minutes to answer all questions and recheck your answers. Be sure to
manage your time wisely. It will also be very beneficial for you to review your notes before you go in to refresh
your memory. The AWS DevOps Pro certification is very tough to pass, and the choices for each question can
be very misleading if you do not read them carefully. Be sure to understand what is being asked in the
questions, and what options are offered to you. With that, we wish you all the best in your exam!
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Domain 1: Software Development Life Cycle (SDLC) Automation
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Overview

The first domain of the AWS Certified DevOps Engineer Professional exam checks your preparedness on how
well you understand the integration between the AWS services necessary for code development and
deployment such as AWS CodeCommit, AWS CodeBuild, AWS CodeDeploy and AWS CodePipeline. You will
also need a working knowledge on how they compliment each other for software development as well as
integrations with CloudWatch Events, Amazon S3 and AWS Lambda. A big part of a normal work day for a
DevOps Engineer deals with the software development life cycle. Roughly 22% of questions in the actual
DevOps exam revolves around these topics.

This domain will challenge your know-how in doing the following:

Apply concepts required to automate a CI/CD pipeline

Determine source control strategies and how to implement them

Apply concepts required to automate and integrate testing

Apply concepts required to build and manage artifacts securely

Determine deployment/delivery strategies (e.g., A/B, Blue/green, Canary, Red/black) and how to
implement them using AWS Services

In this chapter, we will cover all of the related topics for SDLC automation in AWS that will likely show up in
your DevOps Professional exam.
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What is DevOps?

Do you ever wonder what DevOps is and why it is so popular in the IT Industry today? Is it a tool, a process, a
corporate culture, or a combination of all of these? Why are companies giving competitive salaries for this kind
of role?

If you typed the word “DevOps” in any job market website today, you would see many available positions that
require knowledge on both programming and infrastructure management. You will usually see an
advertisement looking for a candidate who knows how to program in Python or any other language. The
requirements include being capable of managing servers with configuration management tools such as
Ansible, Chef, or Puppet as well as the provisioning of entire cloud environments using Infrastructure-as-code
tools like Terraform or CloudFormation. The salary range offered for these positions is remarkably high too!

Traditional IT companies have a dedicated Development (Dev) team that builds enterprise applications and an
Operations (Ops) team that handles the servers and network infrastructure. These two teams are often siloed
or isolated from each other. While the Dev team writes the software code, the Ops team prepares the server,
database, and other infrastructure needed to run the soon-to-be-released application. In this setup, the
developers are entirely oblivious to what the system operators are doing and vice versa. A lot of time is wasted
waiting for the Dev Team to fix minor bugs while developing new features and for the Ops team to provision,
deploy and scale the needed server resources. When bugs and incompatibility issues are detected in the
development cycle, the Ops team waits for the Dev team to address the issue since it is strictly the job of
Developers to fix it. Same is true when there are issues during deployments when the Ops are not familiar with
the application and make wrong assumptions which can cause further delays in the deployment targets. Due
to this lack of coordination, it impacts both the business and its customers. This is where DevOps comes in!

DevOps is not just the combination of Development (Dev) and Operations (Ops). DevOps is the fusion of
practices, processes, tools, and corporate culture that expedite the organization’s ability to deliver applications
and services at a higher velocity, faster than traditional software development processes. It's not merely a tool
or a process that your team adopts, but a synergy of values, corporate structure, and internal processes to
attain the digital transformation of the business enterprise. It tears down the traditional and isolated silos of
the Development, Operations, IT Security, and other teams, enabling collaboration and improving overall
business performance. With DevOps, Developers are empowered to directly influence the deployment life cycle
and the IT Operations folks have the ability to report and fix possible bugs or incompatibilities in the
application.

DevOps is not just a framework, rather, it's a cultural approach and a mindset combining operations and
development skills, and delivering a product (or service) from inception to retirement. Company executives
also play a crucial role in allocating budgets and adopting this new status quo within their respective
organizations.
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With the advent of Cloud Computing, companies can easily unify their software development and system
operation processes. AWS enables organizations to rapidly build, deliver, and manage their products, following
DevOps practices with just a click of a button. The efficiency of provisioning new resources, managing
infrastructure, deploying application code, automating software release processes, and many other tasks in
AWS contribute to the overall productivity and business profitability. Because of this massive benefit,
companies are willing to pay competitive remuneration for their DevOps Engineers, especially those who are

AWS Certified.
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A brief history of the DevOps Exam in AWS

In 2013, Amazon Web Services (AWS) began the Global Certification Program to validate the technical skills
and knowledge for building secure and reliable cloud-based applications using the AWS platform. The first-ever
certification launched by Amazon is the AWS Certified Solutions Architect — Associate, followed by SysOps
Administrator and Developer Associate. A year later, AWS released the first Professional-level certification:
AWS Certified Solutions Architect - Professional, and in February 2015, they released the AWS Certified DevOps
Engineer Professional.

The AWS DevOps Engineer Professional certification enables technology professionals to showcase their
DevOps skills, and it allows companies to identify top candidates to lead their internal DevOps initiatives. It
validates your technical expertise in provisioning, managing, and operating distributed application systems on
the AWS Cloud platform. It tests your ability to implement and manage Continuous Integration/Continuous
Delivery (CI/CD) systems and methodologies on AWS following industry’s best practices, as well as to
automate security controls and handle governance processes and meet compliance. The exam also covers
core topics such as Software Development Lifecycle (SDLC) automation, monitoring, logging, configuration
management, and incident/event response.

As Amazon Web Services continue to evolve, new and updated versions of the AWS certification exams are
released regularly to reflect the service changes and to include new knowledge areas. After four years since its
initial release, an updated version of the AWS Certified DevOps Engineer - Professional certification was
launched in February 2019 with an exam code of DOP-CO1.
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Why Automate?

Automation is at the heart of every DevOps engineer. Automation is a key highlight of DevOps practice. There is
a saying in the DevOps community to “Automate Everything” and it starts from code inception, releasing to
production, application retirement, and everything in between. Eliminating repetitive tasks, reducing toil, and
minimizing manual work are the key aspects that you want to solve through automation. Automation in

DevOps fosters speed, greater accuracy, consistency, reliability, and rapid delivery.

Here are some major benefits of automation:

e Speed - to innovate your product faster and adapt to changing markets trends. Team members are
empowered to make changes quickly as needed either in the development side or the operational side.

e Rapid delivery - increase the pace of your releases by automating your entire deployment pipeline. This
is the concept of “fail-fast, iterate faster” in which you companies are incentivized to release minor
changes as often as possible which keeps them on top of competitors.

e Reliability — continuous integration and continuous delivery processes allows you to reliably and
consistently deliver your product to end-users. This also reduces human error as the automation rarely
makes mistakes like humans do.

e Scale - infrastructure as code helps you manage your environments in a repeatable and more efficient
manner and scale easily as needed. It gives you a robust system to manage your infrastructure no
matter how big or small it is.

e Improved collaboration — reduce inefficiencies when collaborating with teams. Automation allows the
easier integration of development, testing and deployment processes. It facilitates faster collaboration
between Dev and Ops, which results in an improved turnaround time for bug fixing, deployment, etc.

e Security - reduces risk through integrated security testing tools, automating adoption of compliance
requirements. It allows you to declare and script your security compliance requirement and make sure
they are applied to needed resources in your environments.
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Types of Blue Green Deployment via ELB, Route 53, Elastic Beanstalk

AWS Elastic Beanstalk Blue/Green

Elastic Beanstalk, by default, performs an in-place update when you deploy a newer version of your
application. This can cause a short downtime since your application will be stopped while Elastic Beanstalk

performs the application update.

Blue/Green deployments allow you to deploy without application downtime.

DevOps Exam Notes:
Remember these key points on when to use blue/green deployments:

e No downtime during deployment because you are deploying the newer version on a separate
environment
CNAMEs of the environment URLs are swapped to redirect traffic to the newer version.
Route 53 will swap the CNAMEs of the application endpoints.
Fast deployment time and quick rollback since both old and new versions are running at the same
time, you just have to swap back the URLs if you need to rollback.

e Useful if your newer version is incompatible with the current platform version of your application. (ex.
Jumping from major versions of NodeJS, Python, Ruby, PHP, etc.)

e Your RDS Database instance should be on a separate stack because the data will not transfer to your
second environment. You should decouple your database from the web server stack.

To implement a Blue/Green deployment for your Elastic Beanstalk application, you can perform the following
steps:

1. Create another environment on which you will deploy the newer version of your application. You can
clone your current environment for easier creation.
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2. Once the new environment is ready, deploy a new version of your application. Perform your tests on the
URL endpoint of your new environment.

3. After testing, select your Production environment, click Actions > Swap environment URLs.
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4. Onthe Swap Environment URLs page, select the newer environment and click Swap to apply the
changes.
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AWS Lambda Blue/Green

You can also implement Blue/Green deployments on your Lambda functions. The concept is the same as in
Elastic beanstalk blue/green deployment i.e. you will need to create two versions of your Lambda function and
use function Aliases to swap the traffic flow.

Lambda versions — lets you publish a new version of a function that you can test without affecting the current
application accessed by users. You can create multiple versions as needed for your testing environments. The
ARN of Lambda version is the same as the ARN of the Lambda function with added version suffix.

arn:aws:lambda:aws-region:acct-id:function:helloworld:SLATEST

Lambda aliases — Aliases are merely pointers to specific Lambda versions. You can't select a Lambda alias
and edit the function. You need to select the LATEST version if you want to edit the function. Aliases are helpful
for blue/green deployments because it allows you to use a fixed ARN and point it to a particular Lambda
version that you want to deploy.

DevOps Exam Notes:

Remember the difference between Lambda SLATEST, Lambda Versions and Lambda Aliases:
SLATEST - this is the latest version of your Lambda function. You can freely edit this version.
Lambda Version - fixed version of your function. You can't edit this directly.

Lambda Alias - a pointer to a specific Lambda version. You can perform blue/green deployment with Aliases
by pointing to a newer version.

The following steps will show how blue/green deployment can be done on Lambda functions.

1. The current version of your Lambda function is deployed on Version 1. Create another version and
make your changes, this will be Version 2.
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2. Create an Alias that will point to the current production version. Use this alias as your fixed production
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3. Create another Alias that you will use for your newer version. Perform your testing and validation on
this newer version. Once testing is complete, edit the production alias to point to the newer version.
Traffic will now instantly be shifted from the previous version to the newer version.

Sources:

https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/using-features. CNAMESwap.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-aliases.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-versions.html
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AWS Lambda Function Alias Traffic Shifting

On EC2 instances, you can perform a canary deployment by deploying a newer application version on a single
EC2 instance and analyzing the production traffic flowing through it. If you are satisfied with it, you’ll proceed to
deploy the newer version on all EC2 instances. However, for deployments on your Lambda functions, you can't
use a canary deployment since you don’t deploy your application directly on EC2 instances.

DevOps Exam Notes:

To provide similar functionality as a canary deployment, AWS Lambda gives you the ability to use Function
Aliases to shift the percentage of traffic from one version to another. Essentially, you will create an Alias that
points to the current version of the Lambda function, then use a weighted alias to define a newer version of
the Lambda function. You can then define the weight (percent of traffic) that you want to forward to this
version. After validation, you can completely shift traffic to the newer version.

You can consult the previous section (Types of Blue/Green deployment - AWS Lambda) on how to create AWS
Lambda Versions and Aliases. Here’s an example of how to control that percentage of traffic flowing to
different Lambda functions using function alias. This is similar to the way a canary deployment works.

1. Select the function alias pointing to the current production version.
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2. Edit the alias configuration.
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Alias configuration c Edit
Name Description
prod-new prod-new

Version
1

3. Onthe weighted alias section, select the newer version of your Lambda function and assign the
percentage of traffic to shift to the newer version. You can repeat this step multiple times if you want to
slowly shift traffic from the older version to the newer version.

Edit alias

Alias configuration

Description - optional

prod-new
Version Weight (%)
1 v 50

¥ Weighted alias

Youw can shift traffic between two versions, based on weights (%) that you assign. Click here to learn mare.

Additional version - optional Weight (%)

A

2 v 10

e

If you are using AWS CodeDeploy to deploy your Lambda functions, CodeDeploy uses Aliases to shift traffic to
the newer version. As you can see on the options on the deployment configurations, CodeDeploy can automate
this gradual traffic shifting for your Lambda Functions.
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See the CodeDeploy - Linear, Canary and All-at-Once (Pre-defined Deployments) topic for more discussion on

these deployment strategies.

Source:

https://aws.amazon.com/blogs/compute/implementing-canary-deployments-of-aws-lambda-functions-with-ali

as-traffic-shifting/
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Basic Blue/Green Deployment using Route 53

Blue/green deployment on the AWS platform provides a safer way to upgrade production software. This
deployment usually involves two environments, the production environment (blue) and the new updated
environment (green).

Blue Green
Environment Environment
— N/

Once the new version is deployed on the green environment, you can validate the new software before going
live. Then, you start shifting traffic away from the blue environment and sending it to the green one. Normally,
you'd use Route 53 weighted routing policy because it gives you an easy way to push incremental traffic to the
green environment or revert traffic back to the blue environment in case of issues. If you want to, you can
switch the traffic immediately by updating the production Route 53 record to point to the green endpoint. Users
will not see that you changed the endpoint since from their perspective, the production URL is the same.
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You can also shift a small portion (like 10%) of traffic on the Green environment by using a weighted routing
policy on Route 53. This way, you can test live traffic on the new environment, analyze the new logs, and then
you can easily revert to the original environment if you find any problems. This process is also called a canary

deployment.

Source:

https://aws.amazon.com/blogs/startups/upgrades-without-tears-part-2-bluegreen-deployment-step-by-step-on

-aws
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Using a Cloned Stack in OpsWorks for Implementing Blue/Green Deployment

In AWS OpsWorks, you can create stacks which represent logical groupings of your AWS resources such as
EC2 instances group, database group, or load balancer group. These stacks can be made of one or more layers

in which the layer represents how the actual resource should be created.

DevOps Exam Notes:

You can implement a blue/green deployment strategy with OpsWorks stacks, which allows you to run
another version of your application — blue and green environment. A blue-green deployment strategy is one

common way to efficiently use separate stacks to deploy an application update to production.

In a nutshell, you will clone your current OpsWorks stack and then deploy a new version on the cloned stack.
Then you will use Route 53 to point the users to the new stack URL.

Here's the setup for a blue/green deployment on OpsWorks Stacks:

The blue environment is the production stack, which hosts the current application.

The green environment is the staging stack, which hosts the updated application.

When you are ready to deploy the updated app to production, you switch user traffic from the blue stack
to the green stack, which becomes the new production stack. You then retire the old blue stack.

Here's how to do it in OpsWorks. First, you have to clone your current production OpsWorks stack (blue
environment). On the AWS OpsWorks Stacks dashboard, in the Actions column of the row for the stack that

you want to clone, choose clone, which opens the Clone stack page.

OpSWO[’kS StaCkS PGLE - Register instances
Search m =
Stack name ~  Resource region =~  Layers - Instances =~ Apps - Actions

B TutorialsDojo Stack ap-northeast-1 1 (1] 1 # edit @ clone iii delete
%+ Stack

AWS OpsWorks Stacks creates a new stack that consists of the source stack's layers and optionally, its apps
and permissions. The layers have the same configuration as the originals, subject to any modifications that you
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made. When cloning, you can choose to deploy a newer version of the application or use a newer AMI for the
EC2 instances on the application server layer.

£

portal tutorialsdojo.com

Application Load Balancing layer

AWS OpsWorks AWS OpsWorks

Green Stack

You should run tests by now on the green environment to validate that the new application version is working
as expected. When it's time to promote the green environment/stack into production, update DNS records to
point to the green environment/stack’s load balancer DNS name. You can also do this DNS flip gradually by
using the Amazon Route 53 weighted routing policy.
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Application Load Balancing layer

AWS OpsWorks AWS OpsWorks

Traffic will now be redirected to the new OpsWorks stack and you can tear down the older stack.

Sources:

https://d1.awsstatic.com/whitepapers/AWS_Blue_Green_Deployments.pdf
https://docs.aws.amazon.com/opsworks/latest/userguide/best-deploy.html
https://docs.aws.amazon.com/opsworks/latest/userguide/workingstacks-cloning.html
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AWSCodeCommitFullAccess, AWSCodeCommitPowerUser, AWSCodeCommitReadOnly -
Permissions

AWS CodeCommit can be used to collaborate code deployment with several teams. Access to AWS
CodeCommit requires credentials. And those credentials need to have specific permissions on the level of
access allowed for each individual or team.

For example, you have three teams — Admin team (merge requests and approves production deployments,
create/delete repositories), Development team (handles code development on their respective branches), and
Reviewers (reviews code changes on the repository).

Devops Exam Notes:

AWS has predefined policies for common use cases such as these groups. Going to the exam, you need to
know the key differences between each policy.

e AWSCodeCommitFullAccess - full Admin policy for CodeCommit
e AWSCodeCommitPowerUser - users can't create or delete CodeCommit repositories
e AWSCodeCommitReadOnly - read-only access for users

AWSCodeCommitFullAccess — Grants full access to CodeCommit. Apply this policy only to
administrative-level users to whom you want to grant full control over CodeCommit repositories and related
resources in your AWS account, including the ability to delete repositories. You can assign this to your Admin
Team. This also allows the group to create and manage CloudWatch Events for the repositories, which is
helpful if the Admin group wants to know who pushes code on the branches.

AWSCodeCommitPowerUser — Allows users access to all of the functionality of CodeCommit and
repository-related resources, except that it does not allow them to delete CodeCommit repositories nor create
or delete repository-related resources in other AWS services, such as Amazon CloudWatch Events. You can
apply this policy to the Development Team so each member can work on their tasks and freely push code to
their respective branches without worrying that they may accidentally delete important repositories or
branches.

AWSCodeCommitReadOnly — Grants read-only access to CodeCommit and repository-related resources in
other AWS services, as well as the ability to create and manage their own CodeCommit-related resources (such
as Git credentials and SSH keys for their IAM user to use when accessing repositories). You can apply this to
the Reviewers Team so that they can view review changes on the repositories but not make any changes to its
contents.
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Sources:

https://docs.aws.amazon.com/codecommit/latest/userguide/auth-and-access-control.html#managing-acces
s-resources

https://docs.aws.amazon.com/codecommit/latest/userquide/auth-and-access-control-iam-identity-based-acc
ess-control.html
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Lifecycle Event Hook Availability (CodeDeploy Concept)

AWS CodeDeploy gives you several lifecycle event hooks to perform actions on different stages of the
deployment. You can run scripts on your desired stage to run specific actions needed for that stage.

For example, you can use the Beforelnstall lifecycle event hook to create a backup of your current version
before CodeDeploy installs the new version on your instances. You can use the BeforeAllowTraffic lifecycle
event hook to perform some tasks or run scripts on the instances before they are registered on the load
balancer.

Another example is when using blue/green deployment and you want to run validation scripts after the new
instances have been registered on the load balancer. You want to validate the new version before you remove
the old version instances. For this scenario, you will use the AfterAllowTraffic lifecycle event hook.

The stages are available depending on which deployment method you have chosen such as in-place
deployment or blue-green deployments.

The following table lists the lifecycle event hooks available for each deployment and rollback scenario.

Lifecycle event In-place Blue/green Blue/green Blue/green Blue/green
name deployment’ | deployment: | deployment: deployment deployment
Original Replacement | rollback: Original rollback:
instances instances instances Replacement
instances
ApplicationStop v v
DownloadBundle? v v
Beforelnstall v v
Install? v v
Afterinstall v v
ApplicationStart v v
ValidateService v v
BeforeBlockTraffic |v v v
BlockTraffic? v v v
AfterBlockTraffic v v v
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BeforeAllowTraffic v v v
AllowTraffic? v v v
AfterAllowTraffic v v v

TAlso applies to the rollback of an in-place deployment.

2 Reserved for CodeDeploy operations. Cannot be used to run scripts.

Here’'s a summary of the Lifecycle event hooks and what actions are performed on that stage.
ApplicationStop — This deployment lifecycle event occurs even before the application revision is downloaded.

DownloadBundle — During this deployment lifecycle event, the CodeDeploy agent copies the application
revision files to a temporary location.

Beforelnstall — You can use this deployment lifecycle event for preinstall tasks, such as decrypting files and
creating a backup of the current version.

Install — During this deployment lifecycle event, the CodeDeploy agent copies the revision files from the
temporary location to the final destination folder.

Afterinstall — You can use this deployment lifecycle event for tasks such as configuring your application or
changing file permissions.

ApplicationStart — You typically use this deployment lifecycle event to restart services that were stopped
during ApplicationStop.

ValidateService — This is the last deployment lifecycle event. It is used to verify that the deployment was
completed successfully.

BeforeBlockTraffic — You can use this deployment lifecycle event to run tasks on instances before they are
deregistered from a load balancer.

BlockTraffic — During this deployment lifecycle event, internet traffic is blocked from accessing instances that
are currently serving traffic.

AfterBlockTraffic — You can use this deployment lifecycle event to run tasks on instances after they are
deregistered from a load balancer.

BeforeAllowTraffic — You can use this deployment lifecycle event to run tasks on instances before they are
registered with a load balancer.
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AllowTraffic — During this deployment lifecycle event, internet traffic is allowed to access instances after a
deployment.

AfterAllowTraffic — You can use this deployment lifecycle event to run tasks on instances after they are
registered with a load balancer.

Going to the exam, you don't have to remember all stages but you need to know the important lifecycle hooks
such as Beforelnstall, BeforeAllowTraffic, and AfterAllowTraffic.

Here’s an example structure of a “hooks” section on your YAML file:

hooks:
deployment-1lifecycle-event-name:
- location: script-location
timeout: timeout-in-seconds
runas: user-name

Source:

https://docs.aws.amazon.com/codedeploy/latest/userquide/reference-appspec-file-structure-hooks.html#refe
rence-appspec-file-structure-hooks-availability
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Automatically Run CodeBuild Tests After a Developer Creates a CodeCommit Pull Request

AWS CodeCommit allows developers to create multiple branches, which can be used for developing new
features or fixing application bugs. These changes can then be merged on the master branch, which is usually
used for the production release. To merge the changes to the master branch on CodeCommit, the developers
create a pull request. But these code changes need to be validated in order to make sure that the changes
integrate properly with the current code base.

To validate your changes on the code base, you can run an AWS CodeBuild project to the build and test your
pull request and based on the result, decide on whether to accept the merging of the code or reject the pull
request.

DevOps Exam Notes:

You can automate the validation of AWS CodeCommit pull requests with AWS CodeBuild and AWS Lambda
with the help of CloudWatch Events. Basically, CloudWatch Events will detect the pull requests on your
CodeCommit repository and then trigger the AWS CodeBuild project with the Lambda function updating the
comments on the pull request. The results of the build are also detected by AWS CloudWatch Events and will
trigger the Lambda function to update the pull request with the results.

The following diagram shows an example workflow on how you can automate the validation of a pull request
with AWS CodeCommit, AWS CodeBuild, CloudWatch Event, and AWS Lambda.
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The AWS CodeCommit repository contains two branches, the master branch that contains approved
code, and the development branch, where changes to the code are developed.

Push the new code on the AWS CodeCommit Development branch.

Create a pull request to merge their changes to the master branch.

Create a CloudWatch Events rule to detect the pull request and have it trigger an AWS Lambda function

that will post an automated comment to the pull request that indicates that a build to test the changes
is about to begin.

With the same CloudWatch Events rule, have it trigger an AWS CodeBuild project that will build and
validate the changes.
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6. Create another CloudWatch Events rule to detect the output of the build. Have it trigger another Lambda
function that posts an automated comment to the pull request with the results of the build and a link to

the build logs.

Based on this automated testing, the developer who opened the pull request can update the code to address
any build failures, and then update the pull request with those changes. The validation workflow will run again
and will produce the updated results.

Once the pull request is successfully validated, you can accept the pull request to merge the changes to the
master branch.

Sources:
https://docs.aws.amazon.com/codebuild/latest/userguide/how-to-create-pipeline.html
https://aws.amazon.com/blogs/devops/validating-aws-codecommit-pull-requests-with-aws-codebuild-and-aw

s-lambda/
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Managing Artifacts in AWS CodeBuild and CodePipeline

In AWS CodeBuild, you can run build projects that will build and test your code. After the build process you
have the option to store the artifact on an AWS S3 bucket which can then be used by AWS CodeDeploy to
deploy on your instances. You can create an AWS Pipeline for the whole process to be automated — from
building, testing, validation, up to deployment of your artifact.

Here's the reference snippet of code on your CodeBuild buildspec.yml file showing how to declare the output
artifact file.

phases:
install:
runtime-versions:
java: correttoll
pre build:
commands:
- echo Nothing to do in the pre build phase...
build:
commands :
- echo Build started on ‘date’
- mvn install
post build:
commands :
- echo Build completed on “date’
artifacts:
files:
- target/CodeDeploySample.zip

The buildspec.yml file should be in the same folder as your source code. The source code will be built based
on the contents of the buildspec.yml file and the output will be sent to the S3 bucket that you have specified on
the build project.

This is an example of a JSON file that you can use when creating a CodeBuild project. Notice that the input and
output buckets are specified.

"name": "sample-codedeploy-project",
"source": {
"type": "S3",
"location": "my-codepipeline-website-bucket/CodeDeploySample.zip"

Hy
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Hy

"artifacts": {

"type": "S3",

"location": "my-codepipeline-website-bucket",
"packaging": "ZIP",

"name": "CodeDeployOutputArtifact.zip"

"environment": {

"type": "LINUX CONTAINER",
"image": "aws/codebuild/standard:4.0",
"computeType": "BUILD GENERALI SMALL"

"serviceRole": "arn:aws:iam::account-ID:role/role-name",
"encryptionKey": "arn:aws:kms:region-ID:account-ID:key/key-ID"

If you are using the AWS CodeBuild, this is where you specify the S3 bucket for the artifact.

Artifacts Add artifact

Artifact 1 - Primary

Type
Amazon 53 L

You might choose no artifacts if you are running tests or pushing a Docker image to Amazon ECR.

Bucket name

O, mytest-bucket-cicd =

Mame

The name of the folder or compressed file in the bucket that will contain your output artifacts. Use Artifacts packaging under Additional
configuration to choose whether to use a folder or compressed file. If the mame is not provided, defaults to project name.

TutorialsDojo-build

Enable semantic versioning
Use the artifact name specified in the buildspec file

Path - optional
The path to the build output ZIP file or folder.

Example: MyPath/MyArtifact.zip.

hlmmmmesmmen bueme aodlaosl
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DevOps Exam Notes:

After the build runs, you can use the output artifact to be deployed by AWS CodeDeploy manually. Or using
CodePipeline, you can create another stage on which CodeDeploy will automatically pick up this artifact and
run the deployment on your desired instances.

Here’s how to specify the artifact filename on CodeDeploy.

Create deployment

Deployment settings
Application
TutorialsDojoApp

Deployment group
O TutorialsDojoDev x

Compute platform

EC2/On-premises

Deployment type
In-place

Revision type

© My application is stored in Amazon 53 My application is stored in GitHub

Revision location
Copy and paste the Amaron 53 bucket where your revision is stored

Q, =3/ /mytest-bucket-cicd /myapp.zip?versionld=kwfk7xCNv_ZqgGLTshk5NY3q9 X

s34/ Mbudket-name/folderfobject.[zip|taritgz]

Revision file type

Zip v
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Here’s how it should look on your CodePipeline run with multiple stages.

TLItDI‘IH[SDOjDPipElII’IE Ly Motify | Edit | | Stop execution | | Clane pipeline |

'E} Source = progrE
PFipeline execution 10 S45205 7d-boF3-41 8d-8 75 9-Ochd46H0fdcf

Soasroe @
WS CodeCommit

) W pragress - Jait naw

l Disable transition

e BIHI I.I:' Dt Run

Build o
A5 CodeBausld

2} Dt Run

l Dizable transition

© Deploy  pesre pun

Deploy ®
AWS CodeDeploy

@ Diicine Bun

S3 Versioning and Encryption

By default, all the artifacts that you upload to an S3 bucket from AWS CodeBuild are encrypted. The default
encryption is AWS S3 Server-side encryption using AES-256.
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mytest-bucket-cicd

Overview Properties Permissions Management Access points

Q, Type a prefix and press Enter to search. Press ESC to clear

& Upload + Create folder Download Actions ~ Versions m

[ ] MName Version ID Last modi

myapp.zip Jul 26, 20,

[ Jul 26, 2020 11:26:36 AM (Latest version) kwfk 7 xCNv_ZggGLTshkSNY3g9aam1C.M

] [{ Jul 26, 2020 11:22:36 AM kd2wqtogh2tLWEKBIFdZX0QCPCNVK. ..

DevOps Exam Notes:

If you are using CodePipeline and you reference an S3 object artifact (like the output from CodeDeploy), you
need to have versioning enabled. When you create your source bucket, make sure that you enable versioning
on the bucket first. When you specify the S3 object name on your artifact parameter, you can specify the
specific version ID that you want to deploy.

Also, remember that when you use the console to create or edit your pipeline, CodePipeline creates a
CloudWatch Events rule that starts your pipeline when a change occurs in the S3 source bucket or when the
CodeBuild stage completes and successfully uploads the artifact to S3.

Sources:

https://docs.aws.amazon.com/codepipeline/latest/userquide/tutorials-s3deploy.html
https://docs.aws.amazon.com/codebuild/latest/APIReference/AP|_ProjectArtifacts.html
https://docs.aws.amazon.com/codebuild/latest/userguide/getting-started-output-console.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/action-reference-S3.html
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DynamoDB - Fetch vs Projected Attributes

A projection is the set of attributes that are copied (projected) from a table into a secondary index. These are in
addition to the primary key attributes and index key attributes, which are automatically projected.

For example, we can see this base table (GameScores) with partition key (UserID) and sort key (GameTitle).

GameScores

Userld GameTitle TopScore  TopScoreDateTime Wins Losses

5842 “2015-08-15:17:24:31° " 72
1000 “2015-10-22:23.18:017 12 3
24 =2015-08-31:1314:21” 4 9
192 =2015-07-12:11.07.56 32 192
0 =2015-09-18:07:33:427 0 5
3 “2015-10-19:01:13:24" 1 &
2317 =2015-09-11:06:53:00" 40 3
723 =2015-10-19:01:13:24 22 12
42 =2015-07-11:06:53:00" 4 19

You can create a global secondary index (GameTitleIndex) with a new partition key (GameTitle) and sort key
(TopScore). The base table's primary key attributes are always projected into an index, so the UserID attribute
is also present. This improves searching when not using the primary keys of the base table.

GameTitleindex

Game TopScore Userld  Wins  Losses
--------------- o

“Alien Adventure™ | 182 | Cjo2 | 32 ) 182 |
pemfejimimie Syt el

3 (It 7' A B R - B

_______________ e R LR L

o 02| o0 ! 5

-------- S A |

2317, (103" ) 40 ' 3 !

5842 | vpo1m | 21 0 72
SIIIIIIiiiius L ettty

723 ) (tp3 ) 2 ! 12 !

-------- lasasssjacsssasssgssssn=sy

1000 | vt01m | 12 | 3
IIIIIIIziiun PR A Aty

24 Voeprt ) 4 ) 0§
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When you query an index, Amazon DynamoDB can access any attribute in the projection as if those attributes
were in a table of their own. When you create a secondary index, you need to specify the attributes that will be
projected into the index. DynamoDB provides three different options for this:

e KEYS_ONLY - Each item in the index consists only of the table partition key and sort key values, plus
the index key values. The KEYS_ONLY option results in the smallest possible secondary index.

e INCLUDE - In addition to the attributes described in KEYS_ONLY, the secondary index will include other
non-key attributes that you specify.

e ALL - The secondary index includes all of the attributes from the source table. Because all of the table
data are duplicated in the index, an ALL projection results in the largest possible secondary index.

You can project other base table attributes into the index if you want. When you query the index, DynamoDB
can retrieve these projected attributes efficiently. However, global secondary index queries cannot fetch
attributes from the base table. For example, if you query GameTitlelndex as shown in the diagram above, the
query could not access any non-key attributes other than TopScore (although the key attributes GameTitle and
UserID would automatically be projected).

Sources:
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_Projection.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GSI.html#GSI.Projections
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CodeBuild with CloudWatch Logs, Metrics, and Alarms

AWS Codebuild allows you to compile, build, run tests, and produce an artifact of your code. This can be
integrated into your CI/CD process. For example, you are using AWS CodeCommit as version control for your
source code repository. After a developer pushes new code to the Development branch, you can have an
automatic trigger for CodeBuild to run your project build, test your application, and then upload the output
artifact to S3. The artifact file on S3 can then be used by deployment tools such as AWS CodeDeploy to have it
deployed on your EC2 instances, ECS, or Lambda functions.

Here are the steps on how to create a CodeBuild build project and save the artifact on an S3 bucket. We will
also demonstrate how CodeBuild integrates with AWS CloudWatch.

1. Go to AWS Code Build > Build Projects and click Create Build Project. Input your details for this project.

Create build project

Project configuration

Project name

TutorialsDojoBuild

A project name must be 2 to 255 characters. It can include the letters A-Z and a-z, the numbers 0-9, and the special characters - and _.

Description - optional

Build badge - gptional
Enable build badge

» Additional configuration

tags

2. CodeBuild supports several sources for your application code, including Amazon S3, AWS
CodeCommit, GitHub, Bitbucket, etc. Using CodeBuild, select your source repository and branch.
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Source Add source

Source 1 - Primary

Source provider

AWS CodeCommit L J

Repository
C, TutorialsDojoRepo X

Reference type
Choose the source version reference type that contains your source code.

© Branch
Git tag
Commit 1D

Branch Commit 1D - optional

Choose a branch that contains the code to build. Choose a commit 1D, This can shorten the duration of your build.

master v Q,

Source version Info

refs/heads/master

91787 76c second commit

3. Use the Amazon Linux runtime since we'll build this for the Amazon Linux AMI.
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Runtime(s)

Standard

Image

aws/fcodebuildfamazonlinux2-xB6_64-standard:3.0

Image version

Always use the latest image for this runtime version

Environment type

Liriux

Privileged

Enable this flag if you want to build Docker images ar want your builds to get

elevated privileges

Service role

O MNew service role

Create a service role in your account

Role name
codebuild-TutorialDojoBuild-service-role

Type your service role name

Existing service role
Choose an existing service role from your account

4. By default, the build specification filename is “buildspec.yml”. This should be in the root folder of your

application code.

Buildspec

Build specifications

O Use a buildspec file

Store build commands in a YAML-formatted buildspec file

Buildspec name - aptiomal

Inzert build commands
Store build commands as build project configuration

By default, CodeBuild looks for a file named builldspec.yml in the source code root directory. If your buildspec file uses a different name or
location, enter its path from the source root here (for example, buildspec-two.yml or configurationfbuildspecymil).

5. Specify which S3 bucket you are going to send the output artifact of your build.
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Artifacts Add artifact

Artifact 1 - Primary

Type
Amazon 53 L

You might choose no artifacts if you are running tests or pushing a Docker image to Amazon ECR.

Bucket name

Q, mytest-bucket-cicd x

Mame

The name of the folder or compressed file in the bucket that will contain your output artifacts. Use Artifacts packaging under Additional
configuration to choose whether to use a folder or compressed file. If the name is not provided, defaults to project name.

TutorialsDojo-build

Enable semantic versioning
Use the artifact name specified in the buildspec file

Path - optional
The path to the build cutput ZIP file or folder.

Example: MyPath/MyArtifact.zip.

Rlmmmmrmsen e aoblsesl

6. On the logs part, you can have the option to send the build logs to CloudWatch Log group or send to an

S3 bucket. The AWS CloudWatch log group or S3 bucket must exist first before you specify it here.
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Logs

CloudWatch

CloudWatch logs - optional
Checking this option will upload build output logs to CloudWatch.

Group name

Jaws/codebuild /buildlog

Stream name

53

53 logs - optional
Checking this option will upload build output logs to 53,

Bucket

Q

Path prefix

Disable 53 log encryption

7. Click “Create build project”. Select your project and click the “Start build” button.

TutorialsDojoBuild [ onenty v |[ shore |[ ean v | [ ootee bt proece | IR
Configuration
S prorder Pristubry riperiitisny Artilaet uplodd bacation L= ]
S gl pemaTn Tutrialuegeaitasa rylisit et pd Db end

Besild histery Bulld details  Baild triggens Metrics,

Build history c |
1 @
Build nan Hratus Risdd reambeer Boarve wertan Sulamitner Drararion Compleced
Tuterisbilojolclld TOE e
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8. After the build, you should see the artifact on the S3 bucket. You will also see the build logs of your
project if you click on the Build run ID of your project.

9. AWS CodeBuild is also integrated on CloudWatch Logs. When you go to CloudWatch Dashboard, you
can select the pre-defined CodeBuild Dashboard where you will see the metrics such as Successful
builds, Failed builds, etc.

CloudWatch: CodeBuild ~ ih 3h 12h 19 3¢ 1w custom - Actions = -

All resources - Service dashboard b

aLarm @ wsurricienToaTa @ ok D

Succeeded Builds Sum Failed Builds Sum Builds Sum
Coun Coumd Count
1 2 2
0s 1 - 15
0 0 1
00:00 01:00 0Z00 00:00 01:00 0200 00:00 01:00 000
B SuccepdedBuids B FatecBunds B Builds

Duration Average
Seeonds

504

451
00:00 015 0030 e L] o109 0115 01:30 0145 0200 reay E] ax30 L2 ]
B Duration

10. You should also be able to see the AWS CloudWatch Log Group you created and that CodeBuild logs
are delivered to it.
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CloudWatch > CloudWatch Logs > Log groups fawsfeodebuild/buildlog Switch o the original interface.

jawsfcgdebui[d[bui[d[gg | Delete || Actions ¥ | [ View in Logs Insights ]

¥ Log group details

Retention Creation time Stored bytes ARN

Hever expire 9 minutes ago - am:aws:logs:ap-northeast-
1: e -

EMS key ID Metric filters Subscriptions group:faws/codebuild

- o - fowildlog:

Contributor Ingights ruales

Log streams Metric filters Contributor Insights

Log streams (2) Delet Create log stream | | Search all
o] LI
Log stream v Last event time -

06 2ebe -60ce-Ab0b-0699- 7094 310 36b: 2020-07-26T02:53:31.9872

11. Using CloudWatch Event rules, you can also create a rule to detect Successful or Failed builds, and then
use the Trigger to invoke a Lambda function to send you a slack notification, or use an SNS Topic target
to send you an email notification about the build status.
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Event Source

Build or cusiomize an Event Pattern or set a Schedule 1o invoke

Targets

& Event Pattern @ Schedule @

Build event pattern to match events by service -
Service Hame CodeBuild -
Event Type CodeBuild Build State Change -

Any slale B Specific state(s)
® FAILED v

= Evenl Pattern Preview Copy to clipboard  Edit
"source™: [
“aws . codebuild™
|
“detall-type®: [
“CodeBuild Build State Change”
]
“detail®: {
“build-status™: [
“FAILED"
]
}
}

Targets

Sefect Target to Invoke when an event maltches your Event Fatbern or
when schedule is tnggered

SNS topic - o
Topic* -
» Configure input

Lambda function - [
Function® -

F Confgune versionalias

¥ Configure input

© Add target*

DevOps Exam Notes:

topic to send you an email notification.

AWS CodeBuild is integrated with AWS CloudWatch. A predefined dashboard is created on CloudWatch to
view metrics regarding project builds on your account. You can send CodeBuild build logs to a CloudWatch
log group so you have a central location to review them. You can set filters and alarms on these logs and set
up a notification. You can also use CloudWatch Events to detect changes on your build project, such as
FAILED builds and have it invoke a Lambda function to send you a message on your Slack channel, or SNS

Sources:

https://docs.aws.amazon.com/codebuild/latest/userquide/create-project.html

https://docs.aws.amazon.com/codebuild/latest/userquide/create-project-console.html
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CodeDeploy with CloudWatch Logs, Metrics, and Alarms

AWS CodeDeploy allows you to automate software deployments to a variety of services such as EC2, AWS
Fargate, AWS Lambda, and your on-premises servers.

For example, after you have produced from AWS CodeBuild, you can have CodeDeploy fetch the artifact from
the AWS S3 bucket and then deploy it to your AWS instances. Please note that the target instances need to
have the AWS CodeDeploy agent installed on them for this to be successful and have proper Tags.

Here are the steps to create a deployment on AWS CodeDeploy, including a discussion on how it integrates
with AWS CloudWatch.

1. Go to AWS CodeDeploy > Applications and click “Create Application”. Input details of your application
and which platform it is running.

Create application

Application configuration

Application name

Enter an application rname

TutorialsDojoApp

100 character limit

Compute platform

Choose a compube platform

EC2/On-premises v

Cancel Create application

2. Select your application and create a Deployment Group. CodeDeploy needs to have an IAM permission
to access your targets as well as read the AWS S3 bucket containing the artifact to be deployed.

https://portal.tutorialsdojo.com/ 71



https://portal.tutorialsdojo.com/

TD Tutorials Dojo Study Guide and Cheat Sheets - AWS Certified DevOps Engineer Professional
by Jon Bonso and Kenneth Samonte

Create deployment group

Application

Application
TuterialsDojoApp
Compute type
EC2/On-premises

Depluyment group name
Enter a deployment group name

TutorialsDojoDey

100 character limit

Service role

Enter a service role
Enter a service role with CodeDeploy permissions that grants AWS CodeDeploy access to your target instances.

Q, arn:aws:iam: SN oo /codedeploy-role »

3. Select your deployment type. You can use In-place deployment if you already have the instances
running. Specify the Tags of those EC2 instances, for example Environment:Dev. CodeDeploy will use
this as an identifier for your target instances.
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Deployment type

Choose how to deploy your application

© In-place Bluefgreen
Updates the instances in the deployment group with the Replaces the nstances in the deployment group with new
latest application revisions. During a deployment, each instances and deploys the latest application revision to
instance will be briefly taken offline for its update them. After instances in the replacement environment are

registered with a load balancer, instances from the original
environment are deregistered and can be terminated.

Environment configuration

Select any combination of Amazon EC2 Auto Scaling groups, Amazon EC2 instances, and on-premises instances to add
to this deployment

Amazon EC2 Auto Scaling groups

Amazon EC2 instances
1 unigue matched instance. Click here for details [5

You can add up to three groups of tags for EC2 instances to this deplayment group.
One tag group: Any instance identified by the tag group will be deployed to.
Multiple tag groups: Only instances identified by all the tag groups will be deployed to.

Tag group 1
Key Value - optional

O x| [ er x

| + Add tag group |

4. Select how you want the new code to be deployed, such as All-at-once, or one-at-a-time, etc. These

deployment settings will be discussed on the succeeding sections.
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__ CodeDeployDefault.OneAtATime

Deployment settings

Deployment configuration
Choose from a list of default and custom deployment configurations. A deployment configuration is a set of rules that determines how fast
an application is deployed and the success or failure conditions for a deployment

CodeDeployDefault. AllAtOnce & | or Create deployment configuration

CodeDeployDefault. HalfAtATIme

CodeDeployDefault. AllAtOnge

Select a load balancer to manage incoming traffic during the deployment process. The load balancer blocks traffic from
each instance while it's being deployed to and allows traffic to it again after the deployment succeeds.

Enable load balancing

5. Now on your application Deployment group, create a Deployment. Input details for the artifact source.

On the S3 bucket, you can specify the versionID of the artifact file.
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Create deployment

Deployment settings
Application
TutorialsDojoApp
Deployment group

Q, TutorialsDojoDev »

Compute platform
EC2/On-premises

Deployment type

In-place
Revision type

© My application is stored in Amazon 53 My application is stored in GitHub

Revision location
an anid paue the Amazon 53 bucket where YOUr revision s 5t ored

QL 53/ /mytest-bucket-cicd /myapp.ziptversionld=kwfk 7xCNv_ZqaGLTshk5NY3q9 X

53/ bucket-name/folderfobject. [zip|taritgz]

Revision file type

ZEip v

6. After you click “Create deployment”, the deployment of the artifact on your EC2 instances will begin.
You should see that the deployment will succeed.

Deployment lifecycle events
Q <1 8
Instance 1D Duratin  Status ::’:t"“m Events Start time End time
-0 B adfc2ch 4430 8 View Jul 26, 2020 11:28 AM Jul 26, F020 11:28 AM
Succesded  ValidateServ
& seconds © suee resevice evants (LT + 8:00) (UTC+ 8:00)
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7. You can click on “View events” to see the stages of the deployment process. Here you can view the
deployment events as well as the status of the deployment lifecycle hooks you have defined. See the
Lifecycle Event hooks section of this book for the details regarding each event.

Deployment details
Application
TutdrialsDajolpp

Deployment configuraticn

CodeDeployDefault. AILATONce

Deployment description

Revision details

Rarvishon location

s3:/ frytest-bucket -

Deployment 1D
d-SHE4KINGS

Deployment group
TutorialsDojeDey

Rewision created

Just mow

cicdfevrappaipTeersionbd =kwlkTxONy_TogGLTshkSNY

Bq9aam1CM

Event Duration
Applicatsonstop less than one seccnd
DownloadBundle s thian one second
Beforelnstall 2 sicandd

ingtall less than one seoond
Afterinstall Ress than one second
Applicatigniaan bess than one segond
ValidateServioe less than one second

Status Error code

) St opeded
@ Succeeded
& Succeeded
Z) Suceeded
(2 Sucoeeded
12 Sioeeded

@ Succeeded

Status

@I Suciebded

Initiated by

Liser aCteon

Revision description

Application revision registered by Deployment I0;

d-SMEAKIMNES

Start thme

Jul 26, 2020 1128 AM [UTC+B00)
Jul 26, 2020 11:28 AM (UTC+8:00)
Jul 26, 2020 11:28 AM [UTC+B00)
Jul 36, 2020 1128 AM (UTC+E:00)
Jul 26, 2020 1128 AM [UTC+E00)
Jul 26, 2020 1726 AM (UTC+E:00)

Jul 36, 2020 11:28 AM (UTC+E&00)

End time

Jul 26, 2030 19:26 AM (UTC+E:00)

Jul 26, 2020 11228 AM [UTC+&:00)

Jul 26, 2020 1928 AM {UTC+8:00)

Jul 26, 2020 1028 AM (UTC+8:00)

Jul 26, 2020 1928 AM {UTC+8:00)

Jul 26, 2020 1126 AM (UTC+&:00)

Jul 26, 2020 1128 AM (UTC+8:00)

8. CodePipeline is integrated with AWS CloudWatch rule. You can create a CloudWatch Events rule that
will detect CodeDeploy status changes, such as a Successful or Failed deployment. Then have it invoke
a Lambda function to perform a custom action such as sending a notification on a Slack channel or
setting an SNS topic to send an email to you about the status of your deployment.
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Deployment details
Application
TutorialsDojaApp

Deploymant configuration
CodeDeployDefauli. AILATON R

Deployment description

Revision details

Revishon location

55/ fmytest-bucket-

Deployment 1D
d-SNELKTNGS

Deployment group
TutorialsDojoDey

Rewision croated
Jurst R

cicdfevrapp spTversionid =kwlk TxCNy_TogGLTshkSNY

Fq9aarm1CM

Event Duration
ApplitatonStop less thay one sedend
DownloadBundle less than one second
Beforelnstall 2 seconds

Install bess than one second
Afrerinstall less than one second
ApplicatsonStant less than ane second
ValidateService less than one second

Status Error code

& Succeaded
@ Succeeded
&) Succeeded
@ Swceeded
& Sucoeeded
& Swceeded

& Succeeded

Status
) Succreded

Initiated by
Usar action

Revision description

Application revision registered by Deployment 10;
d-SNELKIMNGS

Start time

Jul 26, 2020 1128 AM [UTC+E00)
Jul 26, 2020 11:28 AM (UTC+E:00)
Jul 26, 2020 1128 AM (UTC+E00)
Jul 26, 2020 11:28 AM (UTC+E:00)
Jul 26, 2020 11:28 AM (UTC+2:00)
Jul 26, 2020 1128 AM (UTC+E:00)

Jul 26, 2020 11:28 AM (UTC+2:00)

End time

Jul 26, 2020 1126 AM {LUTC+E:00)
Jul 26, 2020 11228 AM (UTC+800)
Jul 26, 2020 1128 AM {UTC8:00)
Jul 26, 2020 11228 AM (UTC+8:00)
Jul 26, 2020 1128 AM {UTC+8:00)
Jul 26, 2020 11:26 AM (UTC+8:00)

Jul 26, 2020 1128 AM {UTC+&:00)

9. CodeDeploy also has built-in notification triggers. Click “Notify” on your application.

Dovelopss Tools > CodeDeploy

TutorialsDojoApp

Application details

Namse

TutoristsDod

Applications

TutorialsDojeipp

Lotity & | | Detete application

Create notification nie

Marage notification nubes

Camgute platform
ECE/On-premises

10. For events happening on your deployment, you can have targets much like AWS CloudWatch Events,
however, this is limited to only an SNS Topic or AWS chatbot to Slack.
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Targets

Create a target to use specifically for this notification rule. SNS topics created as targets have no subscribers but have
all policies applied to act as a target for notifications. If you choose AWS Chatbot, you will be redirected to create a
client in the AWS Chatbot console. Learn more [3

Create target

Configured targets

Choose target type Choose target

SNS topic v Q Remove row
AWS Chatbot (Slack) v Q Remove row
Add row

DevOps Exam Notes:

AWS CodePipeline is integrated with AWS CloudWatch Events. You can create a CloudWatch Events rule that
will detect CodeDeploy status changes, such as a Successful or Failed deployment. With the rule targets, you
invoke a Lambda function to perform a custom action i.e. set an SNS topic to send an email to you about the
status of your deployment.

CodeDeploy also has built-in notification triggers to notify you of your deployment status, however, this is
limited to only an SNS Topic or AWS Chatbot to Slack.

CodeDeploy Supports ECS and Lambda Deployments

Aside from EC2 instances, AWS CodeDeploy also supports deployment for ECS instances and Lambda
deployments. The general steps for deployment are still the same - create an Application, create a deployment
group for your instances, and create a deployment for your application.
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However, for ECS, the artifact is a Docker image which can be stored from AWS ECR or from DockerHub. For
Lambda deployments, the artifact will come from a zip file from an S3 bucket. Be sure to have the proper
filename of your Lambda handler file for successful code deployments.

Deployments for ECS also support deployment configuration such as all-at-once, one-at-a-time,
half-of-the-time. These deployment configurations will be discussed on a separate section. Lambda on the
other hand supports a percentage of traffic shifting such as linear or canary deployment. This is also
discussed in a separate section.

Sources:

https://docs.aws.amazon.com/codedeploy/latest/userguide/monitoring-create-alarms.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/monitoring.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/deployments-create-console-ecs.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/deployments-create-console-lambda.html
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CodePipeline and CloudWatch Events Integration

AWS CodePipeline is a continuous delivery service that helps you automate your release pipelines for fast and
reliable application and infrastructure updates. For example, you can use CodePipeline to have specific stages
that build, test, and deploy your code to your target instances.

You can have CodePipeline trigger a full deployment pipeline when your developer pushes code to your
CodeCommit repository, which will then start the series of pipeline stages:

e Pull source code from the CodeCommit repository.
e Run the CodeBuild project to build and test the artifact file. Upload the artifact to AWS S3 bucket.
e Trigger CodeDeploy deployment to fetch the artifact and deploy it to your instances.

This whole cascading process is triggered only from a single CodeCommit repository push event.
Here are the steps to create a pipeline on AWS CodePipeline as well as its integration with AWS CloudWatch.

1. Go to AWS CodePipeline > Pipeline and click Create pipeline. Input the name for the service for
CodePipeline and the S3 bucket that holds the artifacts for this pipeline.
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Choose pipeline settings .«

Pipeline settings

Pipeline name
Enter the pipeline name. You cannot edit the pipeline name after it is created.

TutorialsDojoPipeline

No more than 100 characters

Service role
O Mew service role Existing service role
Create a service role in your account Choose an existing service role from your account
Role mame

AWSCodePipelineServiceRole-ap-northeast- 1-TutorialsDojoPipeline

Type your service role name

Allow AWS CodePipeline to create a service role so it can be used with this new
pipeline

¥ Advanced settings

Artifact store
Default location O Custom location
Create a default 53 bucket in your account. Choose an existing 53 location from your account in the
same region and account as your pipeline
Bucket
Q, mytest-bucket-cicd| >

2. Add a source stage such as CodeCommit repository and branch on which code version you want to
deploy.
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Add source stage

Source

Source provider
This i whiere you stonesd your input artifacts for your pipeling, Choose the provider and then provide the connection details.

AWS CodeCommit L J

Repasitory name
Choose a repository that you have already created where you have pushed your source code.

Q, TutorialsDojoRepo *

Branch name
Choose a branch of the repasitory

| Q. master X

Change detection options
Choose a detection mode to automatically start your pipeling when a change ocours in the source code.

© Amazon CloudWatch Events (recommended) AWS CodePipeline
Use Amazon ClovdWatch Events to automatically start my Use AWS CodePipeline to check periodically for changes
pipeline when a change ocours

3. Create a build stage such as CodeBuild that will build and test the artifact for you. You must have an
existing CodeBuild build project for this.
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Add build stage i«

Build - optional

Build provider
Thiis is the tool of your build project. Provide build artifact details like operating system, build spec file, and output file names.

AWS CodeBuild v
Region

Asia Pacific (Tokyo) v
Project name

Choose a build project that you have already created in the AWS CodeBuild console. Or create a build project in the AWS CodeBuild console
and then retwn to this task.

O, TutorialsDojoBuild ¥ | or | Create project [3

Environment variables - aptional
Choose the key, value, and type for your CodeBuild environment variables. In the value field, you can reference variables generated by
CodeFipeline. Learn more [4

Add environment variable

Cancel Previous ‘ | Skip build stage | m

4. Add a deploy stage using AWS CodeDeploy. The details such as the Application and Deployment group

must exist first before you proceed here.
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Add deploy stage i«

Deploy - optional

Deploy provider

Choose how you deploy to instances. Choose the provider, and then provide the configuration details for that provider.
AWS CodeDeploy v

Region
Asia Pacific (Tokya) v

Application name
Choose an application that you have already created in the AWS CodeDeploy conscle. Or create an application in the AWS CodeDeploy
console and then return to this task

Q. TutorialsDojoApp X

Deployment group
Choose a deployment group that you have already created in the AWS CodeDeploy console. Or create a deployment group in the AWS
CodeDeploy console and then return to this tagk,

Q, TutorialsDojoDev X

5. After creating the pipeline, you should see your stages, and the pipeline starts the whole process, from
CodeCommit, CodeBuild to CodeDeploy. You should be able to see the status of each stage.
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Tutn rialSDﬂ]DPi pElinE L Matify = Edit Stop execution | | Clane pipeline |

© Source e progren
Pipeline execution 10: S453057d-beSrS-4 1 84-8 1 58-Oebd 45 50Hdcf

Source O
BN, Coallel cenimit

() i progress - ht new

l Dsable transitlan

© Build ign run

Build @
WS CodeBasld

e Dicie"s Run

l Disabsle tramsition

@ Deploy Didsrhun

Deplay o

AWS CodleDeploy

E_‘j Dici't Bun

Devops Exam Notes:

AWS CodePipeline can be integrated with CloudWatch Events. For example, you have your entire pipeline
running on schedule everyday so you will have an updated environment based on the daily progress of
development. You can have an AWS CloudWatch Events rule that runs on schedule and have it target an AWS
CodePipeline ARN.
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Here's a sample rule on specifying a daily run of a pipeline on AWS CodePipeline:

Step 1: Create rule

Creale nules i ol Targels based on Evenls happening in your ANVS environment

Event Source Targets
Buid or cusfiomze an Event Fallem or sel a Schedule o invoke Targets Sapinr | Targed b Fretion whadn B0 deiil Sl hes yiur Evinn PaThien of whsh S0k 5
Ingoered
Everd Pamerm M SChoduls i
CodePipaing - (-]
& Faed rale of 1 - Days
Pipeshng ARN" TutorakDojoPpeine (1]
IO GApIESsion
» Contigure ngut

¥ S SARE B R
Cloasftaich Events needs pemmission 10 start pipeine essculions in ANS
CodePipeiine. You Can Creale 3 okt of Use an exdsting roke 1o provide These
PTG
B Creade a new ol for this specific resounce

K5 _Events_Brwoie_CodeFipeins

L drtingg role )

O Add Lagel®

Devops Exam Notes:

With AWS CloudWatch Events, you can also detect the Status of each stage of the pipeline. You can have a
rule for the Pipeline execution state change such as a FAILED stage and have it invoke a Lambda function or
an SNS topic to send you an email notification.

Here's a screenshot of a CloudWatch Events rule that targets a Lambda function and an SNS topic.
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Step 1: Create rule

Creale rubes o imvoke Targels based on Evenis happening in your SNS ervinsnment

Event Source Targets
Busid o customize an Event Patiern of set a Schedule o imvoke Targets St TR 10 WTVakn whish B Svent Muachiss your Event Pallem of whish schedul 5
rggened
& Ewenl Patiem gy Scrace
Lambda funceion = O
Bulld event pattemn to natch cvents by servioe -
St fame CrutePipairag - Flanc boer”
B oo i akig
Eviarl Tyegede CodePipalng Pipeling Execution State Changs -
B Conhgure mipul
Ay siate W Spechc siabe(s) sus - o
i) FALED = SUCCEEDED =
Topa:* -
= Event Patem Provigw Copy ipcipboand  Eoa ¥ Configars mpat
{
Ssowrce” 1 | O Add target™

a5 . codepipeline”

“detall-type™: [
“CodePipelire Plpelire Execution State Change™

“derall™: {
“state™: [
“FATLED™
“SUCCEEDED™
|
¥
H

Source:
https://docs.aws.amazon.com/codepipeline/latest/userquide/pipelines-create.html
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TD

CodeDeploy - Linear, Canary and All-at-Once (Pre-defined Deployments)

When you deploy a new application version on your target compute platform (EC2 or ECS or Lambda), you can
have several options for shifting network traffic to the newer version.

Using CodeDeploy, you can control how many instances are getting updated at any given time during the
deployment. This is important because during deployments, the application is stopped while the new version is
deployed. You want to make sure that enough instances are online to serve the traffic as well as the ability to
roll-back the changes when an error during the deployment occurs.

On the AWS Console, when you click on CodeDeploy > Deployment configurations, you will see the list of AWS
defined deployment strategies that you can use for your deployments. You can create your own deployment
configuration if you want to, but we'll discuss the most common ones here, which you will likely encounter in
the exam.

Dvilopes Tosls > CocBaplay Cxrplipman qireps gt
= 1 > @
CadeDeployDefault. Onad CodeDeployDefault Halfa CodeDeployDefaalt AlLAe CodebeployDefault.Lamb CodeDeployDefault Lamb
AT AT Ot daAllAE DR daLingar10ParcentEviry
Mirmute
inrgade pLarfoey vt plat i Commgnte platlionm L iowraguane plariasm
MR e prpebies B s EE O prevrin BN L Cormyputsr plathisres
Marimeam heealthy hot valas Minamaam Beadthy Boats valoe Hinamum haalchy hosty salue Configuraton type —L
1 om 0 A Corhparation rype
Uit
tep
el
| mirasiey
CoadebeplayDefault.Lamb CodeDeployDefault. Lamb CodebeployDefanlt.Limb Codellheploy Default.Lamb CodebeployDefault.Lamb
dalinear10PercentEwery? daLimeariOPercentEverys dalinear10PercentEveryl daCanery10PercentSMin dafanary10Percent 1084i
Mimutes Minates OMlinutes utEs niustes
Coanpute platform, Compaty platform Compasie platiorm Coampuns plasdzem Computs platform
AW Lambiy K Laswbeta M st A5 Laminla A Larvbats
£ o aton bype Confguation type Configuration typs Configurston type Corifaparation type
[ Liesar Linsar Canary Cansry
e e [ S1ep SHep
W o WP s o
rrerval rtreal 1o [ A
1 rirAes LY 10 mrirutes § marni s H st

CodeDeployDefault.AllAtOnce - this is the fastest deployment. The application will stop on all EC2 instances
and CodeDeploy will install the newer version on all instances. The application will stop serving traffic during
the deployment as all instances are offline.
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CodeDeployDefault.OneAtATime - this is the slowest deployment. CodeDeploy will stop only one instance at a
time. This will take time to deploy on all instances but the application will remain online since only one
instance is offline at any given time.

CodeDeployDefault.HalfAtATime — half, or 50% of the instances will be offline during the deployment, while the
other half are online to serve traffic. This is a good balance between a fast and safe deployment.

CodeDeployDefault.LambdaLinear10PercentEvery10Minutes — Deployment for Lambda functions. This
deployment will use Aliases on the backend to shift traffic from the old version to the newer version. Ten
percent of traffic will be shifted to the newer version every 10 minutes. Deployment will run at 10-minute
intervals until 100% of the traffic is shifted to the newer version.

CodeDeployDefault.LambdaCanary10Percent10Minutes — Deployment for Lambda functions. This
deployment will use Aliases on the backend to shift traffic from the old version to the newer version. Initially,
10% of the traffic will be shifted to the newer version. This will only last 10 minutes so you can have time to
check the application logs. After 10 minutes, the remaining 90% of the traffic will be shifted to the newer
version.

Source:
https://docs.aws.amazon.com/codedeploy/latest/userquide/deployment-configurations.html
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Elastic Beanstalk - Deployment Policies and Settings

AWS Elastic Beanstalk provides several options for how deployments are processed, including deployment
policies (All at once, Rolling, Rolling with additional batch, Immutable, and Traffic splitting) and options that let
you configure batch size and health check behavior during deployments. By default, your environment uses
all-at-once deployments.

All at once — The quickest deployment method. Suitable if you can accept a short loss of service, and if quick
deployments are important to you. With this method, Elastic Beanstalk deploys the new application version to
each instance.

Rolling deployments - Elastic Beanstalk splits the environment's Amazon EC2 instances into batches and
deploys the new version of the application to one batch at a time. During a rolling deployment, some instances
serve requests with the old version of the application, while instances in completed batches serve other
requests with the new version.

Rolling deployment with additional batch - launches new batches during the deployment. To maintain full
capacity during deployments, you can configure your environment to launch a new batch of instances before
taking any instances out of service. When the deployment completes, Elastic Beanstalk terminates the
additional batch of instances.

Immutable deployments - perform an immutable update to launch a full set of new instances running the new
version of the application in a separate Auto Scaling group, alongside the instances running the old version.
Immutable deployments can prevent issues caused by partially completed rolling deployments. If the new
instances don't pass health checks, Elastic Beanstalk terminates them, leaving the original instances
untouched.

Traffic-splitting deployments - let you perform canary testing as part of your application deployment. In a
traffic-splitting deployment, Elastic Beanstalk launches a full set of new instances just like during an immutable
deployment. It then forwards a specified percentage of incoming client traffic to the new application version for
a specified evaluation period. If the new instances stay healthy, Elastic Beanstalk forwards all traffic to them
and terminates the old ones. If the new instances don't pass health checks, or if you choose to abort the
deployment, Elastic Beanstalk moves traffic back to the old instances and terminates the new ones.

Here’'s a summary of the deployment methods, how long each deployment takes, and how rollback is handled.
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https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/using-features.rolling-version-deploy.html

https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/using-features.deploy-existing-version.html
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Domain 2: Configuration Management and Infrastructure-as-Code
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Overview

The second domain of the AWS Certified DevOps Engineer Professional exam focuses on the topics related to
configuration management and infrastructure-as-code. You should have working knowledge with the contents
of CloudFormation templates and how to use it for deployments, operating with ElasticBeanstalk
environments, AWS Lambda deployments, deployments on the Elastic Container Service, and using OpsWorks.
To be an effective DevOps Engineer, it is important that you understand these key concepts. Roughly 19% of
questions in the actual DevOps exam revolves around these topics.

This domain will challenge your know-how in doing the following:

Determine deployment services based on deployment needs

Determine application and infrastructure deployment models based on business needs

Apply security concepts in the automation of resource provisioning

Determine how to implement lifecycle hooks on a deployment

Apply concepts required to manage systems using AWS configuration management tools and services

In this chapter, we will cover all of the related topics for configuration management and infrastructure-as-code
in AWS that will likely show up in your DevOps Professional exam.
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What is Configuration Management?

Configuration management is the process of standardizing resource configurations and maintaining
consistency of your application and server components. Configuration management deals with several areas
such as source code repositories, artifact and image repositories, and configuration repositories.

For example, when deploying your application on EC2 instances, you want to make sure that the correct artifact
version is deployed and that the required dependencies are installed on the servers. If your new application
version requires another dependency package, you should configure all related servers to accommodate this
change as well.

If you want to make changes on the OS configuration, for example - an updated logging configuration, you will
want to apply it on all running servers as well as to new servers that will be created in the future, plus have the
ability to roll back the changes in case you find any errors.

Benefits of configuration management:

Scalability — you don't have to manually configure your servers, such as installation of OS updates, application
dependencies, and security compliance configurations. The same process will apply no matter how many
servers you have.

Reliability - configuration management offers a reliable way for you to deploy your code. There is central
management for your changes and updates so it reduces human errors compared to applying changes
manually across your systems.

Disaster Recovery —If you happen to deploy an artifact with bad code or a new config file causing an error, you
will have a quick and easy way to rollback since you can go back to the last working version of your
configuration.

With proper configuration management tools, you will only have to make changes on your configuration code
and it will be applied to all related instances. This process is consistent and scalable in such a way that it's
applicable from a range of few instances to several hundreds of instances. Automation is a key component for
configuration management so there are several AWS tools available for you.

AWS OpsWorks is a configuration management service that provides managed instances of Chef and Puppet.
OpsWorks has three offerings, AWS Opsworks for Chef Automate, AWS OpsWorks for Puppet Enterprise, and
AWS OpsWorks Stacks.

AWS OpsWorks for Chef Automate is a fully managed configuration management service that hosts Chef
Automate, a suite of automation tools from Chef for configuration management, compliance and security, and
continuous deployment.
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AWS OpsWorks for Puppet Enterprise is a fully managed configuration management service that hosts Puppet
Enterprise, a set of automation tools from Puppet for infrastructure and application management.

AWS OpsWorks Stacks is an application and server management service. With OpsWorks Stacks, you can
create a stack containing layers, such as load balancing layer, application layer, and database layer. Within
each layer, you can provision Amazon EC2 instances, enable automatic scaling, and configure your instances
with Chef recipes using Chef Solo. This allows you to automate tasks such as installing packages and
programming languages or frameworks, configuring software, and more.

If you are already using Chef or Puppet for your configuration management, you can easily migrate to AWS with
minimal or little changes on your part.
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What is Infrastructure-as-Code (laC)?

Infrastructure-as-code (1aC) takes the concept of configuration management to the next level. Imagine your
entire AWS infrastructure and resources described inside a YAML or JSON file. Just like how your application
source code outputs an artifact, laC generates a consistent environment when you apply it.

For example, Infrastructure as Code enables DevOps teams to easily and quickly create test environments that
are similar to the production environment. l1aC allows you to deliver stability rapidly, consistently, and at scale.

Another example is when you need to create a Disaster Recovery site in another region. With laC, you can
quickly create resources on the new region and be assured that the environment is consistent with the current
live environment because everything is defined and described on your JSON or YAML code. You can also save
your code to repositories and you can version control it to track changes on your infrastructure. AWS
CloudFormation is the main service that you can use if you have codified your infrastructure.

AWS CloudFormation gives developers and systems administrators an easy way to create and manage a
collection of related AWS resources, provisioning and updating them in an orderly and predictable fashion. You
can use templates to describe the AWS resources and any associated dependencies or runtime parameters
required to run your application.

Benefits of using CloudFormation

e Extensibility - Using the AWS CloudFormation Registry, you can model, provision, and manage third
party application resources alongside AWS resources with AWS CloudFormation.

e Authoring with JSON/YAML - allows you to model your entire infrastructure in a text file. You can use
JSON or YAML to describe what AWS resources you want to create and configure.

e Safety controls - automates the provisioning and updating of your infrastructure in a safe and
controlled manner. You can use Rollback Triggers to rollback in case errors are encountered during the
update.

e Preview changes to your environment - Change Sets allow you to preview how proposed changes to a
stack might impact your running resources. For example, whether your changes will delete or replace
any critical resources.

e Dependency management - automatically manages dependencies between your resources during
stack management actions. The sequence of creating, updating, or deleting the dependencies and
resources are automatically taken care of.

e Cross account & cross-region management - AWS StackSets that lets you provision a common set of
AWS resources across multiple accounts and regions with a single CloudFormation template.

Sources:
https://aws.amazon.com/opsworks/
https://aws.amazon.com/cloudformation/
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CloudFormation Cross-Stack Reference

CloudFormation allows you to reference resources from one CloudFormation stack and use those resources
on another stack. This is called cross-stack reference. It allows for a layering of stacks, which is useful for
separating your resources based on your services. Instead of putting all resources on one stack, you can create
resources from one stack and reference those resources on other CloudFormation stacks.

This also allows you to re-use the same CloudFormation stacks so that you can build faster if you need a new
environment with minimal changes.

Example:

Network stack — contains VPC, public and private subnets, and security groups.
Web server stack — contains webserver and referencing the public subnets and security groups from
the network stack

e Database stack — contains your database server and referencing the private subnets and security
groups from the network stack

DevOps Exam Notes:

The requirement for cross stack reference is that you need to export the resources that you want to be
referenced by other stacks. Use Export on the output Field of your main CloudFormation stack to define the
resources that you want to expose to other stacks. On the other stacks, use the Fn::ImportValue intrinsic
function to import the value that was previously exported.

Here's an example of CloudFormation exporting a subnet and a security group, and referencing it on another
CloudFormation stack.
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Tutorials Dojo Manila Stack A - EXPORT

Source:
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/walkthrough-crossstackref.html
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Lambda Function Artifact from S3 or CloudFormation Inline
S3 bucket on CloudFormation

Using AWS CloudFormation, you can deploy AWS Lambda functions, which is an easy way to reliably reproduce
and version your application deployments.

DevOps Exam Notes:

On your CloudFormation template, the AWS::Lambda::Function resource creates a Lambda function. To
create a function, you need a deployment package and an execution role. The deployment package contains
your function code. The artifact file is defined on the AWS::Lambda::Function Code resource.

Here is an example of Node.js lambda function that uses an artifact saved on an S3 bucket on CloudFormation
(uses JSON Format).

"AMIIDLookup": {
"Type": "AWS::Lambda::Function",
"Properties": {
"Handler": "index.handler",
"Role": {
"Fn::GetAtt": [
"LambdaExecutionRole",
"Arn"
]
1y
"Code": {
"S3Bucket": "lambda-functions",
"S3Key": "amilookup.zip"
1y
"Runtime": "nodejsl2.x",
"Timeout": 25,
"TracingConfig": {
"Mode": "Active"
}
}

Note that Changes to a deployment package in Amazon S3 are not detected automatically during stack
updates. To update the function code, change the object key or version in the template. Or you can use a
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parameter on your CloudFormation template to input the name of the artifact on S3 that contains the latest
version of your code.

If you have a zip file on your local machine, you can use the package command to create a template that
generates a template that you can use.

aws cloudformation package --template /path to template/template.json --s3-bucket mybucket
--output json > packaged-template.json

This will save the output on a json template that you can upload on CloudFormation.
Inline Lambda functions in CloudFormation

For Node.js and Python functions, you can specify the function code inline in the template.

DevOps Exam Notes:

Note that you need to use the AWS::Lambda::Function Code to define that function and it should be
enclosed inside the ZipFile: | section to ensure that CloudFormation correctly parses your code.

Here is an example of Node.js lambda function inline on CloudFormation template using the YAML format.

AWSTemplateFormatVersion: '2010-09-09'
Description: Lambda function with cfn-response.
Resources:
primer:
Type: AWS::Lambda::Function
Properties:
Runtime: nodejsl2.x
Role: arn:aws:iam::123456789012:role/lambda-role
Handler: index.handler

Code:

ZipFile: |
var aws = require('aws-sdk')
var response = require('cfn-response')
exports.handler = function (event, context) ({

console.log ("REQUEST RECEIVED:\n" + JSON.stringify (event))
// For Delete requests, immediately send a SUCCESS response.

if (event.RequestType == "Delete") {
response.send(event, context, "SUCCESS")
return
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var responseStatus = "FAILED"

{}

var functionName = event.ResourceProperties.FunctionName

var responseData

var lambda = new aws.Lambda ()
lambda.invoke ({ FunctionName: functionName }, function (err,
invokeResult) {

if (err) {

responseData = {Error: "Invoke call failed"}
console.log(responseData.Error + ":\n", err)
}
else responseStatus = "SUCCESS"

response.send(event, context, responseStatus, responseData)
1)
}
Description: Invoke a function during stack creation.
TracingConfig:
Mode: Active

Sources:
https://docs.aws.amazon.com/lambda/latest/dg/deploying-lambda-apps.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-cli-package.html
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AutoScalingReplacingUpdate vs AutoScalingRollingUpdate Policy

When using AWS CloudFormation to provision your Auto Scaling groups, you can control how CloudFormation
handles updates for your Auto Scaling Group. You need to define the proper UpdatePolicy attribute for your
ASG depending on your desired behavior during an update.

DevOps Exam Notes:

You can use AWS::AutoScaling::AutoScalingGroup resource type on CloudFormation if you want to create
an AutoScaling group for your fleet of EC2 instances. Going into the exam, you will need to distinguish the
difference between the AutoScalingReplacingUpdate and AutoScalingRollingUpdate UpdatePolicy attribute,
which define how the instances on your group will be updated when you deploy a new revision of your
application.

AutoScalingReplacingUpdate - will create a new auto scaling group with new launch configuration. This is
more like an immutable type of deployment.

AutoScalingRollingUpdate - will replace the instances on the current auto-scaling group. You can control if
instances will be replaced “all-at-once” or use a rolling update by batches. The default behavior is to delete
instances first, before creating the new instances.

The AutoScalingReplacingUpdate policy specifies how AWS CloudFormation handles replacement updates for
an Auto Scaling group. This policy enables you to specify whether AWS CloudFormation replaces an Auto
Scaling group with a new one or replaces only the instances in the Auto Scaling group.

"UpdatePolicy" : {
"AutoScalingReplacingUpdate" : {
"WillReplace" : Boolean

}
}

For example, you can set AutoScalingReplacingUpdate WillReplace property to TRUE to have CloudFormation
retain the old ASG and the instances it contains. CloudFormation will wait for the successful creation of the
new ASG and its instances before it deletes the old ASG. This is helpful when the update fails; CloudFormation
can quickly rollback as it will only delete the new ASG. The current ASG and its instances are not affected
during the deployment and rollback process.
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The AutoScalingRollingUpdate policy specifies how AWS CloudFormation handles rolling updates for an Auto
Scaling group. Rolling updates enable you to specify whether AWS CloudFormation updates instances that are
in an Auto Scaling group in batches or all at once.

"UpdatePolicy" : {
"AutoScalingRollingUpdate™ : {
"MaxBatchSize" : Integer,
"MinInstancesInService" : Integer,
"MinSuccessfulInstancesPercent" : Integer,
"PauseTime" : String,
"SuspendProcesses" : [ List of processes 1],
"WaitOnResourceSignals" : Boolean
}
}

For example, AutoScalingRollingUpdate allows you to specify the MaxBatchSize property to set the maximum
number of instances that AWS CloudFormation updates at any given time. Or use the MinlnstancesInService
property to ensure that there is a minimum number of instances that are in service while CloudFormation
updates the old instances.

Sources:
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-attribute-updatepolicy.html
https://aws.amazon.com/premiumsupport/knowledge-center/auto-scaling-group-rolling-updates/
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Time-Based vs Load-Based Instance

With OpsWorks stacks, you can create a layer of auto scaling EC2 instances and a load balancer to host your
application and service traffic from the public Internet. You can set up AWS OpsWorks Stacks to start or stop
EC2 instances based on the configuration of your instances. You can use this to automatically
increase/decrease the size of your EC2 cluster depending on when you need computing power. This automatic
scaling is based on two instance types:

1. Time-based instances - allow a stack to handle loads that follow a predictable pattern by including
instances that run only at certain times or on certain days. This is helpful in situations when you want
to start some instances after 6PM to perform nightly backup tasks or stop some instances on
weekends when traffic is lower.

2. Load-based instances - allow a stack to handle variable loads by starting additional instances when
traffic is high and stopping instances when traffic is low, based on any of several load metrics. This is
helpful in situations where you want to start instances when the average CPU utilization exceeds 80%
and stop instances when the average CPU load falls below 60%.

A common practice is to use all three instance types together, as follows:

e A set24/7 instances to handle the base load. You typically just start these instances and let them run
continuously.

e A set of time-based instances, which AWS OpsWorks Stacks starts and stops to handle predictable
traffic variations.

e A set of load-based instances, which AWS OpsWorks Stacks starts and stops to handle unpredictable
traffic variations.

If you want to add a time-based instance to a layer follow these steps:

Click the Instances page, click + Instance to add an instance. On the New tab, click Advanced >> and then click
time-based.
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Node.js App Server

Search forinstances in this layer by name, status, size, type, AZ ar IP

Hosthame ~  Status -~ Bijze ~  Type -~  AZ -
tutorialsdojo-server1 t2medium  24/7 ap-northeast-1a
%+ Instance
New Existing OpsWorks EC2 instances and own servers

Hosthame nodejs-senvert

Size c3.large e

Subnet 172.31.16.0/20 - ap-northeast-1a |~

Scaling type O 2417

® Time-based

O Load-based

If you want to add a load-based instance to a layer:

On the Instances page, click +Instance to add an instance. Click Advanced >> and then click load-based.
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Node.js App Server

Search for instances in this layer by name, status, size, type, AZ ar IP

Hostname «  Status -~  Bize ~  Type -~  AZ -
tutorialsdojo-server1 t2.medium  24/7 ap-northeast-1a
+ Instance
New Existing OpsWorks EC2 instances and own servers
Hostname nodejs-server
Size c3.large e
Subnet 172.31.16.0/20 - ap-northeast-1a |~
Scaling type O 24/7
O Time-based
® | oad-based

Source:
https://docs.aws.amazon.com/opsworks/latest/userguide/workinginstances-autoscaling.html
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Discovery Agent vs Discovery Connector

Application Discovery Agent and Agentless Discovery Connector are helpful tools in the AWS Application
Discovery Service to help you plan your migration from on-premises servers and VMs to AWS cloud. Here’s a
quick description and summary of differences between the two.

The Application Discovery Agent is a software that you install on on-premises servers and VMs targeted for
discovery and migration. The agent is needed by AWS Discovery Service to help you plan your migration to
AWS cloud by collecting usage and configuration data about your on-premises servers. The Agent captures
system configuration, system performance, running processes, and details of the network connections
between systems.

You can then view the discovered servers, group them into applications, and then track the migration status of
each application from the AWS Migration Hub console.

If you can't install the agent on your on-premises servers, AWS Application Discovery Service offers another
way of performing discovery through the AWS Agentless Discovery Connector. This agentless discovery is
performed by deploying an OVA file in VMware vCenter.

The Discovery Connector identifies virtual machines (VMs) and hosts associated with vCenter, collects static
configuration data such as Server hostnames, IP addresses, MAC addresses, and disk resource allocations.
Additionally, it collects the utilization data for each VM and computes average and peak utilization for metrics
such as CPU, RAM, and Disk /0.

DevOps Exam Notes:
Know the differences between Application Discovery Agent and Agentless Discovery Connector.

e Application Discovery Agent - agent package is installed on on-premises VMs and servers for
migration.

e Agentless Discovery Connector - standalone VM to be deployed on on-premises data center to
collect information for migration.

Sources:
https://docs.aws.amazon.com/application-discovery/latest/userquide/what-is-appdiscovery.html
https://docs.aws.amazon.com/application-discovery/latest/userguide/discovery-agent.html
https://docs.aws.amazon.com/application-discovery/latest/userqguide/discovery-connector.html
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CloudFormation Template for ECS, Auto Scaling and ALB

Amazon Elastic Container Service (ECS) allows you to manage and run Docker containers on clusters of EC2
instances. You can also configure your ECS to use Fargate launch type which eliminates the need to manage
EC2 instances.

With CloudFormation, you can define your ECS clusters and tasks definitions to easily deploy your containers.
For high availability of your Docker containers, ECS clusters are usually configured with an auto scaling group
behind an application load balancer. These resources can also be declared on your CloudFormation template.

DevOps Exam Notes:

Going on to the exam, be sure to remember the syntax needed to declare your ECS cluster, Auto Scaling
group, and application load balancer. The AWS::ECS::Service resource creates an ECS cluster and the
AWS::ECS::TaskDefinition resource creates a task definition for your container. The
AWS::ElasticLoadBalancingV2::LoadBalancer resource creates an application load balancer and the
AWS::AutoScaling::AutoScalingGroup resource creates an EC2 auto scaling group.

AWS provides an example template which you can use to deploy a web application in an Amazon ECS
container with auto scaling and application load balancer. Here's a snippet of the template with the core
resources:

"AWSTemplateFormatVersion":"2010-09-09",
"Resources": {

"ECSCluster": {

"Type" :"AWS: :ECS: :Cluster"

}s

"taskdefinition": {
"Type" :"AWS: :ECS: : TaskDefinition",

"Properties":{

"ECSALB" : {
"Type":"AWS: :ElasticlLoadBalancingV2: :LoadBalancer",
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"Properties": {

"ECSAutoScalingGroup": {
"Type":"AWS: :AutoScaling: :AutoScalingGroup",
"Properties": {
"VPCZoneldentifier":{
"Ref":"SubnetId"

by

Sources:

https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/quickref-ecs.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ecs-service.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-ecs-service-loadbalanc
ers.html
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Domain 3: Monitoring and Logging
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Overview

The third exam domain of the AWS Certified DevOps Engineer Professional test is all about the process of
monitoring and logging resources in AWS. You must learn how to set up advanced monitoring configurations
using Amazon CloudWatch, AWS Systems Manager, AWS CloudTrail and other related services. The task of
aggregating logs and metrics across multiple AWS accounts and regions is also covered. Roughly 15% of
questions in the actual DevOps exam revolves around these topics.

This domain will challenge your know-how in doing the following:

Determine how to set up the aggregation, storage, and analysis of logs and metrics

Apply concepts required to automate monitoring and event management of an environment

Apply concepts required to audit, log, and monitor operating systems, infrastructures, and applications
Determine how to implement tagging and other metadata strategies

In this chapter, we will cover all of the related topics for monitoring and logging in AWS that will likely show up
in your DevOps exam.
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AWS Config Multi-Account Multi-Region Data Aggregation

AWS Config enables you to monitor, audit, and evaluate the configurations of your AWS resources. It allows you
to track and review the configuration changes of your resources as well as determine your overall compliance
against your internal IT policies. You can also use AWS Systems Manager Automation to automatically
remediate noncompliant resources that were evaluated by your AWS Config Rules.

This service is a great monitoring and automatic remediation tool for your AWS resources. However, there are
certain limitations that you should know about AWS Config. The scope of this service is regional which means
that it can only monitor the AWS resources on a specific region. It is usually enabled on a per-region basis on
your AWS account. This poses a problem if your organization is using multiple AWS regions and accounts.

You can use the multi-Account, multi-Region data aggregation capability of AWS Config if you want to
centralize the auditing and governance of your ubiquitous cloud resources. This functionality reduces the time
and overhead required to collect an enterprise-wide view of your compliance status. It provides you with a
single, aggregated view of your AWS resources across regions, accounts and even your AWS Organizations.
To do this, you have to create an Aggregator first and specify the regions where you want to collect data from.

An Aggregator, as its name suggests, is a resource of AWS Config that collects or groups data together. It
replicates data from the specified source accounts into the aggregator AWS account where the aggregated
view will be used. The aggregator account has access to the resource configuration and compliance details for
multiple accounts and regions. This is a type of an AWS Config resource that gathers AWS Config configuration
and compliance data from the following:

e A single AWS account with resources from multiple AWS Regions.
e Multiple AWS accounts where each account uses multiple AWS Regions.
e The master and member accounts of an organization entity in AWS Organizations.
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= 5
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o @ 5,

Accounts and Regions AWS Config Data Aggregator Aggregated View
Select the source accounts and Collection of AWS Config data from Contains the resource configuration View all compliant and non-compliant
regions from where you want to multiple source accounts and regions information and the compliance data rules and resources for each aggregator
collect AWS Config data recorded in AWS Config

You can use an aggregator to view the resource configuration and compliance data recorded in AWS Config.

DevOps Exam Notes:

AWS Config is a regional resource. If you want to implement a centralized monitoring system of your

resources across various AWS Regions and AWS accounts, you have to set up data aggregation using an
Aggregator in AWS Config.

Remember that AWS AppConfig and AWS Config are two different services! The former is a capability of
AWS Systems Manager that assists you in managing, storing, and deploying your application configurations
to your Amazon EC2 instances at runtime. The latter is a configuration management service that helps you
monitor, audit, and evaluate the configurations of your AWS resources.

Consolidating VPC Flow Logs From Multiple Sources

VPC Flow Logs is a feature in AWS that allows you to capture information about the incoming and outgoing IP
traffic of the network interfaces in your Amazon VPC. Flow logs can assist you to properly monitor and log the
activities in your VPC. It can diagnose overly restrictive security group or network ACL rules, monitor the
incoming traffic to your EC2 instances, and determine the flow of traffic to and from the network interfaces.
After you've created a flow log, you can retrieve and view its data in the chosen destination.

A flow log data can be published to these destinations:
e Amazon CloudWatch Logs
e Amazon S3

Large companies often have multiple AWS accounts and use multiple VPCs for their cloud architecture.
Monitoring the IP traffic flow could be difficult for a complex and extensive network architecture since the
scope of the flow logs is only within a single VPC. You can enable flow logs for the VPCs that are peered with
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your VPC as long as the peer VPC is in your AWS account. However, VPC Peering is still not enough to build a
centralized logging for multi-account environments with different types of network configurations.

Storing all the logs data to Amazon S3 is a strategy that you can adopt to consolidate every flow log from
across all VPCs that you own. The flow logs of your VPC can be published to an Amazon S3 bucket that you
specify. The collected flow log records for all of the monitored network interfaces are sent to a series of log file
objects stored in the S3 bucket. In this way, all of your logs are in one place which lessen the management
overhead.

The buckets and the objects in Amazon S3 are private by default and only the bucket owner can access data
stored in it. You must grant the proper access and modify the bucket policy to allow the
delivery.logs.amazonaws.com service to send and store the logs to the centralized S3 bucket.

You can also use Amazon Athena to easily query the flow log records in the log files stored in the centralized
Amazon S3 bucket. Amazon Athena is an interactive query service that simplifies the process of analyzing data
in Amazon S3 using standard SQL. The built-in Amazon S3 Select capability can also be used to fetch the logs
based on a simple structured query language (SQL) statement, but this is quite limited and can only query a
subset of your data. Therefore, using Amazon Athena is the preferred service to analyze the unified data
instead of Amazon S3 Select.

Remember that VPC Flow logs do not capture each and every IP traffic. The following items are not logged:
Traffic to and from the instance metadata (169.254.169.254)

Traffic to and from the Amazon Time Sync Service (169.254.169.123)

Dynamic Host Configuration Protocol (DHCP) traffic.

For the default VPC router, the traffic to the Reserved IP address is not logged.

Traffic between a Network Load Balancer (ELB) network interface and an endpoint network interface
(ENI).

Traffic generated by an Amazon EC2 Windows instance for the Windows license activation.

Traffic generated by the Amazon EC2 instances when they connect to the Amazon DNS server.
However, if you use your own BIND DNS server, all traffic to that DNS server is logged by the VPC Flow
Logs.
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Consolidating CloudTrail Log Files from Multiple Sources

AWS CloudTrail is the primary service used for auditing your AWS resources. It provides an event history of all
of your AWS account activity, including the actions taken through the AWS SDKs, AWS CLI, AWS Management
Console, and other AWS services. However, it can only track the API calls made on a single AWS account. If
your company has multiple AWS accounts, you can consolidate them into a single organizational unit (OU)
using AWS Organizations. With this, you can create a trail that will collect all events for all AWS accounts in
that organization. This is often referred to as an “organization trail” in AWS CloudTrail. The organization trail
logs events for the master account and all member accounts in the organization.

However, some companies have complex cloud architectures that hinder them from using AWS Organizations.
Businesses may have two or more external AWS accounts that belong to their subsidiaries or partners. To
support this use case, you can configure AWS CloudTrail to send the log files from multiple AWS accounts into
a single Amazon S3 bucket for centralized logging.

|AM Admin User

53 bucket
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1AM User

A

|1AM User

AWS CloudTrail AWS CloudTrail AWS CloudTrail

Account B Account A Account C
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For example, there are four AWS accounts owned by your company: Manila account, New York account,
Singapore account, and London account, that you want to effectively monitor. These AWS accounts are
separate business units which handle their own billing. Using AWS Organizations to consolidate billing and trail
logs is not applicable due to the organizational constraints. But alternatively, you can configure CloudTrail to
deliver log files from all four accounts to an S3 bucket that belongs to a central AWS Account that you specify.

This can be done with these simple steps:

1. Enable AWS CloudTrail in the AWS account where the destination bucket will belong (e.g.
tutorialsdojo-trail S3 bucket in the Manila AWS account). You may refer to this as your “central” or
top-level account. Make sure that CloudTrail is disabled on the other accounts.

2. Modify the S3 bucket policy on the destination bucket to grant cross-account permissions to AWS
CloudTrail.

3. Enable AWS CloudTrail in the other accounts that you want to include. Configure CloudTrail in these
AWS accounts to use the same S3 bucket, which belongs to the AWS account that you specified in the
first step.

Sources:

https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs-s3.html
https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-au
dit-and-analysis/
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Ensuring the Integrity of the CloudTrail Log Files

The trail logs produced by AWS CloudTrail are invaluable for conducting security and compliance audits,
including forensic investigations. It can attest that a particular user credential performed a specific API activity.
For IT audit activities, the trail logs in CloudTrail can be used as proof that your AWS infrastructure complies
with the specified set of operational guidelines. But what if these logs were modified and deleted? How can
you secure and validate the integrity of your trail logs?

To protect your trail data, you can enable the 'log file integrity validation' feature in the CloudTrail via the AWS
Management console, CloudTrail API, or AWS CLI. This feature verifies whether a trail log file was modified,
removed, or kept unchanged after CloudTrail sent it to the S3 bucket. AWS CloudTrail tracks the changes of
each trail log using a separate digest file, which will also be stored in the S3 bucket. This digest file contains
the digital signatures and hashes used to validate the integrity of the log files.

Storage location

Create a new S3 bucket @ Yes (O No

§3 bucket® | TuforialsDojo-log-bucket i)
~ Advanced
Log file prefix  Trail i}

Location: Trail/AWSLogs/ ey | oudTrail/ap-northeast-1

Encrypt log files with SSE- (O Yes @ No (1]
KMS

Enable log file validation @ Yes O Mo (1]

Send SNS notification for (O Yes @ MNo (1]
every log file delivery

AWS CloudTrail uses SHA-256 for hashing and SHA-256 with RSA for digital signing for log file integrity
validation. These industry-standard algorithms make it computationally infeasible to modify and delete the
CloudTrail log files. The digest file is signed by AWS CloudTrail using the private key of a public and private key
pair. The public key can be used to validate the digest file for a specific AWS Region.
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Fetching Application Logs from Amazon EC2, ECS and On-premises Servers

Application logs are vital for monitoring, troubleshooting, and regulatory compliance of every enterprise
system. Without it, your team will waste a lot of time trying to find the root cause of an issue that can be easily
detected by simply checking the logs. These files often live inside the server or a container. Usually, you have to
connect to the application server via SSH or RDP before you can view the logs. This manual process seems to
be inefficient, especially for high-performance organizations with hybrid network architectures.

Using the Amazon CloudWatch Logs agent, you can collect system metrics and logs from your Amazon EC2
instances and on-premises application servers. Gone are the days of spending several minutes connecting to
your server and manually retrieving the application logs. For Linux servers, you don't need to issue a tail - f
command anymore since you can view the logs on the CloudWatch dashboard on your browser in near
real-time. It also collects both system-level and custom metrics from your EC2 instances and on-premises
servers, making your monitoring tasks a breeze.

E VPC

AWS CloudwWatch \ ‘

Agent

Company

Datacenter
AWS CloudWatch Logs

AWS CloudWatch
Agent

You have to manually download and install the Amazon CloudWatch Logs agent to your EC2 instances or
on-premises servers using the command line. Alternatively, you can use AWS Systems Manager to automate
the installation process. For your EC2 instances, it is preferable to attach an IAM Role to allow the application
to send data to CloudWatch. For your on-premises servers, you have to create a separate IAM User to integrate
your server to CloudWatch. Of course, you should first establish a connection between your on-premises data
center and VPC using a VPN or a Direct Connect connection. You have to use a named profile in your local
server that contains the credentials of the IAM user that you created.
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If you are running your containerized application in Amazon Elastic Container Service (ECS), you can view the
different logs from your containers in one convenient location by integrating Amazon CloudWatch. You can
configure your Docker containers' tasks to send log data to CloudWatch Logs by using the awslogs log driver.

D>
TP

ECSinstance ECS Fargate

2

AWS CloudWatch Logs

awslogs Log Driver

“logConfiguration™: {
"logDriver™: "awslogs”,
“options™: {
"awslogs-group”: "awslogs-wordpress”,
“awslogs-region™: "us-west-2",

"awslogs-stream-preftix”: "awslogs-example”

If your ECS task is using a Fargate launch type, you can enable the awslogs log driver and add the required
logConfiguration parameters to your task definition. For EC2 launch types, you have to ensure that your
Amazon ECS container instances have an attached IAM role that contains logs:CreateLogStream and
logs:PutLogEvents permissions. Storing the log files to Amazon CloudWatch prevents your application logs
from taking up disk space on your container instances.

Sources:
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/UseCloudWatchUnifiedAgent.html
https://docs.aws.amazon.com/AmazonECS/latest/userguide/using_awslogs.html
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CloudWatch Logs Agent to CloudWatch Logs Subscription

You can install CloudWatch Agent on your on-premises instances or EC2 instances to allow them to send
detailed metrics to CloudWatch or send application logs to CloudWatch Logs. The logs will be sent to your
configured CloudWatch log group for viewing and searching.

DevOps Exam Notes:

Additionally, you can use CloudWatch Logs subscriptions to get access to a real-time feed of log events from
CloudWatch Logs and have it delivered to other services such as an Amazon Kinesis stream, an Amazon
Kinesis Data Firehose stream, or AWS Lambda for custom processing, analysis, or loading to other systems.
This way, you can perform near real-time analysis of the logs, further log processing using AWS Lambda, or
have advanced searching capability using Elasticsearch.

To begin subscribing to log events, create the receiving source such as a Kinesis stream or Lambda function
where the events will be delivered.

A subscription filter defines the filter pattern to use to sort out which log events get delivered to your AWS
resource, as well as information about where to send matching log events to.

Here are the steps to setup CloudWatch logs subscription:

1. Create a receiving source, such as a Kinesis stream, Elasticsearch cluster, or Lambda function.

Lambda Functions
Functions (1) G | E
QL Filter by tags and attributes or search by keyward
Function name v Description Runtime v Code size
L +] myFunction Nodejs 12.x 304 bytes

2. Install CloudWatch Unified Agent on the EC2 instance (Linux or Windows) and configure it to send
application logs to CloudWatch log group.

3. Create the CloudWatch log group that will access the logs.
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ClousfWatch »  ClosdWatch Logs Ly Grougss Switch o the orniginal interface

Log groups (3) (&) Actions * Vi Create Log group
O, ageess b Exaect match 1 match 1 &
Leg group & Retenticn v Mtric filters = Contributer Insig,.. w Subicriptions

Jawsfwebserver/aocess_log Mewer exping

4. Create a subscription filter for the log group and select the Lambda function or Elasticsearch cluster
that you created. If you need to set a Kinesis Data Firehose stream as the subscription filter, you will
need to use AWS CLI as the web console does not support it yet.

ClowdWatch CloudWatch Logs > Log groups > faws/webserver/access_log Switch tc
/aws/webserver/access log Delete Actions & View in Logs Insights | I
Edit retention setting
* Log group details Croate metric filter
Create Contributor Insights rule
Retention Creation time Stored byt
Mever expire 2 hours ago - Export ap-na
Export data to Amazon 53 384001
EMS5 key 1D Metric filters Subsoriptic BOOLSS,
o View all exports to Amazon 53
Subsicriptions Insight
Create Elasticsearch subscription filter
Create Lambda subscription filter
Log strearms Metric filters Contributor Insights

Sources:
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/QuickStartEC2Instance.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Subscriptions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/SubscriptionFilters.html
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Monitoring Service Limits with Trusted Advisor

AWS Trusted Advisor provides you real-time guidance to help you provision your resources following AWS best
practices. It provides recommendations on 5 categories — Cost Optimization, Performance, Security, Fault
Tolerance and Service Limits.

With Trusted Advisor’s Service Limit Dashboard, you can view, refresh, and export utilization and limit data on a
per-limit basis. These metrics are published on AWS CloudWatch in which you can create custom alarms
based on percentage of service utilization against limits, understand the number of resources by each check,
or view time-aggregate views of check results across service categories.

DevOps Exam Notes:

You need to understand that service limits are important when managing your AWS resources. In the exam
you can be given a scenario in which you have several Auto Scaling groups in your AWS account and you
need to make sure that you are not reaching the service limit when you perform your blue/green
deployments for your application. You can track service limits with Trusted Advisor and CloudWatch Alarms.
The ServiceLimitUsage metric on CloudWatch Alarms is only visible for Business and Enterprise support
customers.

Here’'s how you can create a CloudWatch Alarm to detect if you are nearing your auto scaling service limit and
send a notification so you can request for a service limit increase to AWS support.

1. First, head over to AWS Trusted Advisor > Service Limits and click the refresh button. This will refresh the
service limit status for your account.
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2. Go to CloudWatch > Alarms. Make sure that you are in the North Virginia region. Click the “Create Alarm”
button and click “Select Metric”.

3. In the “All metrics” tab, click “Trusted Advisor” category and you will see “Service Limits by Region”.

A5 120 1135 11030 1135 1140 1145 1150 1155 1200 1205 1210 12
All metrics Graphed metrics Graph options Source

All > TrustedAdvisor | Q, Search for any metric, dimension or resource id
3897 Metrics

Service Limit Metrics by Region Category Metrics

262 Metrics 15 Metrics

4. Search for Auto Scaling groups on your desired region and click Select Metric.
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All metrics

Graphed metrics (1)

Graph options

All > TrustedAdvisor > Senice Limit Metrics by Region
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5. We can set the condition for this Alarm so that when your Auto Scaling group reaches 80 for that particular
region, the alarm is triggered.

Conditions

Threshald type

D Static

e a walus a5 & threshold

Whenever ServiceLimitUsage k.
[hefing the alsrm condition

0D Greater

= threihiold

GreaterfEqual

than...

Define the threshold value
B0

Mgt ez 3 numiber

k¢ Additional configuration

Anomaly detection
Lise & band 35 a threshold

LowerfEqual Lowgr

== threifold = Ehrefed

6. You can then configure an SNS topic to receive a notification for this alarm.
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7. Click Next to Preview the alarm and click “Create Alarm” to create the alarm.

Sources:

https://aws.amazon.com/about-aws/whats-new/2017/11/aws-trusted-advisor-adds-service-limit-dashboard-a

nd-cloudwatch-metrics/

https://aws.amazon.com/blogs/mt/monitoring-service-limits-with-trusted-advisor-and-amazon-cloudwatch/
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Domain 4: Policies and Standards Automation
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Overview

The fourth exam domain of the AWS Certified DevOps Engineer Professional exam deals with the automation
of policies and standards in your architecture to enforce logging, metrics, monitoring, testing, and security.
Since it covers policies and governance, the related AWS services that you have to review are AWS
Organizations, AWS Config, AWS Service Catalog, and AWS Identity and Access Management (IAM). This
domain will test your knowledge on the following:

e Applying concepts required to enforce standards for logging, metrics, monitoring, testing, and security
e Determining how to optimize cost through automation
e Applying concepts required to implement governance strategies

This has the least amount of weight in the exam (10%) thus, you can limit the time you invest in reviewing this
section.
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Management and Governance on AWS

Every company has its own standard operating procedures and policies that need to be enforced to its
infrastructure to ensure efficient operations and comply with industry regulations. For example, healthcare
organizations in the US must abide by the privacy and security standards of the Health Insurance Portability
and Accountability Act of 1996 (HIPAA). Other companies also follow the data protection and privacy
regulations covered in the General Data Protection Regulation (GDPR), which addresses the transfer of
personal data outside the European Union (EU) and other European Economic Area (EEA). Failure to conform to
these policies entails millions of dollars in fines and potential loss of revenue. Implementing strict security
standards and procedures within your organization could also safeguard your business from unnecessary
system failures and data leaks.

AWS provides various management and governance services to provision, manage, govern, and operate their
cloud environments more effectively. You can use AWS Organizations, AWS Config, AWS Service Catalog, AWS
Systems Manager, and other services to enforce operational standards across all your AWS resources and
comply with your corporate IT policies.

The AWS Organizations service enables you to govern your AWS accounts and resources centrally. It provides
consolidated billing, access control, compliance, and security, as well as the ability to share resources across
your AWS accounts. You can use Service Control Policies (SCPs) to ensure that only the authorized users can
execute actions that meet your policy requirements. Central logging can be implemented to monitor all
activities performed across your organization using AWS CloudTrail. You can also aggregate data from all your
AWS Config rules to quickly audit your environment for compliance.
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goo

AWS Organizations
Master Account

X | x|
B3 AR 2
v v
Organizational Service Confrol Organizational  Service Confrol
Unit {OU) Policy (SCF) Unit (OU) Folicy (SCP)
- Deny EMR - Full Admin Access
- Deny Athena - Deny access to Billing
Finance Department Users Technical Development Department

AWS Service Catalog empowers you to set up and centrally manage catalogs of approved IT services that you
specify on AWS. You can manage various IT services, referred to as "products” in Service Catalog then group
them in a portfolio. In AWS Service Catalog, a product could be a machine image, application server, program,
tool, database, or other services that you use for your cloud architecture. AWS Service Catalog assists you in
meeting your compliance requirements and enforce granular access control that allows the deployment of only
approved IT services to your AWS Cloud.

AWS Config automates the compliance assessment of your internal policies and regulatory standards by
giving you visibility on the existing configurations of your various AWS and third-party resources. It
continuously assesses changes in your resource configuration and compares them against your specified
criteria. You can create rules that detect an EC2 instance running on an unapproved AMI, publicly accessible
S3 buckets, and many more. The evaluation can either be triggered periodically or by an actual configuration
change of your AWS resource (e.g., CloudTrail was disabled in one of your accounts).

You can integrate AWS Config with CloudWatch Events and AWS Lambda to keep you updated for any resource
changes in near real-time and to execute custom actions. Remediating noncompliant AWS resources can be
automated by just creating AWS Config Rules and AWS Systems Manager Automation documents.
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AWS Systems Manager (SSM) is a suite of services that provides you visibility and control of your cloud and
on-premises infrastructure. SSM has several features that you can leverage on such as the Session Manager,
State Manager, Patch Manager, Automation, Maintenance Window, Run Command, Parameter Store, and many
other sub-modules.

Through the SSM agent, the AWS Systems Manager service can manage both Amazon EC2 instances and
on-premises servers in which the former is prefixed with an "i-" and the latter with "'mi-" in your AWS
Management Console. The Patch Manager automates the process of patching the OS of your EC2 instances
and on-premises servers using predefined and custom patch baselines. You can set a scheduled maintenance
window to execute the patching activities to reduce any operational impact. With the State Manager, you can
control the configuration details or the "state" of your resources, such as server configurations, virtualized
hardware, and firewall settings. You can even associate Ansible playbooks, Chef recipes, PowerShell modules,
and other SSM Documents to your resources. The Systems Manager Parameter Store provides centralized
storage and management of your "parameters"” such as passwords, database strings, Amazon Machine Image
(AMI) IDs, license codes, environment variables, et cetera. Store the parameter as a SecureString datatype to
instruct SSM to automatically encrypt it using a customer master key (CMK) in AWS KMS.

Execution ID:c77d4284-4cec-49cf-abe8-32922552c77d AWS Systems Manager Console

Association execution targets

“i-° prefix
refers to

on-premises
servers

Q

Resource id Status Detailed status Last execution date Output

i-Oca7d2cbf4afce874 @ Failed Failed Fri, 28 Jun 2019 18:44:20 GMT Output[4

i-00648c719356a6898 ‘' mi-  prefix
refers to

on-premises ® Failed Failed Fri, 28 Jun 2019 18:44:09 GMT Output[4
servers

® Failed Failed Fri, 28 Jun 2019 18:43:42 GMT Output[4
mi-08727e8f42e522a52 ¢

mi-0a9ae483a80e296e5
]

® Failed Failed Fri, 28 Jun 2019 18:43:49 GMT Output[4

Amazon Inspector is an automated security assessment service that allows you to identify security issues and
enforce standards to your AWS environment. You can install an Amazon Inspector agent using the Systems
Manager Run Command and run security vulnerability assessments throughout your EC2 instances. Agentless
network reachability assessments are also possible. You can run Common Vulnerabilities and Exposures
(CVE), Center for Internet Security (CIS) Operating System configuration benchmarks, Network Reachability,
and other assessments. It can also assess programs in your instances installed via apt, yum, or Microsoft
Installer.
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Services ¥  Resource Groups ~ * Ll Tutorials Dojo ~  N.Virginia ~  Support ~
Dashboard *  Amazon Inspector - Assessment Templates (2]
Assessment targets An assessment template allows you to specify various properties for an assessment run, including rules packages, duration, SNS notifications, and how to label any findings.
|| Assessment templates Learn more.
Assessment runs
m Delete Clone Create Assessment Events Last updated on November 7, 2019 3:57:04 PM (Om ago) (] + *
Findings
Y Filter 1 selected Viewing 1-1 of 1
O Name - Duration Target name Last run All runs
v ¥  Assessment-Template-Default-All-Rules 1 Hour Assessment-Target-All-Instances-All-Rules none 0

Assessment Template - Assessment-Template-Default-All-Rules
Name Assessment-Template-Default-All-Rules
ARN  arn:aws:inspector:us-east-1:842050612357:target/0-A7SuDdo8/template/0-kHzU5m2r
Target name Assessment-Target-All-Instances-All-Rules | Preview Target

Rules packages Common Vulnerabilities and Exposures-1.1 «
E\g Operating System Security Configuration Benchmarks-1.0

Network Reachability-1.1
Security Best Practices-1.0

Preview Exclusions

Duration 1 Hour (Recommended)

SNS topics
&

Assessment Events _ X . ) .
@ Click below to set up recurring assessment runs once every 7 days, with the first run starting now. Learn more

Add schedule

Amazon GuardDuty fortifies the security of your AWS architecture with intelligent threat detection and
continuous monitoring across your AWS accounts. It aggregates and analyzes the data collected from your
AWS CloudTrail, VPC Flow Logs, and DNS logs to detect various threats such as intra-VPC port scanning,
cryptocurrency mining, malware, backdoor command, control (C&C) activities, and many other vulnerabilities.
You can consolidate your security finding by setting up a master account for GuardDuty and associating other
AWS accounts as member accounts. This integration can be done via AWS Organizations or by manually
sending an invitation to the target member account.

Amazon Macie helps your organizations comply with the Health Insurance Portability and Accountability Act
(HIPAA) and General Data Privacy Regulation (GDPR) regulations by detecting personally identifiable
information (PII) in your Amazon S3 buckets. It also comes with native multi-account support to efficiently
confirm your data security posture across your multiple AWS accounts from a single Macie administrator
account.
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AWS Trusted Advisor provides a set of best practice checks and recommendations for your AWS infrastructure
covering cost optimization, security, fault tolerance, performance, and service limits. You can also fetch the
various Trusted Advisor checks programmatically via web service using the AWS Support API. You can even
use a CloudWatch Events rule to monitor your Trusted Advisor checks or create a CloudWatch Alarm to notify
you of any status changes of your resources. These integrations to other AWS services make it easy to track
underutilized Amazon EC2 instances in your account or detect any exposed IAM access keys on public code
repositories such as GitHub.

Sources:
https://aws.amazon.com/blogs/mt/monitor-changes-and-auto-enable-logging-in-aws-cloudtrail/
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://docs.aws.amazon.com/awssupport/latest/user/trustedadvisor.html
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AWS CodeBuild Configuration Best Practices

Configuration files are essential in your Continuous Integration / Continuous Delivery (Cl/CD) pipeline. It
contains vital information on how to build your application and the required permissions, password or other
credentials to enable it to connect to its external dependencies such as a database or other AWS services. The
sensitive information in these configuration files could pose a security risk. Part of configuration management
is to ensure that these files comply with your organization's security standards and policies.

A build specification file (buildspec.yaml) contains the commands and related settings to instruct AWS
CodeBuild on how to build your source code. Adding IAM access keys and database passwords in plaintext in
your specification file is discouraged as these could be easily seen by unauthorized personnel. A better
approach is to create an IAM Role and attach a permissions policy that grants permissions on your resources.
You can store passwords and other sensitive credentials in AWS Systems Manager Parameter Store or AWS
Secrets Manager. You can also leverage on using AWS Systems Manager Run Command instead of using scp
and ssh commands that could potentially expose the SSH keys, IP addresses and root access of your
production servers.

Below is an example of a poorly designed buildspec.yaml file. What do you notice?
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: 0.2
: tutorialsdojo-cebu—-admin

: "ap-southeast-2"
: "AKIAIOSFODANTUTSDOJO"
: "wJalrXUtnFEMI/K7MDENG/bPxRfiCYTUTSDOJOPH"
: "tut@rialsd@joDBpass"
: yes

: tutorialsdojo-cebu-admin

echo Starting Installation...

cd /tmp

aws s3 cp s3://tutorialsdojo-db/my.cnf.template my.cnf

sed -i '' s/MYSQL_Pw/${DATABASE_PASSWORD}/ my.cnf

aws s3 cp s3://tutorialsdojo-db/ec2-instance.key ec2-instance.key
chmod 600 ec2-instance.key

scp -i ec2-instance.key my.cnf ubuntu@l®.10.5.243:/etc/my.cnf

ssh —-i ec2-instance.key ubuntu@l@.10.5.243 /etc/init.d/mysqld restart

echo Installation Complete!

The above configuration file has the following security issues:

e The AWS access and secret keys are stored in the buildpsec.yaml file.
e The database credential ( DATABASE_PASSWORD ) is stored as an environment variable in plaintext.
e Contains embedded scp and ssh commands that expose the SSH keys and server IP addresses.

Source:
https://docs.aws.amazon.com/codebuild/latest/userguide/data-protection.html
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AWS CodeCommit Managed Policies with Customized Permissions

AWS provides several AWS CodeCommit managed policies that you can use to provision access to the source
code repositories. You can attach AWSCodeCommitFullAccess to your administrators,
AWSCodeCommitPowerUser for managers or developers, and AWSCodeCommitReadOnly to auditors or
external parties.

aW% Services v Resource Groups v * [\ Tutorials Dojo ¥  Global ~  Support ¥
Create policy Policy actions ¥ c # 0
Filter policies v Q AWSCodeCommit Showing 3 results
Policy name Type Used as Description
b ¥ AWSCodeCommitFullAccess AWS managed Permissions policy (2) Provides full access to AWS CodeCommit via the AWS Management Console.
> ¥ AWSCodeCommitPowerUser AWS managed None Provides full access to AWS CodeCommit repositories, but does not allow re...
13 I AWSCodeCommitReadOnly AWS managed Permissions policy (1) Provides read only access to AWS CodeCommit via the AWS Management C...

The AWSCodeCommitPowerUser policy grants users access to all of the functionality of CodeCommit and
repository-related resources. However, it does not allow them to delete CodeCommit repositories or create or
delete repository-related resources in other AWS services. Developers who have this policy can directly push
their code to the master branch on all CodeCommit repositories without raising a proper pull-request. It falls
short on the principle of granting the least privilege as developers could circumvent the standard Git workflow
or your standard development process.

Remember that you can't modify these AWS-managed policies. However, you can add a Deny rule to an IAM
Role to block specific capabilities included in these policies and to further customize the permissions. Notice
the following IAM Policy:
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"Version": "2012-10-17",
"Statement": [
{

"Effect”: "Deny",

"Action": [
"codecommit:GitPush",
"codecommit:DeleteBranch",
"codecommit:PutFile",
"codecommit :Merge*"

1,

"Resource": "arn:aws:codecommit:us-east-2:111111111111:TutorialsDojoManila",

"Condition": {

"StringEqualsIfExists": {
"codecommit:References": [

"refs/heads/master" W
] i

}s
"Null": {
"codecommit:References":

The CodeCommitPowerUser managed policy can be affected by another policy that denies several actions,
such as pushing code to the master branch. This policy will prevent the developer from pushing, deleting, and
merging code to the master branch of the TutorialsDojoManila CodeCommit repository as shown above.

Source:
https://docs.aws.amazon.com/codecommit/latest/userguide/auth-and-access-control-iam-identity-based-acc
ess-control.html
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S3 Bucket Policy to Only Allow HTTPS Requests

By default, Amazon S3 allows both HTTP and HTTPS requests. As part of security compliance, you may be
required to ensure that all data in transit to and from your S3 buckets are encrypted using the HTTPS protocol.

If you have a lot of S3 buckets, you can enable the AWS Config rule “s3-bucket-ssl-requests-only”, which
checks whether S3 buckets have policies that require requests to use Secure Socket Layer (SSL).

€L Up AVY.o LONNg
| Step 2: Rules
. ) AWS Config can check the configuration of your resources against rnules
SR S B own rules
s3-bucket-ssl

s3-bucket-ssl-requests-only

Checks whether 53 buckets have policies that
require requests to use Secure Socket Layer

DevOps Exam Notes:

To be compliant on the AWS Config rule, your S3 bucket will need to have the proper bucket policy to
explicitly deny HTTP requests and only allow HTTPS requests. To determine HTTP or HTTPS requests in a
bucket policy, use a condition that checks for the key "aws:SecureTransport". You can set the action to
“Deny” any requests if the condition “aws:SecureTransport” is false.
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Here's an example S3 bucket policy to deny HTTP requests on the bucket, thus forcing all connections to be
HTTPS-only.:

"Id": "ExamplePolicy",
"Version": "2012-10-17",
"Statement": [

{

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::exampletutorialsdojobucket",
"arn:aws:s3:::exampletutorialsdojobucket/*"

Iy

"Condition": {

"Bool": {
"aws:SecureTransport": "false"

}

y

"Principal": "*"

}

Sources:
https://aws.amazon.com/premiumsupport/knowledge-center/s3-bucket-policy-for-config-rule/
https://docs.aws.amazon.com/config/latest/developerguide/s3-bucket-ssl-requests-only.html
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Secrets Manager vs. Systems Manager Parameter Store

AWS Secrets Manager and Systems Manger Parameter Store offer similar functionalities that allow you to
centrally manage and secure your secret information that can then be retrieved by your applications and
resources in AWS.

Both services offer similar web interfaces on which you can declare key-value pairs for your parameters and
secrets. So it is important to know the similarities and differences they have in order to choose the right
service for a given situation in the exam.

Here's a summary of features of SSM Parameter Store and AWS Secrets Manager:

SSM Parameter Store AWS Secrets Manager

Store values up to 4096 Characters

Values can be encrypted with KMS

Can be referenced in CloudFormation

Built-in password generator
Automated secret rotation
Cross-account access

Additional Cost

DevOps Exam Notes:

In the exam, the usual situation is when you need to store a database password, you should choose SSM
Parameter Store if you don't have to automatically rotate the secret regularly, plus it doesn’t cost anything.
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As an additional note, Parameter Store is now integrated with Secrets Manager so that you can retrieve Secrets
Manager secrets when using other AWS services that already support references to Parameter Store
parameters. This is helpful if your application is configured to use Parameter Store APIs, but you want your
secrets to be stored in Secrets Manager.

Sources:
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
https://aws.amazon.com/about-aws/whats-new/2018/07/aws-systems-manager-parameter-store-integrates-
with-aws-secrets-manager-and-adds-parameter-version-labeling/
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AWS Managed Policy

AWS provides you with three types of policies that you can attach when managing permissions for your IAM
Users, Groups or Roles — AWS managed policy, customer managed policy or an inline policy.

An AWS managed policy is a standalone policy that is created and administered by AWS which can be used to
provide permissions for many common use cases or specific job functions. You cannot change the
permissions defined in AWS managed policies. AWS occasionally updates the permissions defined in an AWS
managed policy. For example, arn:aws:iam::aws:policy/IAMReadOnlyAccess is an AWS managed policy as well as,
AmazonDynamoDBFullAccess, IAMFullAccess, or AmazonEC2ReadOnlyAccess.

Example of attached AWS managed policies:

User ARN arm:aws: (am: I s mylaMuser
Path !

Craation time 2020-07-18 0944 UTC+DEDD

Permissions Groups Tags Security credentials Access Advisor

~ Permissions policies (3 policies applied)

Add permissions

Policy name -
Attached directly
v 0P ReadOniyAccess
» B 1aMUserChangePasswond

v 0B IAMReadOnlyAccess

Customer managed policies are standalone policies that you manage on your own AWS Account. You can
attach these policies to users, groups, or roles the same way as managed policies. You can copy an AWS
managed policy and modify its contents to apply it as a customer managed policy. This gives you much better
control of the permissions you grant to your IAM entities.

Example of customer managed policy:
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User ARN arn-aws:iam. i s rylAMuser
Path

Creation time 2020-07-18 09044 UTC+DE00

Permissions Groups Tags Security credentials Access Advisor

= Permmissions policies (1 policy applied)

Add permissions

Policy name -

Attached directly

¥ myCustomPolicy

An inline policy is a policy that's embedded in an IAM identity (a user, group, or role). When you create an
identity in IAM, you can directly attach an inline policy. An inline policy is a strict one-to-one relationship
between a policy and the identity that it's applied to. It can't be re-used to be attached to other IAM identities.

For example, you want to be sure that the permissions in a policy are not inadvertently assigned to an identity
other than the one they're intended for.

User ARN am:aws:iam: - e s mylaMuser 6

Path

Creation time 2020-07-18 09:44 UTC+0800

Permissions Groups Tags Security credentials
= Permissions policies (1 policy applied)

Add permissions

Policy name Policy type «
Attached directly

» mylnlinePolicy Inline policy

Managed Policy vs Inline Policy

Managed Policies are more flexible than Inline policies. Managed policies are recommended for the following
reasons:

e Reusability - Can be reused for by attaching to other identities
e Central change management — one policy change can be applied to all identities.
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Versioning and rollback — can create multiple versions and rollback changes if needed.

Delegating permissions management — users can attach/detach policies on their own, while you
control the permissions on those policies.

e Automatic updates for AWS managed policies - AWS updates managed policies when necessary

Source:
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html
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Using Systems Manager Automation to create AMls

Systems Manager Automation allows you to perform maintenance and deployment tasks for EC2 instances.
There are several predefined AWS Automation documents that you provide for common use cases but you can
also upload your own Automation documents or share documents to other AWS accounts. Some use cases for
SSM Automation are the following:

Build Automation workflows to configure and manage instances and AWS resources.

Create custom workflows or use pre-defined workflows maintained by AWS.

Receive notifications about Automation tasks and workflows by using Amazon CloudWatch Events.
Monitor Automation progress and execution details by using the Amazon EC2 or the AWS Systems
Manager console.

Among the automation workflows is the ability to create updated AMiIs. This is helpful if for example you want
to apply the latest system patches to your EC2 instances and create an updated AMI so that all new instances
that you will create will have the latest patch applied.

On AWS Systems Manager Automation, select “Execute”, and you can choose the Automation Document
AWS-UpdateLinuxAMI.

AWS Systems Manager Automation Exgcute

Choose document

Ownied by Amazon Owmed by me Chared with me All documents
Document categories Automation document

AWSE Documentation - Q

Remediation . Document name prefix: Equals: AWS-Update | [

Patching
' - ANS-Lipdatelinuahmi (] AWS
Security Cramier Platform type Orwn
f Ly i L AmMazon Windows, Linux Aumd
Instance management -

The next page will present you with an option to fill out the input parameters for this document. The important
part here is the SourceAmild. This value should be your current AMI ID that you want to use as a base and
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where the patches will be applied. It's also important to have an AutomationAssumeRole present in order to
allow SSM Automation to perform the needed actions.

Execute automation document

© Simple execution Rate control Multi-account and Region Manual execution
Document details

Doacwiment name Diacuimtrit wirsion

AWS-UpdateWindowsAmi SDEFALILT

¥ Document description

Updates a Microsoft Windows AML. By default it will install all Windows updates, Amazon software, and Amazon drivers. It will then sysprep and
create a new AMI, Supports Windows Server 2008 R2 and greater.

Input parameters
Souncefumild laminstanceProfilelame
ami-06ad9296e6cf1e3ch
ManagedinstanceProfile
AutomationAssumeRole TargetAmiName
amcawsiamc:{{global:ACCOUNT_ID}orolefAutomationServiceR... ¥ UpdateWindowsAmi_from_{{5ourceAmild)}_on_{{global:DATE_TIM
TargetimageDescription InstanceType
Updated Windeows Ami from {{SourceAmild)} on {{globalDATE_TIM B
t2.medium

Upon clicking the Execute button, SSM Automation will take the following actions based on the automation
document:

Take the AMI and create a new EC2 instance with it

Execute the document runbook that apply patches to the OS

Shutdown the instance

Create an AMI of the EC2 instance

Terminate the EC2 instance

Output the new AMI ID
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The output AMI ID can now be stored on SSM Parameter Store or be used by a Launch Configuration. You can
also register this Automation task on the SSM Maintenance Windows console page to allow you to set a
schedule for this automation to run regularly.

Sources:
https://aws.amazon.com/premiumsupport/knowledge-center/ec2-systems-manager-ami-automation/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
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AWS SSM Session Manager to Record Sessions on your Instances

AWS Systems Manager includes the Session Manager service which allows you to manage your EC2
instances, on-premises instances, and virtual machines (VMs) through an interactive one-click browser-based
shell or through the AWS CLI. With Session Manager, you don’t need to open inbound ports or use bastion
hosts when you want to have Shell access or RDP access to your EC2 instances.

Session Manager also makes it easy to comply with corporate policies that require controlled access to
instances, strict security practices, and fully auditable logs with instance access details. For example, you can
view all sessions performed by users on the Session Manager History page. Or you can send the whole
session log to an S3 bucket or CloudWatch Logs for recording purposes.

DevOps Exam Notes:

Remember that SSM Session manager provides a centralized location on where users can SSH to EC2
instances or on-premises service configured with the SSM agent. For example, you are required by the
company to provide a solution for Developers to SSH on both on-premises instances and EC2 instances and
save all sessions to an S3 bucket (or CloudWatch Logs) which will be available for the security team to
perform an audit. Once you installed and configured the SSM agent on your instances, they will show up on
the Session Manager page.

Here's how you can use Session Manager and send your session logs to an S3 bucket.

1. Be sure that your instance has the SSM agent installed and is registered on the Managed Instances section
of Systems Manager.
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AWS Systems Manager > Managed Instances

Managed Instances Settings
Managed instances View details Agent auto update | I Configure Inventory W | | Ag
Q
. Platform Platform
Instance 1D Name Ping status
type name
Ried Hat
i-0cd 2bf5c913e7978b tutorialdsdojo ) Online Linux Enterprise
Lirux

2. Go to Systems Manager > Session Manager and click the “Start session” button. Select your EC2 instance

and click “Start Session”.
AWS Systemns Manager > Session Manager »  Start a session

Start a session

Select the instance that you would like to start a session on

Target instances

Q £
Instance ent Availabilit
B Instance |D Ag " Instance state Ay Platfarm
name virsion one
j ap- Red Hat
(] tutorialdsdojo Ded2bEco137978b 2.3.1569.0 =] rumning :«:utheast- E:::;pnf.e

3. You will have a browser tab that provides a Shell access to your instance. You can click the “Terminate”
button on the upper-right side once you are done with your session.
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Session ID: root-0cB8e098d600b4a030 Instance ID: i-0cd 2bf5c813e7978b

L

load average: 0.00, 0.00, 0.

4. You can view this session on the Session Manager history page.

Sessions 5 n histor Preferences
Session history ] Start
1
Start
Document date
Session 1D Owimer Instance ID
name
L J

5. On the preferences page, you can configure Session Manager to send logs to an S3 bucket or CloudWatch
Logs. Click the “Edit” button on the Preferences page.
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Write session output to an Amazon 53 bucket
You can store and encrypt log data for all sessions in your account in an 53 bucket that you choose. Learn more

23 bucket
Encrypt log data

%3 bucket name
Choose the bucket to store session logs

Choose a bucket name from the list

© Enter a bucket name in the text box

my-session-manager-logs

The bucket is not encrypted

53 key prefix - optional

To write output to a sub folder. enter a sub-folder name

Send session output to CloudWatch Logs

You can stream and encrypt log data for all sessions in your account to a CloudwWatch Logs log group in your account. Learn more
CloudWatch logs
Encrypt log data

CloudWatch log group
Enter the name of the log group to upload session logs to.
© Choose a log group name from the list

Enter a log group in the text box

CloudWatch log groups

Q < 1 2

Sources:
https://docs.aws.amazon.com/systems-manager/latest/userquide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager-getting-started.html
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AWS Systems Manager Inventory

AWS SSM Inventory provides visibility for your Amazon EC2 instances or on-premises servers. You can use
SSM Inventory to collect metadata from your managed instances such as installed applications, OS versions,
Windows Updates, Network configuration, or running services, etc. You can store this metadata in a central
Amazon S3 bucket, and then use built-in tools to query the data and quickly determine which instances are
running the software and configurations required by your software policy, and which instances need to be
updated.

DevOps Exam Notes:

AWS SSM inventory is helpful if you want to make sure that your managed instances have the correct
application versions and patches installed. You even filter which instances have outdated system files. On
the exam, you need to remember that SSM Inventory is also helpful if you want to identify details of your
on-premises instances that you want to migrate to AWS. It will help you view and gather details of those
instances to sync the data collected on an S3 bucket. This helps ensure that your new instances on AWS will
have similar configurations to those on your current on-premises environment.

The following steps show how to set up Systems Manager Inventory:
1. Ensure that your instance is registered as a Managed Instance on Systems Manager.

2. Go to Systems Manager > Inventory and click “Setup Inventory”. Set a name for this inventory association.

Setup Inventory

Create an inventory association to collect information about software and settings for a target set of managed
instances.

Provide inventory details

Name - Optional

Inventory-Association
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3. Select targets for your inventory. You can choose to select all instances, or use a specific Tag identifier, or
manually select your desired instances.

Targets

Specify targets by
Selecting all managed instances in this account
Specifying a tag

© Manually selecting instances

i-0cd42bf5c913e7978b X

Q .12
Instance Availabilit
Name Instance ID y Ping status
state Zone
ap-
TutonalsDojo i-0c42bf5c913e7978b runming southeast- @} Online
1a

4. You can set the schedule on how often the inventory is updated as well as the parameters it will collect on
the instances.
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Schedule
(Requires S5Magent version 2.0.790.0 and above)

Collect inventory data every | 30 Minute(s) ¥

Parameters

@D Applications

(Optional) Collect data for installed applications.

AWS Components

(Optional) Collect data for AWS Components like amazon-ssm-agent

MNetwork Config

(Optional) Collect data for Metwork :.UI'F'-"_;I.-!-.I'.I"."T'-'.-

Windows Updates

{Optional, Windows 05 only) Collect data for all Windows Updates.

¢ ¢ 86 ¢

Instance Detailed Information
(Optional) Collect additional information about the instance, including the CPU model, speed, and the number of cores
to name a few

5. You can also specify an S3 bucket on which the inventory will sync the data it collects.
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Advanced

Sync inventory execution logs to an 53 bucket

53 bucket name

Type the name of a bucket in Amazon 53

tutorialsdojo-bucket

53 bucket prefix - optional

pe a prefix for the bucket above that receives the output; for example, mycommands/domainjoin

6. After clicking the “Setup Inventory” button, the details of your instances will be shown on the SSM Inventory
page.

Sources:
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-inventory.html
https://docs.aws.amazon.com/systems-manager/latest/userquide/sysman-inventory-configuring.html
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Systems Manager Patch Manager and Maintenance Windows

AWS SSM Patch Manager automates the process of patching managed instances with both security related
and other types of updates. Patch Manager supports several OS types such as Windows Server, Amazon Linux,
Ubuntu, RHEL, Debian, Centos, SLES, etc. It allows you to select patch baselines which are a list of approved
patches that will be applied to your instances. You can choose from AWS pre-defined patch baselines or you
can create your own patch baseline if you have your own custom repository.

AWS SSM Maintenance Windows allows you to define schedules for when to perform potentially disruptive
actions on your instances such as patching an operating system, or installing software updates. Each
maintenance window has a schedule, a duration, a set of registered targets and a set of registered tasks. When
you create a Patch Manager task, it will be shown on the Maintenance Windows Tasks page.

DevOps Exam Notes:

On the exam, you need to remember that Patch Manager allows you to define custom patch baselines. This
is helpful if your company has a custom repository of software updates that needs to be installed on your
managed instances. You can schedule the application of the patches by creating a Maintenance Window and
assigning your Patching task to that window.

Below are the steps to set up Maintenance Windows and Patch Manager for your managed instances.
1. Ensure that your managed instances are registered on Systems Manager.
2. Go to Systems Manager > Maintenance Windows and click “Create Maintenance Window".

3. Provide a name and description for your Maintenance window.
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Create maintenance window

A maintenance windows lets you specify when a target set of managed instances should install updates or perform
maintenance activities. Specify the details below to create a new maintenance window:

Provide maintenance window details

Mame
Type a name for this maintenance window

tutorialDojo-sunday-maintenance-window
it has to be between 5 and 128 characters. Valid characters contain the following: a-z, A-F, §-9, and
Description - optional

pe description for this maintenance window

tutorialDojo-sunday-maintenance-window
It has to be between 7 and 128 characters

Unregistered targets

Allow maintenanoe b scheduled for this maintenance window o run on tangets that are not currently registered with this maintenance

Allow unregistered targets

4. Provide a schedule for this maintenance. We'll set this to run every Sunday morning at 1:00 AM with a 3-hour
window time. And one hour before the window closes, SSM will stop initiating tasks.
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Schedule

Specify with
© Cron schedule builder
Rate schedule builder

CRON/Rate expression

Window starts

Every 30 minutes

Every 1 ¥ | hours
© Every Sunday ¥ |at| 01:00

Duration
Mamntenance window duration

3 hours

Value from 1 to 24

Stop initiating tasks
Time to stop starting scheduled task before maintenance window ends

1 hour befare the window closes

Value from O to 23.

5. Click “Create maintenance window”. You will then see your created maintenance window.

AWS Systemns Manager > Maintenanoe Windows

Maintenance windows View detail Edit Jelete Actions Create maintenance window

Q L1 2

Window 1D Name State MNext execution time

mw-0beafe011b344a158 tutorialDojo-sunday-maintenance-window ) Enabled Sumn, Awg 3, 2020, 1200000 AM UTC

6. Now go to Patch Manager and click “Configure patching”. Select your instances to patch. You can select by
instance tags, patch groups, or by selecting the instances manually.
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Instances to patch

How do you want to select instances?
Enter instance tags
Select a patch group

O Select instances manually

Select one or more instances you want to patch.

i-0cd42bf5c913eTITED X

Q ¢ 1 2
MName Instance 1D Platform Type
TutorialsDojo i-0cad2bf5c913e7978b Lirux

7. Select your Patching schedule then select the previously created maintenance window.

Patching schedule

How do you want to specify a patching schedule?
© Select an existing Maintenance Window
Schedule in a new Maintenance Window
Skip scheduling and patch instances now

Maintenance Window
Select a Maintenance Window [A.

tutorialDojo-sunday-maintenance-window (ID: mw-0beaf601... ¥

8. Click “Configure patching” to create this patching task. You should see the
“AWS-RedHatDefaultPatchBaseline” for your instance as the default baseline.
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Create patch baseline

Patch Baselines iew detail Edit Delet ctions ¥

o]

’ Operating system: Red Hat Enterprise Linux ] Clear filters

] ti Default
Baseline 1D Baseline name Description o N 3”.
Systermn baseling
Red Hat
pb- AW Default Patch Baseline for Redhat Enterprise @) ves
05b6196cbb3IbeSd2c RedHatDefaultPatchBaseline Enterprize Linux Provided by AWS. L P '
inux

9. Go to the Maintenance Windows page again and select your maintenance window. Click the Tasks section
and you should see your configured Patching task.

AWS Systems Manager % Maintenance Windows > Window 1D mwe-Obeafe01 163443198 Tasks
Window ID: mw-0beaf6011b344a198 edit | | Delete || Actions ¥
Description Tasks Histary Targets Tags
Tasks Register tasks ¥
Q 1
Window task 1D Priority Hame Task ARN Type Targets
ddad8440-0511-44a1-b760- AWE-
caanadn g b 1 PatehingTask - RUN_COMMAND 1
RunPatchBasaline

250960372580

10. SSM Maintenance Windows will now run this task on the specified window time.

Sources:
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html

https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-maintenance.htmil
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Domain 5: Incident and Event Response
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Overview

The fifth exam domain of the AWS Certified DevOps Engineer Professional test focuses on incident and event
management in the AWS infrastructure. It has the third biggest percentage representing approximately 18% of
the overall test.

This domain will test you knowledge and skills on the following:

Troubleshoot issues and determine how to restore operations
Determine how to automate event management and alerting
Apply concepts required to implement automated healing

Apply concepts required to set up event-driven automated actions
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Incident and Event Response Management on AWS

There is always a lot of action in a typical IT environment. The development team builds the new features
within a given sprint and rectifies any software defects along the way. The operations team continuously
monitors the underlying resources used by the enterprise applications and troubleshoots technical problems
throughout the day. Critical incidents might suddenly happen that could adversely affect your production
environments and many other system events that could potentially bring your business operations into a
screeching halt! Thus, automating the incident and event management of your infrastructure is of utmost
importance to maintain maximum efficiency and to reduce unnecessary interruptions.

AWS provides a myriad of services and features to automate manual and repetitive IT tasks. Gone are the days
of receiving outraged emails, calls, or tweets from your customers because your production server was down
and you're not even aware of it. By using Amazon CloudWatch Events and CloudWatch Alarms, your teams can
immediately be notified of any system events or breach of a specified threshold. You can also enable the Auto
Healing feature in your AWS OpsWorks Stack or place your EC2 instances in an Auto Scaling group to
automatically replace failed instances without manual intervention. Deployment issues can quickly be resolved
or prevented through deployment monitoring and automatic rollbacks using AWS CodeDeploy and CloudWatch
Events. S3 Events enables you to monitor unauthorized actions in your S3 buckets continuously, and RDS
Events keeps you in the know for any failover, configuration change, or backup-related events that affect your
database tier. Amazon EventBridge can also track all the changes in your AWS services, your custom
applications, and external Software-as-a-Service (SaaS) applications in real-time. These AWS features and
services complement your existing security information and event management (SIEM) solutions to manage
your entire cloud infrastructure properly.

DevOps Exam Notes:

An event indicates a change in a resource that is routed by an ‘event bus’ to its associated rule. A custom
event bus can receive rules from AWS services, custom applications, and SaaS partner services. Both
Amazon CloudWatch Events and Amazon EventBridge have the same API and underlying service, but the
latter provides more features. Amazon EventBridge is the ideal service to manage your events, but take note
that CloudWatch Events is still available and not entirely deprecated.

https://portal.tutorialsdojo.com/ 162



https://portal.tutorialsdojo.com/

Tutorials Dojo Study Guide and Cheat Sheets - AWS Certified DevOps Engineer Professional

by Jon Bonso and Kenneth Samonte

Monitor

)

- AWS Services
Systems

Applications

Automated Remediation Flow

Metric and
Log Data

Events and
Alarms

Incoming
Motification

Triggered

:  Action

: y Remediation

§ : Action

: - Compensating

: Control

QOutgoing
Motification

The process of auditing your applications, systems, and infrastructure services in AWS is also simplified as all
events and activities are appropriately tracked. Within minutes, you can identify the root cause of a recent
production incident by checking the event history in AWS CloudTrail. Real-time logs feed on CloudWatch can be
delivered to an Amazon Kinesis stream, an Amazon Kinesis Data Firehose stream, or AWS Lambda for
processing, analysis, or integration to other systems through CloudWatch Subscription Filters. Security
incidents can be remediated immediately by setting up custom responses to Amazon GuardDuty findings using
Amazon CloudWatch Events. In this way, any security vulnerability in your AWS resources, such as an SSH
brute force attack on one of your EC2 instances, can immediately be identified.
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Amazon S3 Event Notifications

The Amazon Simple Storage System (Amazon S3) service provides scalable and durable object storage for
storing a variety of data. Companies can store static content, media files, data archives, and even confidential
information on their S3 buckets. Many AWS Services also use it for storing CloudTrail logs, CloudFormation
templates, EBS Snapshots, ELB access logs, and many others. You can also utilize Amazon S3 as a data lake
for Amazon Redshift Spectrum, AWS Glue, Amazon Athena, or Amazon EMR. With this vast amount of stored
information, organizations must ensure that their Amazon S3 buckets are secured and monitored for
unexpected changes.

The Amazon S3 Event Notification feature enables teams to be notified when specific events happen in their S3
buckets. You can choose the particular S3 Events that you want to monitor, and Amazon S3 will publish the
notifications to your desired destinations. This feature enables you to have more visibility on your data and
promptly remediate any potential data leaks.

Amazon S3 can publish notifications for these events:
e Object creation
Object deletion
Object restoration from the S3 Glacier storage class
Reduced Redundancy Storage (RRS) object lost events
Objects eligible for replication using Amazon S3 Replication Time Control

You can configure Amazon S3 to publish events to these destinations:
e Amazon SNS Topic
e Amazon SQS) queue
e AWS Lambda
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Name Events

Name €

Filter Type

| TutorialsDojo_S3_Events

Events €

PUT

POST

[] coPY

[ Multipart upload completed
All object create events

[] Object in RRS lost

["] Permanently deleted

[ ] Delete marker created

Prefix €

All object delete events

[ Restore initiated

[] Restore completed

[ Replication time missed threshold

[”] Replication time completed after
threshold

[ Replication time not tracked
[] Replication failed

| contracts/

Suffix €

| pdf

Send to €

SNS Topic

SNS Topic

SQS Queue
Lambda Function

The S3 event notifications are usually transmitted within seconds and are designed to be delivered at least
once. You can enable object versioning on your S3 bucket to ensure that an event notification is always sent
for every successful object upload. With versioning, every successful write operation will produce a new
version of your S3 object and send the corresponding event notification. Versioning averts the event
notification issue where only one notification is sent when multiple operations are executed to a non-versioned

object.

Source:

https://docs.aws.amazon.com/AmazonS3/latest/user-quide/enable-event-notifications.html
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Amazon RDS Event Notifications

A database is a critical component of any enterprise system; therefore, it should be appropriately monitored for
any potential issues. Like Amazon S3, there is also an event notification feature in Amazon RDS that notifies
you of occurrences in your database resources. You can configure RDS to send you updates if an RDS DB
instance has been created, restarted, or deleted. The RDS Event notifications can also detect low storage,
configuration changes, Multi-AZ failover events, and many more.

RDS Databases Database-Ng-Tutorials-Dojo

Create event subscription

Details

Name
Name of the Subscription.

TutorialsDojoManila_RDS_Event_Subscription

Target

Send notifications to
ARN

© New email topic
New SMS topic

Topic name

Name of the topic.

Tutorials_Dojo _RDS_Events

With these recipients
Email addresses or phone numbers of SMS enabled devices to send the notifications to

jose-rizal@tutorialsdojo.com

e.g. user@domain.com

Source

Source type
Source type of resource this subscription will consume event from

Instances

Security groups Cancel m

Parameter groups

Snapshots
DB clusters

DB cluster snapshots

Tutorials Dojo

Amazon RDS produces numerous events in specific categories that you can subscribe to using various tools
such as the AWS CLI, Amazon RDS Console, or the RDS API. Each event category can refer to the parameter
group, shapshot, or security group of your DB instance. Moreover, you can automatically process your RDS
event notifications by using an AWS Lambda function or set an alarm threshold that tracks specific metrics by
creating a CloudWatch Alarm.

Source:
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Events.html
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AWS_RISK_CREDENTIALS_EXPOSED Event

Step Functions makes it easy to develop and orchestrate components of operational response automation
using visual workflows and it can be integrated with CloudWatch Events rule.

For example, your Development team is storing code on GitHub, and the developers sometimes forget to
remove their personal IAM keys on their code before pushing to the repository. Since an exposed IAM key is a
security issue, you want to make sure that you are notified of this event and the security issue is automatically
remediated.

DevOps Exam Notes:

AWS can monitor popular code repository sites for IAM access keys that have been publicly exposed. Upon
detection of an exposed IAM access key, AWS Health generates an AWS_RISK_CREDENTIALS_EXPOSED
event in the AWS account related to the exposed key.

A configured CloudWatch Events rule detects this RISK service event and invokes a Step Functions state
machine. The state machine then orchestrates the automated workflow that deletes the exposed IAM access
key, summarizes the recent API activity for the exposed key, and sends the summary message to an Amazon
SNS topic to notify the subscribers.

Here are the steps for this setup:

1. Create a State function state machine that does the following:
a. Deletes the exposed IAM access key (to ensure that the exposed key can no longer be used)
b. Summarizes the recent API activity for the exposed key from AWS CloudTrail (to know what
changes were made using the exposed key)
c. Send a summary message to an Amazon SNS topic to notify the subscribers.
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Start

!

[ DeleteAccesskeyPair ]

)

{ LookupCloudTrailEvents ]

MaotifySecurity

}

End

2. Create a CloudWatch Events rule for detecting the AWS_RISK_CREDENTIALS_EXPOSED event from the
Personal Health Dashboard Service.
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Event Source

Build or customize an Event Patlemn or set a Schedule to invoke Targets

@ CEvent Pattem @ Schedule @

Build event pattern to match events by service bt
Service Name Health -
Event Type Specific Health events -

This builder helps to build an event pattern to get events from AWS Health regarding health status of other AWS services.

Any service @ Specific senvice(s)
RISK -
Any event type category @ Specific event type category(s)
issue -
Any event type code @ Specific event type code(s)
% | AWS RISK_CREDENTIALS _EXFOSED -
& Any resource Specific resource(s)
o
~ Event Pattem Preview Copy to clipboard  Edit
{ =3

“source”: [
"aws .health”
1
“detail-type”: |
“AWS Health Event®
]:
“"detail™: {
"service™: [
"RISK"
1c;
“eventTypeCategory™: [
"issue”

1, y
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3. Set the Step function as Target for this CloudWatch Events rule.

Targets

Select Target to invoke when an event matches your Event Pattern or when schedule is triggerad.

Step Functions state machine - [x]

State machine™

» Configure input

CloudwWatch Events needs permission to send events to your Step Functions state machine. By continuing, you
are allowing us to do s0.

@ Create a new role for this specific resource
AWS_Events_Invoke_Step_Functions_1203584006
Use existing role @

Learn mone about Cloud™abch Events identity-based policies

© Add target

Source:
https://aws.amazon.com/blogs/compute/automate-your-it-operations-using-aws-step-functions-and-amazon-c
loudwatch-events/
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AWS-Scheduled Maintenance Notification to Slack Channel via CloudWatch Events

AWS Scheduled maintenance events are listed on AWS Health Dashboard. For example, if AWS needs to
perform maintenance on the underlying host of your EC2 instance in which the EC2 instance usually needs to
shut down, you will see an event on your AWS Health Dashboard for it. You can use CloudWatch Events to
detect these changes and you trigger notifications so you will be notified for these events. You can then
perform the needed actions based on the events

You can choose the following types of targets when using CloudWatch Events as a part of your AWS Health
workflow:

AWS Lambda functions

Amazon Kinesis Data Streams

Amazon Simple Queue Service (Amazon SQS) queues
Built-in targets (CloudWatch alarm actions)

Amazon Simple Notification Service (Amazon SNS) topics

For example, you can use a Lambda function to pass a notification to a Slack channel when an AWS Health
event occurs. Here are the steps to do this.

1. Create a Lambda function that will send a message to your Slack Channel. A Nodejs or Python script
will suffice. The function will call an API URL for the Slack channel passing along the message.

Lambda Functions

Functions (1)

Q Filter by togs and atiributes or search by keyword

Function name v Descniption Runtarme

SendtoSlack Hode.js 12.x
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2. Goto AWS CloudWatch Events and create a rule.

3. Set arule for the AWS Health Service, and EC2 Service Event Type.

@ Event Pattem @ Schedule @

Build event pattern to match avents by service

Service Name

Ewvent Type

Specific Health events -

This builder helps to build an event pattern to get events from AWS Health regarding health status of other AWS services

Any service

EC2

@ Any event type category

Any event type code

@ Any resource

* Event Patlern Preview
{
"source™: [
"aws.health”

]

etail-type™: [
“AWS Health Event"
1.
"detail”™: {
“service”: [
“EC2"
]
}
}

4. Add a Target for this event to run the Lambda function and save the CloudWatch Events Rule.

@ Specific service(s)

Specific event type category(s)

Specific event type code(s)

Specific resource(s)

[+

Copy to clipboard  Edit
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Targets
Select Target 1o invoke when an event matches your Event Pattern or when schedule is triggered.
Lambda function - -
Function® SendtoSlack :

» Configure versionfalias

¥ Configure input

© Add target'

Sources:
https://aws.amazon.com/premiumsupport/knowledge-center/cloudwatch-notification-scheduled-events/
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
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Using AWS Health API and CloudWatch Events for Monitoring AWS-Scheduled
Deployments/Changes

AWS Personal Health Dashboard provides you with alerts and remediation status when AWS is experiencing
events that may impact your resources. These events may be scheduled or unscheduled. For example,
scheduled events such as changes on your underlying EC2 hosts may shutdown or terminate your instances,
or AWS RDS scheduled upgrades that may reboot your RDS instance.

DevOps Exam Notes:

You can monitor these AWS Health events using CloudWatch Events by calling the AWS Health API. Then,
you can set a target to an SNS topic to inform you of that Event, or you can trigger a Lambda function to
perform a custom action based on the Event.

Here are the steps on to set this up:

1. Go to CloudWatch > Events > Rules and create a rule that will detect AWS Health Events.
2. Select the Services in Event Type if you want to monitor a particular service, or choose All Events to be
notified for all events.
Event Source

Build or customize an Event Pattem or Sl a Schedule 1o invoke Targets

@ Event Pattern @ Schedule &

Build event pattern to match events by senvice -
Service Name Health -
Event Type A&l Events -
Bwild an event pattem to match all evends from thes senice

= Event Pattern Preview Copy to clipboard  Edit

“source”: |
“aws health”™

1

3. You can select a Target such as an SNS Topic if you want to get notified of the event, or Lambda
function that can perform a custom action based on your requirements.
4. Click the Configure details to save and activate this CloudWatch Events rule.
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Monitoring Amazon EC2 Auto Scaling Events

Auto Scaling provides fault tolerance, high availability, and cost management to your computing resources. It
automatically scales in (terminates existing EC2 instances) if the demand is low and scales out (launch new
EC2 instances) if the incoming traffic exceeds the specified threshold. AWS offers various ways of monitoring
your fleet of Amazon EC2 instances as well responding to Auto Scaling events.

You can either use Amazon EventBridge or Amazon CloudWatch Events to track the Auto Scaling Events and
run a corresponding custom action using AWS Lambda. Amazon EventBridge extends the capabilities of
Amazon CloudWatch Events to integrate internal and external services. It allows you to track the changes of
your Auto Scaling group in near real-time, including your custom applications, Software-as-a-Service (SaaS)
partner apps, and other AWS services.

Services v Resource Groups v * [0 Tutorials Dojo ~  N. Virginia ~  Support ~
CloudWatch Step 1: Create rule
Dashboards q Create rules to invoke Targets based on Events happening in your AWS environment.
Alarms
ALARM
e Event Source
INSUFFICIENT (2]
oK (6] Build or customize an Event Pattern or set a Schedule to invoke Targets.
Billing
@® Event Pattern @ Schedule @
Logs
Log groups Build event pattern to match events by service v
Insights .
N Service Name Auto Scaling v
Metrics
Events Event Type Instance Launch and Terminate v
| Rules
Event Buses Any instance event ® Specific instance event(s)
ServicelLens m
v
Service Map
Traces EG2 Instance Launch Successful
Synthetics = EG2 Instance Launch Unsuccessful Specific group name(s)
Canaries EC2 Instance Terminate Successful
-
Thresholds EC2 Instance Terminate Unsuccessful
Contributor Insights m EG2 Instance-launch Lifecycle Action
Settings m ‘
~ Event Pattern Preview Copy to clipboard  Edit
Favorites {

"source": [
"aws.autoscaling"
1,
"detail-type": [
"EC2 Instance Launch Successful",
"EC2 Instance Terminate Successful”,
"EC2 Instance Launch Unsuccessful",
"EC2 Instance Terminate Unsuccessful”,
"EC2 Instance-launch Lifecycle Action",
"EC2 Instance-terminate Lifecycle Action"

©Add a dashboard
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Amazon EventBridge or Amazon CloudWatch Events can be used to send events to the specified target when
the following events occur:

EC2 Instance-launch Lifecycle Action

EC2 Instance Launch Successful

EC2 Instance Launch Unsuccessful

EC2 Instance-terminate Lifecycle Action

EC2 Instance Terminate Successful

EC2 Instance Terminate Unsuccessful

The EC2 Instance-launch Lifecycle Action is a scale-out eventin which the Amazon EC2 Auto
Scaling moved an EC2 instance to a Pending:Wait state due to a lifecycle hook. Conversely, the EC2
Instance-terminate Lifecycle Action is a scale-in eventin which EC2 Auto Scaling updates an
instance to a Terminating:Wait state.

Source:
https://docs.aws.amazon.com/autoscaling/ec?2/userguide/cloud-watch-events.html

https://portal.tutorialsdojo.com/ 176



https://docs.aws.amazon.com/autoscaling/ec2/userguide/cloud-watch-events.html
https://portal.tutorialsdojo.com/

TD Tutorials Dojo Study Guide and Cheat Sheets - AWS Certified DevOps Engineer Professional
by Jon Bonso and Kenneth Samonte

Monitoring Amazon S3 Data Events in AWS CloudTrail

AWS CloudTrail only logs bucket-level actions in your Amazon S3 buckets by default. If you want to record all
object-level API activity in your S3 bucket, you can set up data events in CloudTrail. You also have the option to
configure data event logging for your individual Lambda functions.

Every data event or log entry in CloudTrail contains essential information about who generated the request to
your S3 buckets. This capability allows you to determine whether the S3 request was made by another AWS
service, including the IAM User and temporary security credentials used. Amazon S3 Data Events duly records
all S3 object changes and updates in your production S3 buckets.

aws Services v  Resource Groups v % [\ TutorialsDojo v N.Virginia v  Support ~
g
CloudTrail v Data events 4
P ata events are records of resource operations performed on or within a resource. These are also known as data plane operations. itional
Dashboard Data event ds of t rformed ithi Th Iso k data pl tions. Additional
Event history charges apply. Learn more
. f— ™
Insights s3 Lambda
| Trails
You can record S3 object-level API activity (for example, GetObject and PutObject) for individual buckets, or for all current and future buckets in
your AWS account. Additional charges apply. Learn more
Learn more
Pricing (2" Filter by bucket or prefix Showing 1 of 1 resources
Documentation (4
Bucket name - Prefix v Read - Write v
Forums (&
FAQs Select all S3 buckets in your account € Read Write
tutorialsdojo /manila Read Write
\ v,
~ Storage location d
S3 bucket hello-test3 Olast log file delivered 2019-12-05, 5:51 pm
Encrypt log files with No
SSE-KMS
Enable log file validation Yes @ Last digest delivered 2019-12-05, 5:06 pm
Publish to SNS No
Source:

https://docs.aws.amazon.com/AmazonS3/latest/dev/cloudtrail-logging.html

https://portal.tutorialsdojo.com/ 177



https://docs.aws.amazon.com/AmazonS3/latest/dev/cloudtrail-logging.html
https://portal.tutorialsdojo.com/

Tutorials Dojo Study Guide and Cheat Sheets - AWS Certified DevOps Engineer Professional
by Jon Bonso and Kenneth Samonte

TD

AWS CodePipeline Event Patterns

You can detect and respond to certain changes of your pipeline state in AWS CodePipeline using Amazon
CloudWatch Events. You can use AWS CodePipeline (aws.codepipeline) as the event source of your
CloudWatch Events rule and then associate an Amazon SNS topic to send notification or a Lambda function to
execute a custom action. CloudWatch Events can automatically detect the state changes of your pipelines,
stages, or actions in AWS CodePipeline which improves incident and event management of your CI/CD

processes.

: AWS Events -
User actions / Service actions

AWS CloudWatch
Events Rules

AWS CloudWatch Rule
Targets

N\

AWS Lambda / Step Functions -

H i AWS CloudWatch 1 Custom Acfions / Send to Slack

i Specific i Specific |
>{J¢ : i i E
e é : AWS SNS - send email
Scale infout Events i i Events Rules § send em

" "sgurce”: [
<> "aw3.codepipeline™
CodeCommit - Pull s : "detail-type”: [ > !
- Pull reques : H "CodePipeline : H

Pipeline Executicon State
Change™
1,
"detail™: |
"astate": [
"FAILED"
]
}
}

Detect events based on rules

Kinesis Stream - for Analysis

ECZ2 AP actions ECS AM aclions
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You can specify both the state and type of CodePipeline execution that you want to monitor. An item can be in
a STARTED, SUCCEEDED, RESUMED, FAILED, CANCELED or SUPERSEDED state. Refer to the table below for the
list of available detail types that you can use.

Entity Detail Type

Pipeline CodePipeline Pipeline Execution State Change
Stage CodePipeline Stage Execution State Change
Action CodePipeline Action Execution State Change

You can use this sample event pattern to capture failed deploy and build actions across all your pipelines in
AWS CodePipeline:

"source": [
"aws.codepipeline"
1,
"detail-type": [
"CodePipeline Action Execution State Change"
1,
"detail": {
"state": [
"FAILED"
1,
"type": {
"category": ["Deploy", "Build"]
}
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The sample event pattern below captures all rejected or failed approval actions across all the pipelines:

"source": |
"aws.codepipeline"

I
"detail-type": [

] 14
"detail": {
"state": [
"FAILED"
] 14
"type": {
"category": ["Approval"]
}

"CodePipeline Action Execution State Change"

The following sample event pattern tracks all the events from the specified pipelines ( TD-Pipeline-Manila,

TD-Pipeline-Frankfurt and TD-Pipeline-New-York )

{
"source": |
"aws.codepipeline"
I
"detail-type": [

Source:

"CodePipeline Pipeline Execution State Change",
"CodePipeline Action Execution State Change",
"CodePipeline Stage Execution State Change"
]I
"detail": {
"pipeline": ["TD-Pipeline-Manila",
"TD-Pipeline-Frankfurt",
"TD-Pipeline-New-York"]

https://docs.aws.amazon.com/codepipeline/latest/userguide/detect-state-changes-cloudwatch-events.html
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Monitoring Deployments in AWS CodeDeploy with CloudWatch Events and Alarms

Amazon CloudWatch Events helps you detect any changes in the state of an instance or a deployment in AWS
CodeDeploy. You can also send notifications, collect state information, rectify issues, initiate events, or execute
other actions using CloudWatch Alarms. This type of monitoring is useful if you want to be notified via Slack
(or in other channels) whenever your deployments fail or push deployment data to a Kinesis stream for
real-time status monitoring. If you integrated Amazon CloudWatch Events in your AWS CodeDeploy operations,
you can specify the following as targets to monitor your deployments:

AWS Lambda functions

Kinesis streams

Amazon SQS queues

Built-in targets (CloudWatch alarm actions)

Amazon SNS topics

Integrating AWS CodeDeploy and CloudWatch Alarms provides you an automated way to roll back your release
when your deployment fails or if certain thresholds are not met. You can easily track the minimum number of
healthy instances (MinimumHeal thyHosts) that should be available at any time during the deployment. The
HOST COUNT or FLEET PERCENT deployment configuration parameters can also be utilized to monitor the
absolute number or just the relative percentage of healthy hosts respectively.

aﬂs Services v  Resource Groups ~ % Ll TutorialsDojo ~  N.Virginia ~  Support ~

Developer Tools x Deployment settings
CodeDeploy Create deployment alarm X

Deployment configuration
p Source o CodeCommit Choose from a list of default and custom deployment configurations. A deployment configuration Is a set of rules that determines how
s or failure condit

fast an application is deployed and the succes itions for a deployment. Add alarms to stop Inthis group. You can add

up to ten alarms.

» Build « CodeBuild CodeDeployDefault.LambdaallAtOnce v | or Create deployment configuration Amazon CloudWatch alarms

Q i d loudwatch-alarm X
w Deploy = CodeDeploy

" ¥ Advanced - optional
Getting started P
@ You must first create an alarm in Amazon CloudWatch. Specify a metric and

Deployments its threshold, and then add the alarm to a deployment group.

i Create tri
role.
Application
Name Events Type
Settings

Cancel
Deployment configurations

No triggers have been created for this deployment group.

On-premises instances

» Pipeline = CodePipeline
» Settings Alarms Add alarm

Name
Q Go to resource

B Feedback TargetTracking-Lawin Auto Scaling Group 1-AlarmHigh-3435bc61-06b8-4eda-add2-33cac59ca164

Ignore alarm configuration
Skips the step of checking Amazon CloudWatch alarms during the deployment process

Continue deployment even if alarm status is unavailable
Permits deployment to run when alarm data cannot be retrieved from Amazon Cloudwatch =

Source:
https://docs.aws.amazon.com/codedeploy/latest/userquide/monitoring-create-alarms.html
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Orchestrating Events in AWS CodePipeline

In AWS CodePipeline, you can control your pipeline's actions and stages to optimize the performance of your
CI/CD processes. The runOrder and PollForSourceChanges parameters can assist you in orchestrating
the various activities in your pipeline. For example, you have a serverless application with independent AWS
Lambda functions, and you want to expedite the pipeline execution time. You can modify your CodePipeline
configuration to execute actions for each Lambda function in parallel by specifying the same runOrder value.
The PollForSourceChanges parameter automates the pipeline creation by tracking source changes from
CodeCommit, Amazon S3, or Github. In this way, you will have more control over the various stages of your
pipeline.

You can also add a manual approval action in CodePipeline before any change is deployed to your production
environment. This provides a final checkpoint for your release process after all your unit and integration tests
were successfully completed.

Edit action X

Action name
Choose a name for your action

tutorialsdojo-manual-approval-action
No more than 100 characters
Action provider

Manual approval A

Q

Approval

Manual approval

Build

AWS CodeBuild
Add Jenkins

Deploy

AWS AppConfig

AWS CloudFormation

AWS CodeDeploy

AWS Elastic Beanstalk oduces in your configuration. Learn more [4
AWS OpsWorks Stacks

AWS Service Catalog
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By adding a manual approval step in your deployment, you can:
e Perform a code review before a revision is pushed to the next stage of a pipeline.
e Perform manual quality assurance testing on the latest version of a feature or application
e Review any updated feature or application before it is published to the production environment

AWS CodePipeline offers a way to publish approval notifications for your release managers and other
authorized staff. A pipeline can be configured with a manual approval action to push a message to an Amazon
SNS topic when the approval action was invoked. Amazon SNS delivers the message to every endpoint
subscribed to the SNS topic that you specified. Amazon SNS lets the approvers know, via email or SMS, that a
new update is ready to be deployed. You can also forward these notifications to SQS queues or HTTP/HTTPS
endpoints and execute a custom action using a Lambda function.

Sources:

https://docs.aws.amazon.com/codepipeline/latest/userguide/reference-pipeline-structure.html#action-require
ments

https://docs.aws.amazon.com/codepipeline/latest/userguide/approvals.html
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Monitoring OpsWorks Auto-Healing Events

If you are using AWS OpsWorks Stacks resources, you can set up rules in Amazon CloudWatch Events to notify
you for any changes in your application stack and execute certain actions that you specify. Any changes in the

state of your instance, command or deployment in OpsWorks stack can be properly monitored, including
service alerts.

@ Event Pattern @ Schedule @

Build event pattern to match events by service

Service Name OpsWorks -
Event Type OpsWorks Alert -
All Events
~ Event Pattern Preview OpsWorks Instance State Change Copy to clipboard  Edit
{ OpsWorks Command State Change

"source": [
"aws .opsworks"

OpsWorks Deployment State Change

;!t,ietail—type" 9 C AWS API Call via CloudTrail
"OpsWorks Alert"
]

}

z~

You can also prevent OpsWorks Stacks from automatically healing the EC2 instances that it manages by
declaring aws . opsworks as a source and setting auto-healing in the initiated by detail parameter in
your CloudWatch Events rule. This rule is helpful in situations where AWS OpsWorks Stacks erroneously

restarts instances that it determines to be unhealthy, even if the EC2 health checks are successfully passing.
You can refer to the event pattern below to enable this capability:

"source": [
"aws.opsworks"

1,
"detail": {
"initiated by": [
"auto-healing"

]

Source:

https://aws.amazon.com/premiumsupport/knowledge-center/opsworks-unexpected-start-instance/
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Domain 6: High Availability, Fault Tolerance, and Disaster Recovery
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Overview

The sixth and final exam domain of the AWS Certified DevOps Engineer Professional test covers High
Availability, Fault Tolerance, and Disaster Recovery. This domain will verify your capability in implementing the
following:

Determine appropriate use of multi-AZ versus multi-region architectures

Determine how to implement high availability, scalability, and fault tolerance

Determine the right services based on business needs (e.g., RTO/RPO, cost)

Determine how to design and automate disaster recovery strategies

Evaluate a deployment for points of failure
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High Availability vs. Fault Tolerance

Many IT Professionals nowadays do not have the right understanding of High Availability and Fault Tolerance,
even those who are already in the IT industry for a long time. These two concepts are quite similar to each
other, and sometimes, people use these two terms interchangeably. But are they theoretically the same?

Both High Availability and Fault Tolerance have the same objective of ensuring that your application runs all the
time without any system degradation. However, these concepts have unique attributes that differentiate them
from each other. These two differ in cost, design, redundancy level, and behavior on component faults or
failures.

High Availability Fault Tolerance

99.999% Uptime (V] 100% Uptime
Weak Redundancy ./j\‘ Strong Redundancy

AZ-2 AZ-1 AZ-2

X X X

EC2 EC2 EC2
Instance Instance Instance

=i

[ ]
expectod vomanc: (| D)

 @-:°

Recovery | I Redundant System
time - -
SN Siiz
\-—-’\._._4 T s i e e
allover
failover \—/\\—/, Ss= b“—-"'-\. = T 2 ==

Tutorials Dojo

High Availability aims for your application to run 99.999% of the time. Its design ensures that the entire system
can quickly recover if one of its components crashed. It has an ample number of redundant resources to allow
failover to another resource if the other one fails. This concept accepts that a failure will occur but provides a
way for the system to recover fast.
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Fault Tolerance, on the other hand, has the goal of keeping your application running with zero downtime. It has
a more complex design, and higher redundancy to sustain any fault in one of its components. Think of it as an
upgraded version of High Availability. As its name implies, it can tolerate any component fault to avoid any
performance impact, data loss, or system crashes by having redundant resources beyond what is typically
needed. The caveat for implementing a fault-tolerant system is its cost as companies have to shoulder the
capital and operating expenses for running its required numerous resources.

A system can be highly available but not fault-tolerant, and it can be both. If an application is said to be
fault-tolerant then it is also considered highly available. However, there are situations in which a highly
available application is not considered fault-tolerant.

There are various services, features, and techniques in AWS that you can use to implement a highly available
and fault-tolerant architecture. You can ensure high availability by deploying your application to multiple
Availability Zones or several AWS Regions. Auto Scaling can dynamically scale your systems depending on the
incoming demand, and an active-active or active-passive failover policy can be implemented in Route 53 to
reduce downtime. Amazon RDS offers Automated Snapshots, Read Replica, and Multi-AZ Deployments to
strengthen your database tier to remove single point of failure in your system. Alternatively, you can opt to use
the Amazon Aurora Global database or DynamoDB Global tables for your globally-accessible applications. You
can also leverage on the self-healing capabilities of AWS services to achieve fault-tolerance.
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Multi-AZ vs Multi-Region Architecture

The AWS Global Architecture is composed of an extensive worldwide network of Local Zones, Availability
Zones (AZs), Regions, Regional Edge Caches, and Edge locations to enable organizations to scale and go
global in minutes. Cloud computing has eliminated the boundaries of deploying and running applications in
limited and costly on-premises data centers. Both small and large companies can now serve their customers
more efficiently and cost-effectively using AWS. Businesses can opt to deploy non-prod environments in a
single Availability Zone to save on cost or design a Multi-AZ architecture for its mission-critical applications.
Deploying clusters of AWS resources across multiple Availability Zones can withstand an outage in one or
more zones in your primary AWS Region. You can also design a Multi-Region architecture to serve your global
users and comply with your disaster recovery requirements.

You can adopt these types of architectures both on your application and database tier. AWS Auto Scaling helps
your web servers handle sudden or expected demand in your application. For your database, you can deploy
one or more Read Replicas to offload the surge of incoming load from the primary database instance. For
Multi-AZ, the OS patching or DB Instance scaling operations are applied first on the standby instance before
triggering the automatic failover to reduce interruptions and downtime.

MULTI-REGION
MULTI-AZ DEPLOYMENTS DEPLOYMENTS READ REPLICAS

OBJECTIVE High availability U S e TR Scalability
performance

Non-Aurora: Synchronous replication;
REPLICATION TYPE Asynchronous replication Asynchronous replication
Aurora: Asynchronous replication

Non-Aurora: Only the primary instance is active; All regions are accessible and can be  All read replicas are accessible and can be
Aurora: All instances are active used for reads used for readscaling

OPERABILITY

Non-Aurora: Automated backups are taken from
standby; Automated backups can be taken in

Aurora: Automated backups are taken from each region
shared storage layer

BACKUPS No backups configured by default

Always span at least two Availability Zones within Each region can have a Multi-AZ Can be within an Availability Zone, Cross-AZ,
a single region deployment or Cross-Region

Non-Aurora: Database engine version
Non-Aurora: Database engine version upgrades upgrade is independent in each
DB UPGRADE happen on primary; region;

Non-Aurora: Database engine version
upgrade is independent from source
instance;

Aurora: All instances are updated together Aurora: All instances are updated

together Aurora: All instances are updated together

Can be manually promoted to a standalone
database instance (non-Aurora) or to be the
primary instance (Aurora)

Automatic failover to standby (non-Aurora)
FAILOVER PROCESS or read replica (Aurora) when a problem is
detected

Aurora allows promotion of a
secondary region to be the master
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Disaster Recovery Objectives

There are two types of Objectives in Disaster Recovery:

1. RTO or Recovery Time Objective
2. RPO or Recovery Point Objective

Basically, RTO refers to the time and RPO is all about the data point. RTO is the time it takes after a disruption
to restore a business process to its service level, as defined by the operational level agreement (OLA).

For example, if a disaster occurs at 12 noon and the RTO is 3 hours, the Disaster Recovery process should
restore service to the acceptable service level on or before 3 PM.

RPO, on the other hand, is the acceptable amount of data loss measured in time. For example, if a disaster
occurs at 12 noon and the RPO is one hour, the system should recover all data that was in the system before
11 AM. The acceptable data loss should only be one hour, between 11:00 AM and 12:00 PM (noon). If you
cannot recover a transaction or data made before 11:00 AM, say 10:30 or 9:30 then this means that you have
failed your RPO.

RTO refers to the amount of time for the system to recover from an outage. RPO is the specific point, or state,
of your data store that needs to be recoverable.

P et
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Lost Transactions Downtime
R R EEE R > €
1 hour 30 mins
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Amazon Route 53 Routing Policies

Most large organizations often have complex network structures to support their hybrid cloud architecture,
distributed systems, and global users. They have several on-premises networks integrated with AWS Direct
Connect or AWS VPN to connect to their AWS cloud resources across multiple Availability Zones and AWS
Regions. To ensure business continuity, companies implement a disaster recovery plan that fails over the
production traffic from the primary environment to the disaster recovery (DR) site.

Amazon Route 53 is a global Domain Name System (DNS) service that allows you to route traffic across
various AWS Regions and external systems outside of AWS. It provides a variety of routing policies that you
can implement to meet your required use cases and automatically monitor the state and performance of your
applications, servers, and other resources using health checks. You can combine two or more routing policies
to comply with your company's strict RTO and RPO requirements. It helps simplify the process of setting up an
active-passive or active-active failover for your disaster recovery plan by intelligently routing traffic from your
primary resources to the secondary resources based on the rules you specify.

Your globally distributed resources can either be considered active or passive. It's active if it accepts live
production traffic and passive if it is just on standby, which will only be activated during a failover event. You
can set up an active-active failover to improve your systems' fault tolerance and performance. By having
several active environments, you can ensure the high availability and resiliency of your global applications. To
set up an active-active failover, you can use a single or a combination of routing policies such as latency,
geolocation, geoproximity, and others to configure Route 53 to respond to a DNS query using any healthy
record.

Below are the different types of Amazon Route 53 routing policies that you can use in your architecture:

e Simple - This routing policy is commonly used for a single resource that performs a straight-forward
function for your domain records. For example, you can use this policy to route traffic from
tutorialsdojo.com apex domain to an NGINX web server running on an Amazon EC2 instance.

e Failover - As the name implies, you can use this policy to set up an active-passive failover for your
network architecture.

e Geolocation — Amazon Route 53 can detect the geographical location where the DNS queries
originated. This routing policy lets you choose the specific resources that serve incoming traffic based
on your users' geographic location. Say, you might want all user traffic from North America routed to an
Application Load Balancer in the Singapore region. It works by mapping the IP addresses to
geographical areas using the Extension Mechanisms for DNS version 0 (EDNSO).

e Geoproximity — This one is similar to the Geolocation routing policy except that it uses the Traffic Flow
feature of Route 53 and has an added capability of shifting more or less traffic to your AWS services in
one geographical location using a bias. It concentrates on the proximity of the resource in a given
geographic area rather than its exact location.
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e Latency - You can improve the application performance for the benefit of your global users by serving
their requests from the AWS Region that provides the lowest latency. This routing policy is suitable for
organizations that have resources in multiple AWS Regions.

e Multivalue Answer — Unlike the Simple routing policy, this type can route traffic to numerous resources
in response to DNS queries with up to eight active records selected randomly. This policy is perfect if
you are configuring an active-active failover for your network.

e Weighted - This policy allows you to route traffic to multiple resources in proportions that you specify.
It acts as a load balancer that routes requests to a record based on the relative percentage of traffic or
weight that you specified.

To monitor the system status or health, you can use Amazon Route 53 health checks to properly execute
automated tasks to ensure the availability of your system. Health checks can also track the status of another
health check or an Amazon CloudWatch Alarm.

Sources:

https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-policy.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/disaster-recovery-resiliency.html
https://tools.ietf.org/html/rfc2671
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Amazon RDS Disaster Recovery Strategies

AWS provides a plethora of database services and database engines that you can use for your applications. If
you need a relational database type, you can use Amazon Aurora, Amazon RDS, or Amazon Redshift. For
key-value data store, you can use an Amazon DynamoDB table that you can upgrade to DynamoDB Global to
support your users worldwide. Amazon ElastiCache is perfect for in-memory data stores where you can use a
Redis or Memcached engine. You can choose many other database services for document, wide column,
graph, time series, and ledger type databases.

Amazon Aurora is a fully managed MySQL and PostgreSQL-compatible relational database that provides high
performance, availability, and scalability to your applications. Since it is a fully managed service, Amazon
handles all of the underlying resources in your Aurora database and ensures that your cluster is highly available
to meet your disaster recovery objectives and achieves fault tolerance. Aurora is excellent, but it has certain
limitations, which compels companies to choose Amazon RDS as their database tier. Aurora does not use a
native MySQL or PostgreSQL engine like RDS and can't directly run Oracle and Microsoft SQL Server databases
unless you migrate them using the AWS Database Migration Service (AWS DMS) and AWS Schema Conversion
Tool (AWS SCT). These constraints are the reasons why thousands of companies are still using Amazon RDS
in their cloud architecture.
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Amazon RDS is a managed database service. Unlike its "fully managed" counterparts, AWS does not entirely
'manage’ or control all of the components of an Amazon RDS database compared to what it does for Amazon
Aurora. If you launched an RDS database, you are responsible for making it highly scalable and highly available
by deploying Read Replicas or using Multi-AZ Deployments configurations. You can also improve the data
durability of your database-tier by taking automated or manual snapshots in RDS. For disaster recovery
planning, you can set up a disaster recovery (DR) site to another AWS Region if the primary region becomes
unavailable.

DISASTER RECOVERY

COST SCOPE
AUTOMATED BACKUPS LOW SINGLE REGION
MANUAL SNAPSHOTS MEDIUM CROSS-REGION
READ REPLICAS HIGH CROSS-REGION

An RDS Read Replica is mainly used to vertically scale your application by offloading the read requests from
your primary DB instance. But do you know that it is tremendously useful for disaster recovery too? It uses
asynchronous replication to mirror all the changes from the primary instance to the replica, located on the
same or a different AWS Region. In contrast, the Multi-AZ Deployments configuration uses synchronous
replication to keep its standby instance up-to-date. As its name implies, the standby instance is just on
standby, meaning it neither accepts read nor write requests. This standby instance can only run on the same
AWS Region, unlike a Read Replica with a cross-region capability. These unique attributes enable the Read
Replica to provide the best RTO and RPO for your disaster recovery plan. You can deploy a Read Replica of your
RDS database to another AWS Region to expedite the application failover if the primary region becomes
unavailable without having to wait for hours to migrate and launch the automated/manual RDS snapshots to
the other region.

You should also know the difference between automated backups, manual snapshots, and Read Replicas for
your Business Continuity Plan (BCP). Amazon RDS has a built-in automated backups feature that regularly
takes snapshots of your database and stores it on an Amazon S3 bucket that is owned and managed by AWS.
The retention period of these backups vary between 0 and 35 days. It provides a low-cost DR solution for your
database-tier but is only limited to a single AWS Region. Manual snapshots are the ones that you manually take
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yourself, hence the name. In contrast with the automated backups, the S3 bucket where the snapshots are
stored is owned by you, which means that you can control its retention period and deploy cross-region
snapshots. Since you manage your own RDS snapshots, you can move these across AWS Regions using a
shell script or a Lambda function run by CloudWatch Events regularly.

The advantage of using Read Replicas over automated backups and manual snapshots is its near real-time
synchronous replication. To put it into perspective, the replication time of the primary DB instance to the replica
instance is less than a second! Compare that to the time required to move an RDS snapshot across another
region and waiting for it to start up. Hence, Read Replicas provide the fastest RTO and the best RPO for your
architecture. The only setback is its high cost since you have to run your replica continuously.

Sources:
https://aws.amazon.com/blogs/database/implementing-a-disaster-recovery-strategy-with-amazon-rds/
https://d0.awsstatic.com/whitepapers/Backup_and_Recovery_Approaches_Using_AWS.pdf
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_CopySnapshot.html
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Auto Scaling Group with MinSize = 1 and MaxSize = 1

With Auto Scaling, you can set the number of EC2 instances that you need depending on the traffic of your
application. However, there will be scenarios on the exam where you will need to set a fixed number of
instances.

For example, you have a legacy application hosted on an EC2 instance. The application does not support
working on a cluster of EC2 instances so it needs to run on a single EC2 instance and you need to make sure
that the application is available and will heal itself even if that EC2 instance crashes.

In this scenario, you will create an Auto Scaling Group using the EC2 AMI in the Launch configuration and set
the size of the group to Min 1 and Max 1. This ensures that only instances of the application are running. Auto
Scaling will perform health checks for the EC2 instances periodically. If the EC2 instance fails the health check,
Auto Scaling will replace the instance.

Hence, it will always be available and self-healing. This makes your application fault-tolerant.
To set the MinSize and MaxSize of the Auto Scaling group:

1. Go to the EC2 Console page, on the left pane, choose Auto Scaling Groups.

2. Select the check box next to your Auto Scaling group. The bottom pane will show information on the
selected Auto Scaling group.
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3. On the Details tab, view or change the current settings for minimum, maximum, and desired capacity.
Set the Desired capacity to 1, Minimum capacity to 1 and Maximum capacity to 1. Make sure that you
don’t have any Automatic Scaling policies configured for this group.
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Group size X

Specify the size of the Auto Scaling group by changing the desired capacity. Youw can
also specify minimum and maximum capacity limits. Your desired capacity must be
within the limit range.

Desired capacity

1

Minimum capacity

1

Maximum capacity

1

Sources:
https://docs.aws.amazon.com/autoscaling/ec2/userquide/as-maintain-instance-levels.html
https://docs.aws.amazon.com/autoscaling/ec?/userquide/asg-capacity-limits.html
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Auto Scaling Lifecycle Hooks

As your Auto Scaling group scales out or scales in your EC2 instances, you may want to perform custom
actions before they start accepting traffic or before they get terminated. Auto Scaling Lifecycle Hooks allows
you to perform custom actions during these stages. A lifecycle hook puts your EC2 instance into a wait state
(Pending:Wait or Terminating:Wait) until your custom action has been performed or when the timeout
period ends. The EC2 instance stays in a wait state for one hour by default, and then the Auto Scaling group
resumes the launch or terminate process (Pending: Proceed or Terminating:Proceed).

For example, during the scale-out event of your ASG, you want to make sure that new EC2 instances download
the latest code base from the repository and that your EC2 user data has completed before it starts accepting

traffic. You can use the Pending:Wait hook. This way, the new instances will be fully ready and will quickly pass
the load balancer health check when they are added as targets.

Another example: during the scale-in event of your ASG, suppose your instances upload data logs to S3 every
minute. You may want to pause the instance termination for a certain amount of time to allow the EC2 to
upload all data logs before it gets completely terminated.

The following diagram shows the transitions between the EC2 instance states with lifecycle hooks.

Auto Scaling group
I
o Scaliuu't
Pending —o——' Pending:Wait
InService «—E)—— Pending:Proceed

' EC2_INSTAMNCE_LAUNCHING
scale in I lifecyele hook

I Terminating:Wait '+ Terminating
|

EC2_INSTANCE_TERMINATING
lifecycle hook

e e e i i e et i
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DevOps Exam Notes:

During the paused state (either launch or terminate), you can do more than just run custom scripts or wait
for timeouts. CloudWatch Events receives the scaling action and you can define a CloudWatch Events Target
to invoke a Lambda function that can perform custom actions, have it send a notification to your email via
SNS, or trigger an SSM Run Command or SSM Automation to perform specific EC2 related tasks.

Sources:
https://docs.aws.amazon.com/autoscaling/ec2/userquide/lifecycle-hooks.html
https://docs.aws.amazon.com/cli/latest/reference/autoscaling/put-lifecycle-hook.html
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AWS CHEAT SHEETS

AWS Compute Services

Amazon Elastic Compute Cloud (EC2)

e A Linux-based/Windows-based/Mac-based virtual server that you can provision.

Features
e Server environments called instances.
e Package OS and additional installations in a reusable template called Amazon Machine Images
e Secure login information for your instances using key pairs
e Storage volumes for temporary data that are deleted when you STOP or TERMINATE your instance,

known as instance store volumes.
Persistent storage volumes for your data using Elastic Block Store volumes (see aws storage services).
Multiple physical locations for deploying your resources, such as instances and EBS volumes, known as
regions and Availability Zones (see AWS overview).

e A firewall that enables you to specify the protocols, ports, and source IP ranges that can reach your
instances using security groups (see aws networking and content delivery).

e Static IPv4 addresses for dynamic cloud computing, known as Elastic IP addresses (see aws
networking and content delivery).
Metadata, known as tags, that you can create and assign to your EC2 resources
Virtual networks you can create that are logically isolated from the rest of the AWS cloud, and that you
can optionally connect to your own network, known as virtual private clouds or VPCs (see aws
networking and content delivery).
Add a script that will be run on instance boot called user-data.
Host Recovery for Amazon EC2 automatically restarts your instances on a new host in the event of an
unexpected hardware failure on a Dedicated Host.

Instance states

e To prevent accidental termination, enable termination protection.

Root Device Volumes

e The root device volume contains the image used to boot the instance.
e Instance Store-backed Instances
o Any data on the instance store volumes is deleted when the instance is terminated (instance
store-backed instances do not support the Stop action) or if it fails (such as if an underlying
drive has issues).
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e Amazon EBS-backed Instances
o An Amazon EBS-backed instance can be stopped and later restarted without affecting data
stored in the attached volumes.
o By default, the root device volume for an AMI backed by Amazon EBS is deleted when the
instance terminates.

AMI

e Includes the following:
o A template for the root volume for the instance (0S, application server, and applications)
o Launch permissions that control which AWS accounts can use the AMI to launch instances
o A block device mapping that specifies the volumes to attach to the instance when it's launched

create —» ——register—»

tempiate for the
root volume

deregister

e You can copy AMs to different regions.
Pricing

e On-Demand - pay for the instances that you use by the second, with no long-term commitments or
upfront payments.

e Reserved - make a low, one-time, up-front payment for an instance, reserve it for a one- or three-year
term, and pay a significantly lower hourly rate for these instances.

e Spot - request unused EC2 instances, which can lower your costs significantly. Spot Instances are
available at up to a 90% discount compared to On-Demand prices.

Security

e Use IAM to control access to your instances (see AWS Security and Identity Service).
o 1AM policies
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o I|AMroles
Restrict access by only allowing trusted hosts or networks to access ports on your instance.
A security group acts as a virtual firewall that controls the traffic for one or more instances.
o Evaluates all the rules from all the security groups that are associated with an instance to
decide whether to allow traffic or not.
o By default, security groups allow all outbound traffic.
o Security group rules are always permissive; you can't create rules that deny access.
o Security groups are stateful
e You can replicate the network traffic from an EC2 instance within your Amazon VPC and forward that
traffic to security and monitoring appliances for content inspection, threat monitoring, and
troubleshooting.

Networking

e An Elastic IP address is a static IPv4 address designed for dynamic cloud computing. With it, you can
mask the failure of an instance or software by rapidly remapping the address to another instance in
your account.

e If you have not enabled auto-assign public IP address for your instance, you need to associate an
Elastic IP address with your instance to enable communication with the internet.

e An elastic network interface is a logical networking component in a VPC that represents a virtual
network card, which directs traffic to your instance

e Scale with EC2 Scaling Groups and distribute traffic among instances using Elastic Load Balancer.

Monitoring

e EC2 items to monitor

o CPU utilization, Network utilization, Disk performance, Disk Reads/Writes using EC2 metrics

o Memory utilization, disk swap utilization, disk space utilization, page file utilization, log
collection using a monitoring agent/CloudWatch Logs

e Automated monitoring tools include:

o System Status Checks - monitor the AWS systems required to use your instance to ensure they
are working properly. These checks detect problems with your instance that require AWS
involvement to repair.

o Instance Status Checks - monitor the software and network configuration of your individual
instance. These checks detect problems that require your involvement to repair.

o Amazon CloudWatch Alarms - watch a single metric over a time period you specify, and perform
one or more actions based on the value of the metric relative to a given threshold over a number
of time periods.

o Amazon CloudWatch Events - automate your AWS services and respond automatically to
system events.
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o Amazon CloudWatch Logs - monitor, store, and access your log files from Amazon EC2
instances, AWS CloudTrail, or other sources.
e Monitor your EC2 instances with CloudWatch. By default, EC2 sends metric data to CloudWatch in
5-minute periods.
e You can also enable detailed monitoring to collect data in 1-minute periods.

Instance Metadata and User Data

e Instance metadata is data about your instance that you can use to configure or manage the running
instance.

e View all categories of instance metadata from within a running instance at
http://169.254.169.254/latest/meta-data/

e Retrieve user data from within a running instance at http:/169.254.169.254/latest/user-data
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Amazon Elastic Container Registry (ECR)

e A managed AWS Docker registry service. Stores your Docker images that you can use to deploy on your
EC2, ECS, or Fargate deployments.

Features

e ECR supports Docker Registry HTTP API V2 allowing you to use Docker CLI commands or your
preferred Docker tools in maintaining your existing development workflow.
e You can transfer your container images to and from Amazon ECR via HTTPS.

Components

e Registry
o Aregistry is provided to each AWS account; you can create image repositories in your registry
and store images in them.
o The URL for your default registry is https://aws_account_id.dkr.ecr.region.amazonaws.com.
e Authorization token
o Your Docker client needs to authenticate to ECR registries as an AWS user before it can push
and pull images. The AWS CLI get-login command provides you with authentication credentials
to pass to Docker.
e Repository
o Animage repository contains your Docker images.
o ECR lifecycle policies enable you to specify the lifecycle management of images in a repository.
e Repository policy
o You can control access to your repositories and the images within them with repository policies.
e Image
o You can push and pull Docker images to your repositories. You can use these images locally on
your development system, or you can use them in ECS task definitions.
o You can replicate images in your private repositories across AWS regions.
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Amazon Elastic Container Service (ECS)

A container management service to run, stop, and manage Docker containers on a cluster.

ECS can be used to create a consistent deployment and build experience, manage, and scale batch and
Extract-Transform-Load (ETL) workloads, and build sophisticated application architectures on a
microservices model.

Features

e You can create ECS clusters within a new or existing VPC.
e After a cluster is up and running, you can define task definitions and services that specify which Docker
container images to run across your clusters.

Components

e Containers and Images
o Your application components must be architected to run in containers — containing everything
that your software application needs to run: code, runtime, system tools, system libraries, etc.
o Containers are created from a read-only template called an image.
e Task Components
o Task definitions specify various parameters for your application. It is a text file, in JSON format,
that describes one or more containers, up to a maximum of ten, that form your application.
o Task definitions are split into separate parts:
m Task family - the name of the task, and each family can have multiple revisions.
m |AM task role - specifies the permissions that containers in the task should have.
m Network mode - determines how the networking is configured for your containers.
m Container definitions - specify which image to use, how much CPU and memory the
container are allocated, and many more options.
e Tasks and Scheduling
o Atask s the instantiation of a task definition within a cluster. After you have created a task
definition for your application, you can specify the number of tasks that will run on your cluster.
m Each task that uses the Fargate launch type has its own isolation boundary and does not
share the underlying kernel, CPU resources, memory resources, or elastic network
interface with another task.
o You can upload a new version of your application task definition, and the ECS scheduler
automatically starts new containers using the updated image and stop containers running the
previous version.

e Clusters
o When you run tasks using ECS, you place them in a cluster, which is a logical grouping of
resources.

o Clusters can contain tasks using both the Fargate and EC2 launch types.

https://portal.tutorialsdojo.com/ 206



https://portal.tutorialsdojo.com/

TD Tutorials Dojo Study Guide and Cheat Sheets - AWS Certified DevOps Engineer Professional
by Jon Bonso and Kenneth Samonte

o When using the Fargate launch type with tasks within your cluster, ECS manages your cluster
resources.
o Enabling managed Amazon ECS cluster auto scaling allows ECS to manage the scale-in and
scale-out actions of the Auto Scaling group.
e Services
o ECS allows you to run and maintain a specified number of instances of a task definition
simultaneously in a cluster.
o In addition to maintaining the desired count of tasks in your service, you can optionally run your
service behind a load balancer.
o There are two deployment strategies in ECS:
m Rolling Update
m This involves the service scheduler replacing the current running version of the
container with the latest version.
Blue/Green Deployment with AWS CodeDeploy
m This deployment type allows you to verify a new deployment of a service before
sending production traffic to it.
m The service must be configured to use either an Application Load Balancer or
Network Load Balancer.
e Container Agent (AWS ECS Agent)
o The container agent runs on each infrastructure resource within an ECS cluster.
o It sends information about the resource's current running tasks and resource utilization to ECS,
and starts and stops tasks whenever it receives a request from ECS.
o Container agent is only supported on Amazon EC2 instances.

AWS Fargate

e You can use Fargate with ECS to run containers without having to manage servers or clusters of EC2
instances.
You no longer have to provision, configure, or scale clusters of virtual machines to run containers.
Fargate only supports container images hosted on Elastic Container Registry (ECR) or Docker Hub.

Task Definitions for Fargate Launch Type

e Fargate task definitions require that the network mode is set to awsvpc. The awsvpc network mode
provides each task with its own elastic network interface.

e Fargate task definitions only support the awslogs log driver for the log configuration. This configures
your Fargate tasks to send log information to Amazon CloudWatch Logs.

e Task storage is ephemeral. After a Fargate task stops, the storage is deleted.

Monitoring
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e You can configure your container instances to send log information to CloudWatch Logs. This enables
you to view different logs from your container instances in one convenient location.

e With CloudWatch Alarms, watch a single metric over a time period that you specify, and perform one or
more actions based on the value of the metric relative to a given threshold over a number of time
periods.

e Share log files between accounts, monitor CloudTrail log files in real time by sending them to
CloudWatch Logs.
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AWS Elastic Beanstalk

e Allows you to quickly deploy and manage applications in the AWS Cloud without worrying about the
infrastructure that runs those applications.

e Elastic Beanstalk automatically handles the details of capacity provisioning, load balancing, scaling,
and application health monitoring for your applications.
Elastic Beanstalk supports Docker containers.
Elastic Beanstalk Workflow

Lipdate \WVarsion

Create Upload Launch Manage

Application Version Environment Ernvironmeant

Dephoy Mew Version

e Your application’'s domain name is in the format:
subdomain.region.elasticbeanstalk.com

Elastic Beanstalk Concepts

e Application - a logical collection of Elastic Beanstalk components, including environments, versions,
and environment configurations. It is conceptually similar to a folder.

e Application Version - refers to a specific, labeled iteration of deployable code for a web application. An
application version points to an Amazon S3 object that contains the deployable code. Applications can
have many versions and each application version is unique.

e Environment - a version that is deployed on to AWS resources. Each environment runs only a single
application version at a time, however you can run the same version or different versions in many
environments at the same time.

e Environment Tier - determines whether Elastic Beanstalk provisions resources to support an
application that handles HTTP requests or an application that pulls tasks from a queue. An application
that serves HTTP requests runs in a web server environment. An environment that pulls tasks from an
Amazon SQS queue runs in a worker environment.

e Environment Configuration - identifies a collection of parameters and settings that define how an
environment and its associated resources behave.

Configuration Template - a starting point for creating unique environment configurations.
There is a limit to the number of application versions you can have. You can avoid hitting the limit by
applying an application version lifecycle policy to your applications to tell Elastic Beanstalk to delete
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application versions that are old, or to delete application versions when the total number of versions for
an application exceeds a specified number.
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AWS Lambda

A serverless compute service. Function-as-a-Service.

Lambda executes your code only when needed and scales automatically.

Lambda functions are stateless - no affinity to the underlying infrastructure.

You choose the amount of memory you want to allocate to your functions and AWS Lambda allocates
proportional CPU power, network bandwidth, and disk 1/0.

Components of a Lambda Application

Function - a script or program that runs in Lambda. Lambda passes invocation events to your function.
The function processes an event and returns a response.

Runtimes — Lambda runtimes allow functions in different languages to run in the same base execution
environment. The runtime sits in-between the Lambda service and your function code, relaying
invocation events, context information, and responses between the two.

Layers — Lambda layers are a distribution mechanism for libraries, custom runtimes, and other function
dependencies. Layers let you manage your in-development function code independently from the
unchanging code and resources that it uses.

Event source — an AWS service or a custom service that triggers your function and executes its logic.
Downstream resources — an AWS service that your Lambda function calls once it is triggered.

Log streams — While Lambda automatically monitors your function invocations and reports metrics to
CloudWatch, you can annotate your function code with custom logging statements that allow you to
analyze the execution flow and performance of your Lambda function.

AWS Serverless Application Model

Lambda Functions

You upload your application code in the form of one or more Lambda functions. Lambda stores code in
Amazon S3 and encrypts it at rest.

To create a Lambda function, you first package your code and dependencies in a deployment package.
Then, you upload the deployment package to create your Lambda function.

After your Lambda function is in production, Lambda automatically monitors functions on your behalf,
reporting metrics through Amazon CloudWatch.

Configure basic function settings including the description, memory usage, execution timeout, and role
that the function will use to execute your code.

Environment variables are always encrypted at rest, and can be encrypted in transit as well.

Versions and aliases are secondary resources that you can create to manage function deployment and
invocation.

A layer is a ZIP archive that contains libraries, a custom runtime, or other dependencies. Use layers to
manage your function's dependencies independently and keep your deployment package small.
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AWS Serverless Application Model (SAM)

An open-source framework for building serverless applications.

It provides shorthand syntax to express functions, APIs, databases, and event source mappings.

You create a JSON or YAML configuration template to model your applications.

During deployment, SAM transforms and expands the SAM syntax into AWS CloudFormation syntax.

Any resource that you can declare in an AWS CloudFormation template you can also declare in an AWS

SAM template.

e The SAM CLI provides a Lambda-like execution environment that lets you locally build, test, and debug
applications defined by SAM templates. You can also use the SAM CLI to deploy your applications to
AWS.

e You can use AWS SAM to build serverless applications that use any runtime supported by AWS
Lambda. You can also use SAM CLI to locally debug Lambda functions written in Node.js, Java, Python,
and Go.

e Commonly used SAM CLI commands

o The sam init command generates pre-configured AWS SAM templates.

o The sam local command supports local invocation and testing of your Lambda functions and
SAM-based serverless applications by executing your function code locally in a Lambda-like
execution environment.

o The sam package and sam deploy commands let you bundle your application code and

dependencies into a “deployment package" and then deploy your serverless application to the
AWS Cloud.
The sam logs command enables you to fetch, tail, and filter logs for Lambda functions.
The output of the sam publish command includes a link to the AWS Serverless Application
Repository directly to your application.

o Use sam validate to validate your SAM template.
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AWS Storage Services

Amazon EBS

Block level storage volumes for use with EC2 instances.
Well-suited for use as the primary storage for file systems, databases, or for any applications that
require fine granular updates and access to raw, unformatted, block-level storage.

e Well-suited to both database-style applications (random reads and writes), and to throughput-intensive
applications (long, continuous reads and writes).

Amazon EFS

e A fully-managed file storage service that makes it easy to set up and scale file storage in the Amazon
Cloud.

Features

e The service manages all the file storage infrastructure for you, avoiding the complexity of deploying,
patching, and maintaining complex file system configurations.
EFS supports the Network File System version 4 protocol.
Multiple Amazon EC2 instances can access an EFS file system at the same time, providing a common
data source for workloads and applications running on more than one instance or server.

e Moving your EFS file data can be managed simply with AWS DataSync - a managed data transfer
service that makes it faster and simpler to move data between on-premises storage and Amazon EFS.

Amazon S3

S3 stores data as objects within buckets.

An object consists of a file and optionally any metadata that describes that file.

A key is the unique identifier for an object within a bucket.

Storage capacity is virtually unlimited.

Good for storing static web content or media. Can be used to host static websites.

Buckets

e For each bucket, you can:
o Control access to it (create, delete, and list objects in the bucket)
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o View access logs for it and its objects
o Choose the geographical region where to store the bucket and its contents.
e Bucket name must be a unique DNS-compliant name.
o The name must be unique across all existing bucket names in Amazon S3.
o After you create the bucket you cannot change the name.
o The bucket name is visible in the URL that points to the objects that you're going to put in your
bucket.
e You can host static websites by configuring your bucket for website hosting.

Security

e Policies contain the following:
o Resources - buckets and objects
o Actions - set of operations
o Effect — can be either allow or deny. Need to explicitly grant allow to a resource.
o Principal - the account, service or user who is allowed access to the actions and resources in
the statement.
e Resource Based Policies
o Bucket Policies
m Provides centralized access control to buckets and objects based on a variety of
conditions, including S3 operations, requesters, resources, and aspects of the request
(e.g., IP address).
m Can either add or deny permissions across all (or a subset) of objects within a bucket.
m |AM users need additional permissions from root account to perform bucket operations.
m Bucket policies are limited to 20 KB in size.
o User Policies
AWS IAM (see AWS Security and Identity Services)
m |AM User Access Keys
m Temporary Security Credentials
e Versioning
o Use versioning to keep multiple versions of an object in one bucket.
o Versioning protects you from the consequences of unintended overwrites and deletions.
o You can also use versioning to archive objects so you have access to previous versions.
o Since versioning is disabled by default, you need to EXPLICITLY enable it.
e Encryption
o Server-side Encryption using
m Amazon S3-Managed Keys (SSE-S3)
m  AWS KMS-Managed Keys (SSE-KMS)
m Customer-Provided Keys (SSE-C)
o Client-side Encryption using
m  AWS KMS-managed customer master key
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m client-side master key
e MFA Delete
o MFA delete grants additional authentication for either of the following operations:
m Change the versioning state of your bucket
m Permanently delete an object version
e (Cross-Account Access
o You can provide another AWS account access to an object that is stored in an Amazon Simple
Storage Service (Amazon S3) bucket. These are the methods on how to grant cross-account
access to objects that are stored in your own Amazon S3 bucket:
e Monitoring
o Automated monitoring tools to watch S3:

m  Amazon CloudWatch Alarms — Watch a single metric over a time period that you specify,
and perform one or more actions based on the value of the metric relative to a given
threshold over a number of time periods.

m AWS CloudTrail Log Monitoring — Share log files between accounts, monitor CloudTrail
log files in real time by sending them to CloudWatch Logs, write log processing
applications in Java, and validate that your log files have not changed after delivery by
CloudTrail.

o Only certain S3 events are recorded on CloudTrail Event History. For Object level events you
enable server access logging for an S3 bucket
e S3 Events Notification
o To enable notifications, add a notification configuration identifying the events to be published,
and the destinations where to send the event notifications.
o Can publish following events:

m A new object created event

m An object removal event

m A Reduced Redundancy Storage (RRS) object lost event

o Supports the following destinations for your events:

m Amazon Simple Notification Service (Amazon SNS) topic

m Amazon Simple Queue Service (Amazon SQS) queue

m AWS Lambda
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Amazon S3 Bucket Policies for VPC Endpoints
What are VPC endpoints?

A VPC endpoint is what you use to privately connect your VPC to supported AWS services, such as Amazon S3.
It adds a gateway entry in your VPC’s route table so that communication between your AWS resources, such as
Amazon EC2 instances, and your S3 bucket pass through the gateway instead of the public internet. As a
result, VPC endpoint is a regional service. You should create the endpoint in the same region as the VPC you
want to link it to.

VPC endpoints are best used when you have compliance requirements or sensitive information stored in S3
that should not leave the Amazon network. A VPC endpoint is also a better option for private network
connections in AWS, as compared to using a VPN solution or a NAT solution since it is easier to setup and
offers you more network bandwidth at your disposal.
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AWS Database Services

Amazon Aurora

A fully managed relational database engine that's compatible with MySQL and PostgreSQL.
With some workloads, Aurora can deliver up to five times the throughput of MySQL and up to three
times the throughput of PostgreSQL.

e Aurora includes a high-performance storage subsystem. The underlying storage grows automatically as
needed, up to 64 terabytes. The minimum storage is 10GB.

e DB Clusters

o An Aurora DB cluster consists of one or more DB instances and a cluster volume that manages
the data for those DB instances.

o An Aurora cluster volume is a virtual database storage volume that spans multiple AZs, with
each AZ having a copy of the DB cluster data.

o Cluster Types:

m Primary DB instance — Supports read and write operations, and performs all of the data
modifications to the cluster volume. Each Aurora DB cluster has one primary DB
instance.

m Aurora Replica — Connects to the same storage volume as the primary DB instance and
supports only read operations. Each Aurora DB cluster can have up to 15 Aurora Replicas
in addition to the primary DB instance. Aurora automatically fails over to an Aurora
Replica in case the primary DB instance becomes unavailable. You can specify the
failover priority for Aurora Replicas. Aurora Replicas can also offload read workloads
from the primary DB instance.

e Aurora Multi Master

o The feature is available on Aurora MySQL 5.6

o Allows you to create multiple read-write instances of your Aurora database across multiple
Availability Zones, which enables uptime-sensitive applications to achieve continuous write
availability through instance failure.

o Inthe event of instance or Availability Zone failures, Aurora Multi-Master enables the Aurora
database to maintain read and write availability with zero application downtime. There is no
need for database failovers to resume write operations.

e Monitoring

o Subscribe to Amazon RDS events to be notified when changes occur with a DB instance, DB

cluster, DB cluster snapshot, DB parameter group, or DB security group.

Database log files

RDS Enhanced Monitoring — Look at metrics in real time for the operating system.

RDS Performance Insights monitors your Amazon RDS DB instance load so that you can analyze
and troubleshoot your database performance.

o Use CloudWatch Metrics, Alarms and Logs
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Amazon DynamoDB

NoSQL database service that provides fast and predictable performance with seamless scalability.
Offers encryption at rest.
You can create database tables that can store and retrieve any amount of data, and serve any level of
request traffic.

e You can scale up or scale down your tables' throughput capacity without downtime or performance
degradation, and use the AWS Management Console to monitor resource utilization and performance
metrics.

Core Components

e Tables - a collection of items

o DynamoDB stores data in a table, which is a collection of data.

o Are schemaless.

o There is an initial limit of 256 tables per region.

e Items - a collection of attributes

o DynamoDB uses primary keys to uniquely identify each item in a table and secondary indexes
to provide more querying flexibility.

o Each table contains zero or more items.

e Attributes - a fundamental data element

o DynamoDB supports nested attributes up to 32 levels deep.

e Primary Key - uniquely identifies each item in the table, so that no two items can have the same key.
Must be scalar.

o Partition key - a simple primary key, composed of one attribute.

o Partition key and sort key (composite primary key) - composed of two attributes.

o DynamoDB uses the partition key value as input to an internal hash function. The output from
the hash function determines the partition in which the item will be stored. All items with the
same partition key are stored together, in sorted order by sort key value. If no sort key is used,
no two items can have the same partition key value.

e Secondary Indexes - lets you query the data in the table using an alternate key, in addition to queries
against the primary key.

o You can create one or more secondary indexes on a table.

o Two kinds of indexes:

m Global secondary index — An index with a partition key and sort key that can be different
from those on the table.

m Local secondary index — An index that has the same partition key as the table, but a
different sort key.

o You can define up to 20 global secondary indexes and 5 local secondary indexes per table.
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DynamoDB Accelerator (DAX)

DAX is a fully managed, highly available, in-memory cache for DynamoDB.
DynamoDB Accelerator (DAX) delivers microsecond response times for accessing eventually
consistent data.

e It requires only minimal functional changes to use DAX with an existing application since it is
API-compatible with DynamoDB.

e Forread-heavy or bursty workloads, DAX provides increased throughput and potential cost savings by
reducing the need to overprovision read capacity units.
DAX lets you scale on-demand.
DAX is fully managed. You no longer need to do hardware or software provisioning, setup and
configuration, software patching, operating a reliable, distributed cache cluster, or replicating data over
multiple instances as you scale.
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Lambda Integration With Amazon DynamoDB Streams

e Amazon DynamoDB is integrated with AWS Lambda so that you can create triggers, which are pieces of
code that automatically respond to events in DynamoDB Streams. With triggers, you can build
applications that react to data modifications in DynamoDB tables.
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e After you enable DynamoDB Streams on a table, associate the DynamoDB table with a Lambda
function. AWS Lambda polls the stream and invokes your Lambda function synchronously when it
detects new stream records.
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Create trigger - axisting function
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e Configure the StreamSpecification you want for your DynamoDB Streams:
o StreamEnabled (Boolean) - indicates whether DynamoDB Streams is enabled (true) or disabled
(false) on the table.
o StreamViewType (string) - when an item in the table is modified, StreamViewType determines
what information is written to the stream for this table. Valid values for StreamViewType are:
m  KEYS_ONLY - Only the key attributes of the modified items are written to the stream.
m  NEW_IMAGE - The entire item, as it appears after it was modified, is written to the
stream.
m OLD_IMAGE - The entire item, as it appeared before it was modified, is written to the
stream.
m NEW_AND_OLD_IMAGES - Both the new and the old item images of the items are written

to the stream.
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Sources:
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Streams.Lambda.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_StreamSpecification.html
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Amazon RDS

Supports Aurora, MySQL, MariaDB, PostgreSQL, Oracle, Microsoft SQL Server.

You can get high availability with a primary instance and a synchronous secondary instance that you
can fail over to when problems occur. You can also use MySQL, MariaDB, or PostgreSQL Read Replicas
to increase read scaling.

e You can select the computation and memory capacity of a DB instance, determined by its DB instance
class. If your needs change over time, you can change DB instances.

e Each DB instance has minimum and maximum storage requirements depending on the storage type
and the database engine it supports.

e You can run your DB instance in several AZs, an option called a Multi-AZ deployment. Amazon
automatically provisions and maintains a secondary standby DB instance in a different AZ. Your
primary DB instance is synchronously replicated across AZs to the secondary instance to provide data
redundancy, failover support, eliminate I/0 freezes, and minimize latency spikes during system
backups.

Security

e Security Groups
o DB Security Groups - controls access to a DB instance that is not in a VPC. By default, network
access is turned off to a DB instance. This SG is for the EC2-Classic platform.
o VPC Security Groups - controls access to a DB instance inside a VPC. This SG is for the
EC2-VPC platform.
o [EC2 Security Groups - controls access to an EC2 instance and can be used with a DB instance.

e Aresource owner is the AWS account that created a resource. That is, the resource owner is the AWS
account of the principal entity (the root account, an IAM user, or an IAM role) that authenticates the
request that creates the resource.

e A permissions policy describes who has access to what. Policies attached to an IAM identity are
identity-based policies (IAM policies) and policies attached to a resource are resource-based policies.
Amazon RDS supports only identity-based policies (IAM policies).

e MySQL and PostgreSQL both support IAM database authentication.

High Availability using Multi-AZ

e Multi-AZ deployments for Oracle, PostgreSQL, MySQL, and MariaDB DB instances use Amazon's
failover technology. SQL Server DB instances use SQL Server Mirroring.
e The primary DB instance switches over automatically to the standby replica if any of the following
conditions occur:
o An Availability Zone outage
o The primary DB instance fails
o The DB instance's server type is changed
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o The operating system of the DB instance is undergoing software patching
o A manual failover of the DB instance was initiated using Reboot with failover

Read Replicas

Updates made to the source DB instance are asynchronously copied to the Read Replica.
You can reduce the load on your source DB instance by routing read queries from your applications to
the Read Replica.

e You can elastically scale out beyond the capacity constraints of a single DB instance for read-heavy
database workloads.

e You can create a Read Replica that has a different storage type from the source DB instance.

Backups and Restores

e Your DB instance must be in the ACTIVE state for automated backups to occur. Automated backups
and automated snapshots don't occur while a copy is executing in the same region for the same DB
instance.

e The first snapshot of a DB instance contains the data for the full DB instance. Subsequent snapshots of
the same DB instance are incremental.

e The default backup retention period is one day if you create the DB instance using the RDS API or the
AWS CLI, or seven days if you used the AWS Console.

Manual snapshot limits are limited to 100 per region.
You can copy a snapshot within the same AWS Region, you can copy a snapshot across AWS Regions,
and you can copy a snapshot across AWS accounts.

e When you restore a DB instance to a point in time, the default DB parameter and default DB security
group is applied to the new DB instance.
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AWS Networking & Content Delivery

Amazon API Gateway

Enables developers to create, publish, maintain, monitor, and secure APIs at any scale.

Allows creating, deploying, and managing a RESTful API to expose backend HTTP endpoints, Lambda
functions, or other AWS services.

Together with Lambda, APl Gateway forms the app-facing part of the AWS serverless infrastructure.
Concepts

o

API deployment - a point-in-time snapshot of your API Gateway API resources and methods. To
be available for clients to use, the deployment must be associated with one or more API stages.
API endpoints - host names APIs in API Gateway, which are deployed to a specific region and of
the format: rest-api-id.execute-api.region.amazonaws.com
API key - An alphanumeric string that API Gateway uses to identify an app developer who uses
your API.
API stage - A logical reference to a lifecycle state of your API. API stages are identified by API ID
and stage name.
Model - Data schema specifying the data structure of a request or response payload.
Private API - An API that is exposed through interface VPC endpoints and isolated from the
public internet
Private integration - An API Gateway integration type for a client to access resources inside a
customer's VPC through a private API endpoint without exposing the resources to the public
internet.
Proxy integration - You can set up a proxy integration as an HTTP proxy integration type or a
Lambda proxy integration type.

m For the HTTP proxy integration, APl Gateway passes the entire request and response

between the frontend and an HTTP backend.
m For the Lambda proxy integration, APl Gateway sends the entire request as an input to a
backend Lambda function.

Usage plan - Provides selected API clients with access to one or more deployed APIs. You can
use a usage plan to configure throttling and quota limits, which are enforced on individual client
API keys.

Features

o

API| Gateway can execute Lambda code in your account, start Step Functions state machines, or
make calls to Elastic Beanstalk, EC2, or web services outside of AWS with publicly accessible
HTTP endpoints.

API Gateway helps you define plans that meter and restrict third-party developer access to your
APlIs.

API Gateway helps you manage traffic to your backend systems by allowing you to set throttling
rules based on the number of requests per second for each HTTP method in your APlIs.
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o You can set up a cache with customizable keys and time-to-live in seconds for your API data to
avoid hitting your backend services for each request.

API Gateway lets you run multiple versions of the same API simultaneously with API Lifecycle.
After you build, test, and deploy your APIs, you can package them in an API Gateway usage plan
and sell the plan as a Software as a Service (SaaS) product through AWS Marketplace.

o API Gateway offers the ability to create, update, and delete documentation associated with each
portion of your API, such as methods and resources.

o Amazon API Gateway offers general availability of HTTP APIs, which gives you the ability to
route requests to private ELBs and IP-based services registered in AWS CloudMap such as ECS
tasks. Previously, HTTP APIs enabled customers to only build APIs for their serverless
applications or to proxy requests to HTTP endpoints.

e All of the APIs created expose HTTPS endpoints only. API Gateway does not support unencrypted
(HTTP) endpoints.
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Amazon Route 53

e A highly available and scalable Domain Name System (DNS) web service used for domain registration,
DNS routing, and health checking.

Routing Internet Traffic to your Website or Web Application

e Use the Route 53 console to register a domain name and configure Route 53 to route internet traffic to
your website or web application.
e After you register your domain name, Route 53 automatically creates a public hosted zone that has the
same name as the domain.
e To route traffic to your resources, you create records, also known as resource record sets, in your
hosted zone.
e You can create special Route 53 records, called alias records, that route traffic to S3 buckets,
CloudFront distributions, and other AWS resources.
e Eachrecord includes information about how you want to route traffic for your domain, such as:
o Name - name of the record corresponds with the domain name or subdomain name that you
want Route 53 to route traffic for.
o Type - determines the type of resource that you want traffic to be routed to.
o Value

Route 53 Health Checks

o Create a health check and specify values that define how you want the health check to work,
such as:
m The IP address or domain name of the endpoint that you want Route 53 to monitor.
m The protocol that you want Route 53 to use to perform the check: HTTP, HTTPS, or TCP.
m The request interval you want Route 53 to send a request to the endpoint.
m How many consecutive times the endpoint must fail to respond to requests before Route
53 considers it unhealthy. This is the failure threshold.
You can configure a health check to check the health of one or more other health checks.
You can configure a health check to check the status of a CloudWatch alarm so that you can be
notified on the basis of a broad range of criteria.

Know the following Concepts

e Domain Registration Concepts - domain name, domain registrar, domain registry, domain reseller,
top-level domain
e DNS Concepts
o Alias record - a type of record that you can create to route traffic to AWS resources.
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o

o

o

Hosted zone - a container for records, which includes information about how to route traffic for
a domain and all of its subdomains.

Name servers - servers in the DNS that help to translate domain names into the IP addresses
that computers use to communicate with one another.

Record (DNS record) - an object in a hosted zone that you use to define how you want to route
traffic for the domain or a subdomain.

Routing policy - policy on how to redirect users based on configured routing policy

Subdomain - name below the zone apex. Example: portal.tutorialsdojo.com

Time to live (TTL) - time that the DNS record is cached by querying servers.

e Health Checking Concepts

o

Records

DNS failover - a method for routing traffic away from unhealthy resources and to healthy
resources.

Endpoint - the URL or endpoint on which the health check will be performed.

Health check - the metric on which to determine if an endpoint is healthy or not.

e Create records in a hosted zone. Records define where you want to route traffic for each domain name
or subdomain name. The name of each record in a hosted zone must end with the name of the hosted

zone.

e Alias Records

o

Route 53 alias records provide a Route 53—specific extension to DNS functionality. Alias records
let you route traffic to selected AWS resources. They also let you route traffic from one record in
a hosted zone to another record.

You can create an alias record at the top node of a DNS namespace, also known as the zone
apex.

e CNAME Record

o

You cannot create an alias record at the top node (zone apex) of a DNS namespace using a
CNAME record.
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AWS Elastic Load Balancing (ELB)

e Distributes incoming application or network traffic across multiple targets, such as EC2 instances,
containers (ECS), Lambda functions, and IP addresses, in multiple Availability Zones.

e When you create a load balancer, you must specify one public subnet from at least two Availability
Zones. You can specify only one public subnet per Availability Zone.

General features

Accepts incoming traffic from clients and routes requests to its registered targets.

Monitors the health of its registered targets and routes traffic only to healthy targets.

Cross Zone Load Balancing - when enabled, each load balancer node distributes traffic across the
registered targets in all enabled AZs.

Three Types of Load Balancers

Application Load Balancer

Network Load Balancer

Classic load Balancer

Slow Start Mode gives targets time to warm up before the load balancer sends them a full share of

requests.

e Sticky sessions route requests to the same target in a target group. You enable sticky sessions at the
target group level. You can also set the duration for the stickiness of the load balancer-generated
cookie, in seconds. Useful if you have stateful applications.

e Health checks verify the status of your targets. The statuses for a registered target are:
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AWS Security & Identity Services

Amazon GuardDuty

An intelligent threat detection service. It analyzes billions of events across your AWS accounts from
AWS CloudTrail (AWS user and API activity in your accounts), Amazon VPC Flow Logs (network traffic
data), and DNS Logs (name query patterns).

GuardDuty is a regional service.

Threat detection categories

o Reconnaissance -- Activity suggesting reconnaissance by an attacker, such as unusual API
activity, intra-VPC port scanning, unusual patterns of failed login requests, or unblocked port
probing from a known bad IP.

o Instance compromise -- Activity indicating an instance compromise, such as cryptocurrency
mining, backdoor command and control activity, malware using domain generation algorithms,
outbound denial of service activity, unusually high volume of network traffic, unusual network
protocols, outbound instance communication with a known malicious IP, temporary Amazon
EC2 credentials used by an external IP address, and data exfiltration using DNS.

o Account compromise - Common patterns indicative of account compromise include API calls
from an unusual geolocation or anonymizing proxy, attempts to disable AWS CloudTrail logging,
changes that weaken the account password policy, unusual instance or infrastructure launches,
infrastructure deployments in an unusual region, and API calls from known malicious IP
addresses.

Amazon GuardDuty provides three severity levels (Low, Medium, and High) to allow you to prioritize
response to potential threats.
CloudTrail Event Source

o Currently, GuardDuty only analyzes CloudTrail management events. (Read about types of
CloudTrail trails for more information)

o GuardDuty processes all CloudTrail events that come into a region, including global events that
CloudTrail sends to all regions, such as AWS IAM, AWS STS, Amazon CloudFront, and Route 53.

VPC Flow Logs Event Source

o VPC Flow Logs capture information about the IP traffic going to and from Amazon EC2 network

interfaces in your VPC.
DNS Logs Event Source

o If you use AWS DNS resolvers for your EC2 instances (the default setting), then GuardDuty can
access and process your request and response DNS logs through the internal AWS DNS
resolvers. Using other DNS resolvers will not provide GuardDuty access to its DNS logs.

GuardDuty vs Macie

o Amazon GuardDuty provides broad protection of your AWS accounts, workloads, and data by
helping to identify threats such as attacker reconnaissance, instance compromise, and account
compromise. Amazon Macie helps you protect your data in Amazon S3 by helping you classify
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what data you have, the value that data has to the business, and the behavior associated with
access to that data.
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Amazon Inspector

e An automated security assessment service that helps you test the network accessibility of your EC2
instances and the security state of your applications running on the instances.
e Inspector uses IAM service-linked roles.

Features

e Inspector provides an engine that analyzes system and resource configuration and monitors activity to
determine what an assessment target looks like, how it behaves, and its dependent components. The
combination of this telemetry provides a complete picture of the assessment target and its potential
security or compliance issues.

e Inspector incorporates a built-in library of rules and reports. These include checks against best
practices, common compliance standards and vulnerabilities.

e Automate security vulnerability assessments throughout your development and deployment pipeline or
against static production systems.

e Inspector is an API-driven service that uses an optional agent, making it easy to deploy, manage, and
automate.

Concepts

e Inspector Agent - A software agent that you can install on all EC2 instances that are included in the
assessment target, the security of which you want to evaluate with Inspector.
e Assessment run - The process of discovering potential security issues through the analysis of your
assessment target's configuration and behavior against specified rules packages.
e Assessment target - A collection of AWS resources that work together as a unit to help you accomplish
your business goals. Inspector assessment targets can consist only of EC2 instances.
e Assessment template - A configuration that is used during your assessment run, which includes
o Rules packages against which you want Inspector to evaluate your assessment target,
o The duration of the assessment run,
o Amazon SNS topics to which you want Inspector to send notifications about assessment run
states and findings,
o Inspector-specific attributes (key-value pairs) that you can assign to findings generated by the
assessment run that uses this assessment template.
o After you create an assessment template, you can't modify it.
Finding - A potential security issue discovered during the assessment run of the specified target.
Rule - A security check performed during an assessment run. When a rule detects a potential security
issue, Inspector generates a finding that describes the issue.
Rules package - A collection of rules that corresponds to a security goal that you might have.
Telemetry - EC2 instance data collected by Inspector during an assessment run and passed to the
Inspector service for analysis.
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e The telemetry data generated by the Inspector Agent during assessment runs is formatted in JSON files
and delivered in near-real-time over TLS to Inspector, where it is encrypted with a per-assessment-run,
ephemeral KMS-derived key and securely stored in an S3 bucket dedicated for the service.

Assessment Reports

e A document that details what is tested in the assessment run, and the results of the assessment.
e You can view the following types of assessment reports:
o Findings report - this report contains the following information:
m Executive summary of the assessment
m EC2instances evaluated during the assessment run
m Rules packages included in the assessment run
m Detailed information about each finding, including all EC2 instances that had the finding
o Full report - this report contains all the information that is included in a findings report, and
additionally provides the list of rules that passed on all instances in the assessment target.
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Amazon Macie

e A security service that uses machine learning to automatically discover, classify, and protect sensitive
data in AWS. Macie recognizes sensitive data such as personally identifiable information (PII) or
intellectual property.

e Amazon Macie allows you to achieve the following:

o Identify and protect various data types, including PIl, PHI, regulatory documents, API keys, and
secret keys

Verify compliance with automated logs that allow for instant auditing

Identify changes to policies and access control lists

Observe changes in user behavior and receive actionable alerts

Receive notifications when data and account credentials leave protected zones

o Detect when large quantities of business-critical documents are shared internally and externally

e Concepts

o An Alert is a notification about a potential security issue that Macie discovers. Alerts appear on
the Macie console and provide a comprehensive narrative about all activity that occurred over
the last 24 hours.

m Basic alerts — Alerts that are generated by the security checks that Macie performs.
There are two types of basic alerts in Macie:

m Managed (curated by Macie) basic alerts that you can't modify. You can only
enable or disable the existing managed basic alerts.
m Custom basic alerts that you can create and modify to your exact specifications.

m Predictive alerts — Automatic alerts based on activity in your AWS infrastructure that
deviates from the established normal activity baseline. More specifically, Macie
continuously monitors IAM user and role activity in your AWS infrastructure and builds a
model of the normal behavior. It then looks for deviations from that normal baseline, and
when it detects such activity, it generates automatic predictive alerts.

o Data source is the origin or location of a set of data.

m AWS CloudTrail event logs and errors, including Amazon S3 object-level API activity. You
can't modify existing or add new CloudTrail events to the list that Macie manages. You
can enable or disable the supported CloudTrail events, thus instructing Macie to either
include or exclude them in its data security process.

m  Amazon S3 objects. You can integrate Macie with your S3 buckets and/or specify S3
prefixes

o User, in the context of Macie, a user is the AWS Identity and Access Management (IAM) identity
that makes the request.

O O O O
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AWS Identity & Access Management (IAM)

Control who is authenticated (signed in) and authorized (has permissions) to use resources.
AWS account root user is a single sign-in identity that has complete access to all AWS services and
resources in the account.

e Features

o You can grant other people permission to administer and use resources in your AWS account

without having to share your password or access key.

You can grant different permissions to different people for different resources.

You can use IAM features to securely provide credentials for applications that run on EC2
instances which provide permissions for your applications to access other AWS resources.

You can add two-factor authentication to your account and to individual users for extra security.
You can allow users to use identity federation to get temporary access to your AWS account.
You receive AWS CloudTrail log records that include information about IAM identities who made
requests for resources in your account.

o You use an access key (an access key ID and secret access key) to make programmatic
requests to AWS. An Access Key ID and Secret Access Key can only be uniquely generated once
and must be regenerated if lost.

o You can generate and download a credential report that lists all users on your AWS account. The
report also shows the status of passwords, access keys, and MFA devices.

e Users

o |AM Users

m Instead of sharing your root user credentials with others, you can create individual IAM
users within your account that correspond to users in your organization. |AM users are
not separate accounts; they are users within your account.

m Each user can have its own password for access to the AWS Management Console. You
can also create an individual access key for each user so that the user can make
programmatic requests to work with resources in your account.

m By default, a brand new IAM user has NO permissions to do anything.

m Users are global entities.

o Federated Users

m If the users in your organization already have a way to be authenticated, you can federate
those user identities into AWS.
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o |AM Groups

m  An|AM group is a collection of IAM users.

m You can organize IAM users into IAM groups and attach access control policies to a
group.

m A user can belong to multiple groups.

m Groups cannot belong to other groups.

m Groups do not have security credentials, and cannot access web services directly.

o |AMRole

m Arole does not have any credentials associated with it.

m  AnIAM user can assume a role to temporarily take on different permissions for a
specific task. A role can be assigned to a federated user who signs in by using an
external identity provider instead of IAM.

m AWS service role is a role that a service assumes to perform actions in your account on
your behalf. This service role must include all the permissions required for the service to
access the AWS resources that it needs.

m AWS service role for an EC2 instance is a special type of service role that a
service assumes to launch an EC2 instance that runs your application. This role
is assigned to the EC2 instance when it is launched.

m AWS service-linked role is a unique type of service role that is linked directly to an
AWS service. Service-linked roles are predefined by the service and include all the
permissions that the service requires to call other AWS services on your behalf.

m Aninstance profile is a container for an IAM role that you can use to pass role
information to an EC2 instance when the instance starts.

o Users or groups can have multiple policies attached to them that grant different permissions.
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You're creating an application that
runs on an Amazon EC2 instance
and that application makes
requests to AWS.

You created an AWS account and
you're the only person who works
in your account.

' Other people in your group need to

You're creating an app that runs
on a mobile phone and that makes
requests to AWS.

work in your AWS account, and your
group is using no other identity
mechanism.

You want to use the command-line Users in your comapany are

interface to work with AWS. authenticated in your corporate
network and want to be able to use
AWS without having no sign in again
(federate into AWS)

Q) Tutorials Dojo
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AWS Key Management Service

e A managed service that enables you to easily encrypt your data. KMS provides a highly available key
storage, management, and auditing solution for you to encrypt data within your own applications and
control the encryption of stored data across AWS services.

Features

e KMS is integrated with CloudTrail, which provides you the ability to audit who used which keys, on
which resources, and when.
e Customer master keys (CMKs) are used to control access to data encryption keys that encrypt and

decrypt your data.
e You can choose to have KMS automatically rotate master keys created within KMS once per year
without the need to re-encrypt data that has already been encrypted with your master key.

Concepts

e Customer Master Keys (CMKs) - You can use a CMK to encrypt and decrypt up to 4 KB of data.
Typically, you use CMKs to generate, encrypt, and decrypt the data keys that you use outside of KMS to
encrypt your data. Master keys are 256-bits in length.

e There are three types of CMKs:

Type of CMK Can view Can manage Used only for my AWS account
Customer managed Yes Yes Yes
CMK
AWS managed CMK Yes No Yes
AWS owned CMK No No No

o Customer managed CMKs are CMKs that you create, own, and manage. You have full control
over these CMKs, including establishing and maintaining their key policies, IAM policies, and
grants, enabling and disabling them, rotating their cryptographic material, adding tags, creating
aliases that refer to the CMK, and scheduling the CMKs for deletion.

o AWS managed CMKs are CMKs in your account that are created, managed, and used on your
behalf by an AWS service that integrates with KMS. You can view the AWS managed CMKs in
your account, view their key policies, and audit their use in CloudTrail logs. However, you cannot
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manage these CMKs or change their permissions. And, you cannot use AWS managed CMKs in
cryptographic operations directly; the service that creates them uses them on your behalf.

o AWS owned CMKs are not in your AWS account. They are part of a collection of CMKs that AWS
owns and manages for use in multiple AWS accounts. AWS services can use AWS owned CMKs
to protect your data. You cannot view, manage, or use AWS owned CMKSs, or audit their use.
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AWS Secrets Manager

e A secret management service that enables you to easily rotate, manage, and retrieve database
credentials, API keys, and other secrets throughout their lifecycle.
e Features
o AWS Secrets Manager encrypts secrets at rest using encryption keys that you own and store in
AWS Key Management Service [customer managed keys]. When you retrieve a secret, Secrets
Manager decrypts the secret and transmits it securely over TLS to your local environment.
o You can rotate secrets on a schedule or on demand by using the Secrets Manager console, AWS
SDK, or AWS CLI.
o Secrets Manager natively supports rotating credentials for databases hosted on Amazon RDS
and Amazon DocumentDB and clusters hosted on Amazon Redshift.
o You can extend Secrets Manager to rotate other secrets, such as credentials for Oracle
databases hosted on EC2 or OAuth refresh tokens, by using custom AWS Lambda functions.
e A secret consists of a set of credentials (username and password), and the connection details used to
access a secured service.
e A secret can contain versions:
o Although you typically only have one version of the secret active at a time, multiple versions can
exist while you rotate a secret on the database or service. Whenever you change the secret,
Secrets Manager creates a new version.
Each version holds a copy of the encrypted secret value.
Each version can have one or more staging labels attached identifying the stage of the secret
rotation cycle.
e Supported Secrets
o Database credentials, on-premises resource credentials, SaaS application credentials,
third-party API keys, and SSH keys.
o You can also store JSON documents.
e To retrieve secrets, you simply replace secrets in plain text in your applications with code to pull in
those secrets programmatically using the Secrets Manager APIs.
Secrets can be cached on the client side, and updated only during a secret rotation.
During the secret rotation process, Secrets Manager tracks the older credentials, as well as the new
credentials you want to start using, until the rotation completes. It tracks these different versions by
using staging labels.
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AWS Management Tools

Amazon CloudWatch

Monitoring tool for your AWS resources and applications.
Display metrics and create alarms that watch the metrics and send notifications or automatically make
changes to the resources you are monitoring when a threshold is breached.

e CloudWatch is basically a metrics repository. An AWS service, such as Amazon EC2, puts metrics into
the repository and you retrieve statistics based on those metrics. If you put your own custom metrics
into the repository, you can retrieve statistics on these metrics as well.

e CloudWatch does not aggregate data across regions. Therefore, metrics are completely separate
between regions.

e CloudWatch Concepts

o Namespaces - a container for CloudWatch metrics.

m There is no default namespace.

m The AWS namespaces use the following naming convention: AWS/service.

o Metrics - represents a time-ordered set of data points that are published to CloudWatch.

m Exists only in the region in which they are created.

m By default, several services provide free metrics for resources. You can also enable
detailed monitoring, or publish your own application metrics.

m Metric math enables you to query multiple CloudWatch metrics and use math
expressions to create new time series based on these metrics.

m Important note for EC2 metrics: CloudWatch does not collect memory utilization and
disk space usage metrics right from the get go. You need to install CloudWatch Agent in
your instances first to retrieve these metrics.

o Dimensions - a name/value pair that uniquely identifies a metric.

m  You can assign up to 10 dimensions to a metric.

m  Whenever you add a unique dimension to one of your metrics, you are creating a new
variation of that metric.

o Statistics - metric data aggregations over specified periods of time.

m Each statistic has a unit of measure. Metric data points that specify a unit of measure
are aggregated separately.

m You can specify a unit when you create a custom metric. If you do not specify a unit,
CloudWatch uses None as the unit.

m A period is the length of time associated with a specific CloudWatch statistic. The
default value is 60 seconds.

m CloudWatch aggregates statistics according to the period length that you specify when
retrieving statistics.

m For large datasets, you can insert a pre-aggregated dataset called a statistic set.
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e Alarms - watches a single metric over a specified time period, and performs one or more specified
actions, based on the value of the metric relative to a threshold over time.

o You can create an alarm for monitoring CPU usage and load balancer latency, for managing
instances, and for billing alarms.

When an alarm is on a dashboard, it turns red when it is in the ALARM state.
Alarms invoke actions for sustained state changes only.
Alarm States

m  OK—The metric or expression is within the defined threshold.

m  ALARM-—The metric or expression is outside of the defined threshold.

m INSUFFICIENT_DATA—The alarm has just started, the metric is not available, or not
enough data is available for the metric to determine the alarm state.

o You can also monitor your estimated AWS charges by using Amazon CloudWatch Alarms.
However, take note that you can only track the estimated AWS charges in CloudWatch and not
the actual utilization of your resources. Remember that you can only set coverage targets for
your reserved EC2 instances in AWS Budgets or Cost Explorer, but not in CloudWatch.

o When you create an alarm, you specify three settings:

m Period is the length of time to evaluate the metric or expression to create each individual
data point for an alarm. It is expressed in seconds.

m Evaluation Period is the number of the most recent periods, or data points, to evaluate
when determining alarm state.

m Datapoints to Alarm is the number of data points within the evaluation period that must
be breaching to cause the alarm to go to the ALARM state. The breaching data points do
not have to be consecutive, they just must all be within the last number of data points
equal to Evaluation Period.

CloudWatch Dashboard

o Customizable home pages in the CloudWatch console that you can use to monitor your
resources in a single view, even those spread across different regions.

o There is no limit on the number of CloudWatch dashboards you can create.

o All dashboards are global, not region-specific.

o You can add, remove, resize, move, edit or rename a graph. You can metrics manually in a graph.

CloudWatch Events

o Deliver near real-time stream of system events that describe changes in AWS resources.

o Events respond to these operational changes and take corrective action as necessary, by
sending messages to respond to the environment, activating functions, making changes, and
capturing state information.

o Concepts

m Events - indicates a change in your AWS environment.

m Targets - processes events.

m Rules - matches incoming events and routes them to targets for processing.

CloudWatch Logs

o Features

https://portal.tutorialsdojo.com/ 242



https://portal.tutorialsdojo.com/

TD Tutorials Dojo Study Guide and Cheat Sheets - AWS Certified DevOps Engineer Professional
by Jon Bonso and Kenneth Samonte

Monitor logs from EC2 instances in real-time
Monitor CloudTrail logged events
By default, logs are kept indefinitely and never expire
Archive log data
m Log Route 53 DNS queries
CloudWatch Agent
o Collect more logs and system-level metrics from EC2 instances and your on-premises servers.
o Needs to be installed.
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AWS Auto Scaling

e Configure automatic scaling for the AWS resources quickly through a scaling plan that uses dynamic
scaling and predictive scaling.
Optimize for availability, for cost, or a balance of both.
Scaling in means decreasing the size of a group while scaling out means increasing the size of a group.
Useful for:

o Cyclical traffic such as high use of resources during regular business hours and low use of
resources overnight

o On and off traffic patterns, such as batch processing, testing, or periodic analysis

o Variable traffic patterns, such as software for marketing campaigns with periods of spiky growth

e Features

o Launch or terminate EC2 instances in an Auto Scaling group.

o Launch or terminate instances from an EC2 Spot Fleet request, or automatically replace
instances that get interrupted for price or capacity reasons.

Adjust the ECS service desired count up or down in response to load variations.
Use Dynamic Scaling to add and remove capacity for resources to maintain resource utilization
at the specified target value.

o Use Predictive Scaling to forecast your future load demands by analyzing your historical records
for a metric. It also allows you to schedule scaling actions that proactively add and remove
resource capacity to reflect the load forecast, and control maximum capacity behavior. Only
available for EC2 Auto Scaling groups.

o You can suspend and resume any of your AWS Application Auto Scaling actions.

e Amazon EC2 Auto Scaling

o Ensuring you have the correct number of EC2 instances available to handle your application load
using Auto Scaling Groups.

o An Auto Scaling group contains a collection of EC2 instances that share similar characteristics
and are treated as a logical grouping for the purposes of instance scaling and management.

o You specify the minimum, maximum and desired number of instances in each Auto Scaling
group.

o Key Components

Groups Your EC2 instances are organized into groups so that they are
treated as a logical unit for scaling and management. When you
create a group, you can specify its minimum, maximum, and
desired number of EC2 instances.
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Launch configurations

Your group uses a launch configuration as a template for its EC2
instances. When you create a launch configuration, you can
specify information such as the AMI ID, instance type, key pair,
security groups, and block device mapping for your instances.

Scaling options

How to scale your Auto Scaling groups.

o Scaling Options

m Scale to maintain current instance levels at all times
m Manual Scaling
m Scale based on a schedule
m Scale based on a demand
o The cooldown period is a configurable setting that helps ensure to not launch or terminate
additional instances before previous scaling activities take effect.
m EC2 Auto Scaling supports cooldown periods when using simple scaling policies, but not
when using target tracking policies, step scaling policies, or scheduled scaling.
o Amazon EC2 Auto Scaling marks an instance as unhealthy if the instance is in a state other than
running, the system status is impaired, or Elastic Load Balancing reports that the instance failed

the health checks.

o Termination of Instances

m  When you configure automatic scale in, you must decide which instances should

terminate first and set up a termination policy. You can also use instance protection to
prevent specific instances from being terminated during automatic scale in.
m Default Termination Policy

m Custom Termination Policies

m Oldestinstance - Terminate the oldest instance in the group.
m Newestlnstance - Terminate the newest instance in the group.
m OldestLaunchConfiguration - Terminate instances that have the oldest launch
configuration.
m ClosestToNextInstanceHour - Terminate instances that are closest to the next
billing hour.
You can create launch templates that specifies instance configuration information when you launch
EC2 instances, and allows you to have multiple versions of a template.
A launch configuration is an instance configuration template that an Auto Scaling group uses to launch

EC2 instances, and you specify information for the instances.

o You can specify your launch configuration with multiple Auto Scaling groups.
o You can only specify one launch configuration for an Auto Scaling group at a time, and you can't
modify a launch configuration after you've created it.

e Monitoring

o Health checks - identifies any instances that are unhealthy
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m Amazon EC2 status checks (default)

m Elastic Load Balancing health checks

m Custom health checks.
Auto scaling does not perform health checks on instances in the standby state. Standby state
can be used for performing updates/changes/troubleshooting without health checks being
performed or replacement instances being launched.
CloudWatch metrics - enables you to retrieve statistics about Auto Scaling-published data
points as an ordered set of time-series data, known as metrics. You can use these metrics to
verify that your system is performing as expected.
CloudWatch Events - Auto Scaling can submit events to CloudWatch Events when your Auto
Scaling groups launch or terminate instances, or when a lifecycle action occurs.
SNS notifications - Auto Scaling can send Amazon SNS notifications when your Auto Scaling
groups launch or terminate instances.
CloudTrail logs - enables you to keep track of the calls made to the Auto Scaling API by or on
behalf of your AWS account, and stores the information in log files in an S3 bucket that you
specify.
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AWS CloudFormation

e A service that gives developers and businesses an easy way to create a collection of related AWS
resources and provision them in an orderly and predictable fashion.

Features

e CloudFormation allows you to model your entire infrastructure in a text file called a template. You can
use JSON or YAML to describe what AWS resources you want to create and configure. If you want to
design visually, you can use AWS CloudFormation Designer.

e CloudFormation automates the provisioning and updating of your infrastructure in a safe and controlled
manner. You can use Rollback Triggers to specify the CloudWatch alarm that CloudFormation should
monitor during the stack creation and update process. If any of the alarms are breached,
CloudFormation rolls back the entire stack operation to a previously deployed state.

e CloudFormation enables you to build custom extensions to your stack template using AWS Lambda.

Concepts

e Templates
o A JSON or YAML formatted text file.
o CloudFormation uses these templates as blueprints for building your AWS resources.
e Stacks
o Manage related resources as a single unit.
o Allthe resources in a stack are defined by the stack's CloudFormation template.
e Change Sets
o Before updating your stack and making changes to your resources, you can generate a change
set, which is a summary of your proposed changes.
o Change sets allow you to see how your changes might impact your running resources,
especially for critical resources, before implementing them.
e With AWS CloudFormation and AWS CodePipeline, you can use continuous delivery to automatically
build and test changes to your CloudFormation templates before promoting them to production stacks.
e CloudFormation artifacts can include a stack template file, a template configuration file, or both. AWS
CodePipeline uses these artifacts to work with CloudFormation stacks and change sets.
o Stack Template File - defines the resources that CloudFormation provisions and configures. You
can use YAML or JSON-formatted templates.
o Template Configuration File - a JSON-formatted text file that can specify template parameter
values, a stack policy, and tags. Use these configuration files to specify parameter values or a
stack policy for a stack.

Stacks
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If a resource cannot be created, CloudFormation rolls the stack back and automatically deletes any
resources that were created. If a resource cannot be deleted, any remaining resources are retained until
the stack can be successfully deleted.
Stack update methods

o Direct update

o Creating and executing change sets
Drift detection enables you to detect whether a stack's actual configuration differs, or has drifted, from
its expected configuration. Use CloudFormation to detect drift on an entire stack, or on individual
resources within the stack.

o Aresource is considered to have drifted if any if its actual property values differ from the

expected property values.

o A stack is considered to have drifted if one or more of its resources have drifted.
To share information between stacks, export a stack's output values. Other stacks that are in the same
AWS account and region can import the exported values.
You can nest stacks.

Templates

Templates include several major sections. The Resources section is the only required section.
CloudFormation Designer is a graphic tool for creating, viewing, and modifying CloudFormation
templates. You can diagram your template resources using a drag-and-drop interface, and then edit
their details using the integrated JSON and YAML editor.

Custom resources enable you to write custom provisioning logic in templates that CloudFormation runs
anytime you create, update (if you change the custom resource), or delete stacks.

Template macros enable you to perform custom processing on templates, from simple actions like
find-and-replace operations to extensive transformations of entire templates.

StackSets

CloudFormation StackSets allow you to roll out CloudFormation stacks over multiple AWS accounts
and in multiple Regions with just a couple of clicks. StackSets is commonly used together with AWS
Organizations to centrally deploy and manage services in different accounts.

Administrator and target accounts - An administrator account is the AWS account in which you create
stack sets. A stack set is managed by signing in to the AWS administrator account in which it was
created. A target account is the account into which you create, update, or delete one or more stacks in
your stack set.

Stack sets - A stack set lets you create stacks in AWS accounts across regions by using a single
CloudFormation template. All the resources included in each stack are defined by the stack set's
CloudFormation template. A stack set is a regional resource.

Stack instances - A stack instance is a reference to a stack in a target account within a region. A stack
instance can exist without a stack, and can be associated with only one stack set.
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Stack set operations - Create stack set, update stack set, delete stacks, and delete stack set.
Tags - You can add tags during stack set creation and update operations by specifying key and value
pairs.

e Drift detection identifies unmanaged changes or changes made to stacks outside of CloudFormation.
When CloudFormation performs drift detection on a stack set, it performs drift detection on the stack
associated with each stack instance in the stack set. If the current state of a resource varies from its
expected state, that resource is considered to have drifted.

e If one or more resources in a stack has drifted then the stack itself is considered to have drifted, and
the stack instances that the stack is associated with is considered to have drifted as well.

e |f one or more stack instances in a stack set has drifted, the stack set itself is considered to have
drifted.
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AWS CloudTrail

e Actions taken by a user, role, or an AWS service in the AWS Management Console, AWS Command Line
Interface, and AWS SDKs and APIs are recorded as events.
CloudTrail is enabled on your AWS account when you create it.
CloudTrail focuses on auditing API activity.

Trails
o Create a CloudTrail trail to archive, analyze, and respond to changes in your AWS resources.
o Types

m Atrail that applies to all regions - CloudTrail records events in each region and delivers
the CloudTrail event log files to an S3 bucket that you specify. This is the default option
when you create a trail in the CloudTrail console.

m A trail that applies to one region - CloudTrail records the events in the region that you
specify only. This is the default option when you create a trail using the AWS CLI or the
CloudTrail API.

o You can create an organization trail that will log all events for all AWS accounts in an
organization created by AWS Organizations. Organization trails must be created in the
management account.

o By default, CloudTrail event log files are encrypted using Amazon S3 server-side encryption. You
can also choose to encrypt your log files with an AWS Key Management Service key.

o You can store your log files in your S3 bucket for as long as you want, and also define S3
lifecycle rules to archive or delete log files automatically.

o If you want notifications about log file delivery and validation, you can set up Amazon SNS
notifications.

o CloudTrail publishes log files about every five minutes.

e Events

o The record of an activity in an AWS account. This activity can be an action taken by a user, role,
or service that is monitorable by CloudTrail.

o Types

m Management events

m Logged by default
m Management events provide insight into management operations performed on
resources in your AWS account, also known as control plane operations.

m Data events

m Not logged by default
m Data events provide insight into the resource operations performed on orin a
resource, also known as data plane operations.
m Data events are often high-volume activities.
e Monitoring

o Use CloudWatch Logs to monitor log data. CloudTrail events that are sent to CloudWatch Logs

can trigger alarms according to the metric filters you define.
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o To determine whether a log file was modified, deleted, or unchanged after CloudTrail delivered it,
you can use CloudTrail log file integrity validation.
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AWS Config

e A fully managed service that provides you with an AWS resource inventory, configuration history, and
configuration change notifications to enable security and governance.

Features

e Multi-account, multi-region data aggregation gives you an enterprise-wide view of your Config rule
compliance status, and you can associate your AWS organization to quickly add your accounts.

e Provides you pre-built rules to evaluate your AWS resource configurations and configuration changes, or
create your own custom rules in AWS Lambda that define your internal best practices and guidelines for
resource configurations.

e Config records details of changes to your AWS resources to provide you with a configuration history,
and automatically deliver it to an S3 bucket you specify.

Receive a notification whenever a resource is created, modified, or deleted.
Config enables you to record software configuration changes within your EC2 instances and servers
running on-premises, as well as servers and Virtual Machines in environments provided by other cloud
providers. You gain visibility into:
o operating system configurations
o system-level updates
installed applications
o network configuration

e Config can provide you with a configuration snapshot - a point-in-time capture of all your resources and

their configurations.

o

Concepts

Configuration History
o A collection of the configuration items for a given resource over any time period, containing
information such as when the resource was first created, how the resource has been configured
over the last month, etc.
o Config automatically delivers a configuration history file for each resource type that is being
recorded to an S3 bucket that you specify.
o A configuration history file is sent every six hours for each resource type that Config records.
Configuration item
o Arecord of the configuration of a resource in your AWS account. Config creates a configuration
item whenever it detects a change to a resource type that it is recording.
o The components of a configuration item include metadata, attributes, relationships, current
configuration, and related events.
Configuration Recorder
o Stores the configurations of the supported resources in your account as configuration items.
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o By default, the configuration recorder records all supported resources in the region where Config
is running. You can create a customized configuration recorder that records only the resource
types that you specify.

o You can also have Config record supported types of global resources which are IAM users,
groups, roles, and customer managed policies.

Configuration Item

o The configuration of a resource at a given point-in-time. A Cl consists of 5 sections:

m Basic information about the resource that is common across different resource types.
Configuration data specific to the resource.
Map of relationships with other resources.
CloudTrail event IDs that are related to this state.
Metadata that helps you identify information about the Cl, such as the version of this Cl,
and when this Cl was captured.
Resource Relationship

o Config discovers AWS resources in your account and then creates a map of relationships
between AWS resources.

Config rule
o Represents your desired configuration settings for specific AWS resources or for an entire AWS
account.

o Provides customizable, predefined rules. If a resource violates a rule, Config flags the resource
and the rule as noncompliant, and notifies you through Amazon SNS.
o Evaluates your resources either in response to configuration changes or periodically.
e Multi-Account Multi-Region Data Aggregation

o An aggregator collects configuration and compliance data from the following:
m Multiple accounts and multiple regions.
m Single account and multiple regions.
m An organization in AWS Organizations and all the accounts in that organization.

Monitoring

e Use Amazon SNS to send you notifications every time a supported AWS resource is created, updated,
or otherwise modified as a result of user API activity.
Use Amazon CloudWatch Events to detect and react to changes in the status of AWS Config events.
Use AWS CloudTrail to capture API calls to Config.
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AWS Health

Provides ongoing visibility into the state of your AWS resources, services, and accounts.
The service delivers alerts and notifications triggered by changes in the health of AWS resources.
The Personal Health Dashboard, powered by the AWS Health API, is available to all customers. The
dashboard requires no setup, and it is ready to use for authenticated AWS users. The Personal Health
Dashboard organizes issues in three groups:

o Openissues - restricted to issues whose start time is within the last seven days.

o Scheduled changes - contains items that are ongoing or upcoming.

o Other notifications - restricted to issues whose start time is within the last seven days.

e You can centrally aggregate your AWS Health events from all accounts in your AWS Organization. The
AWS Health Organizational View provides centralized and real-time access to all AWS Health events
posted to individual accounts in your organization, including operational issues, scheduled
maintenance, and account notifications.
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AWS OpsWorks

e A configuration management service that helps you configure and operate applications in a cloud
enterprise by using Puppet or Chef.

e AWS OpsWorks Stacks and AWS OpsWorks for Chef Automate (1 and 2) let you use Chef cookbooks
and solutions for configuration management, while OpsWorks for Puppet Enterprise lets you configure
a Puppet Enterprise master server in AWS.

OpsWorks for Puppet Enterprise

e Provides a fully-managed Puppet master, a suite of automation tools that enable you to inspect, deliver,
operate, and future-proof your applications, and access to a user interface that lets you view
information about your nodes and Puppet activities.

Uses puppet-agent software.
Features
o AWS manages the Puppet master server running on an EC2 instance. You retain control over the
underlying resources running your Puppet master.
o You can choose the weekly maintenance window during which OpsWorks for Puppet Enterprise
will automatically install updates.
o Monitors the health of your Puppet master during update windows and automatically rolls back
changes if issues are detected.
o You can configure automatic backups for your Puppet master and store them in an S3 bucket in
your account.
o You can register new nodes to your Puppet master by inserting a user-data script, provided in
the OpsWorks for Puppet Enterprise StarterKit, into your Auto Scaling groups.
o Puppet uses SSL and a certification approval process when communicating to ensure that the
Puppet master responds only to requests made by trusted users.

e Deleting a server also deletes its events, logs, and any modules that were stored on the server.

Supporting resources are also deleted, along with all automated backups.

OpsWorks for Chef Automate

e Lets you create AWS-managed Chef servers that include Chef Automate premium features, and use the
Chef DK and other Chef tooling to manage them.
Uses chef-client.
Features
o You can use Chef to manage both Amazon EC2 instances and on-premises servers running
Linux or Windows.
o You receive the full Chef Automate platform which includes premium features that you can use
with Chef server, like Chef Workflow, Chef Visibility, and Chef Compliance.
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You provision a managed Chef server running on an EC2 instance in your account. You retain
control over the underlying resources running your Chef server and you can use Knife to SSH
into your Chef server instance at any time.

You can set a weekly maintenance window during which OpsWorks for Chef Automate will
automatically install updates.

You can configure automatic backups for your Chef server and is stored in an S3 bucket.

You can register new nodes to your Chef server by inserting user-data code snippets provided
by OpsWorks for Chef Automate into your Auto Scaling groups.

Chef uses SSL to ensure that the Chef server responds only to requests made by trusted users.
The Chef server and Chef client use bidirectional validation of identity when communicating
with each other.

e Deleting a server also deletes its events, logs, and any cookbooks that were stored on the server.
Supporting resources are deleted also, along with all automated backups.

OpsWorks Stacks

Provides a simple and flexible way to create and manage stacks and applications.
You can create stacks that help you manage cloud resources in specialized groups called layers. A
layer represents a set of EC2 instances that serve a particular purpose, such as serving applications or
hosting a database server. Layers depend on Chef recipes to handle tasks such as installing packages
on instances, deploying apps, and running scripts.

e Features

o

o

You can deploy EC2 instances from template configurations, including EBS volume creation.
You can configure the software on your instances on-demand or automatically based on
lifecycle events, from bootstrapping the base OS image into a working server to modifying
running services to reflect changes.

OpsWorks Stacks can auto heal your stack. If an instance fails in your stack, OpsWorks Stacks
can replace it with a new one.

You can adapt the number of running instances to match your load, with time-based or
load-based auto scaling.

You can use OpsWorks Stacks to configure and manage both Linux and Windows EC2
instances.

You can use AWS OpsWorks Stacks to deploy, manage, and scale your application on any Linux
server such as EC2 instances or servers running in your own data center.

e Instance Types

o

o

24/7 instances are started manually and run until you stop them.

Time-based instances are run by OpsWorks Stacks on a specified daily and weekly schedule.
They allow your stack to automatically adjust the number of instances to accommodate
predictable usage patterns.
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o Load-based instances are automatically started and stopped by OpsWorks Stacks, based on
specified load metrics, such as CPU utilization. They allow your stack to automatically adjust
the number of instances to accommodate variations in incoming traffic.

Load-based instances are available only for Linux-based stacks.

e Lifecycle Events
o You can run recipes manually, but OpsWorks Stacks also lets you automate the process by
supporting a set of five lifecycle events:

Setup occurs on a new instance after it successfully boots.

Configure occurs on all of the stack's instances when an instance enters or leaves the
online state.

Deploy occurs when you deploy an app.

Undeploy occurs when you delete an app.

Shutdown occurs when you stop an instance.
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AWS Systems Manager

e Allows you to centralize operational data from multiple AWS services and automate tasks across your
AWS resources.

Features

e Create logical groups of resources such as applications, different layers of an application stack, or
production versus development environments.

e You can select a resource group and view its recent API activity, resource configuration changes,
related notifications, operational alerts, software inventory, and patch compliance status.

Collects information about your instances and the software installed on them.
Allows you to safely automate common and repetitive IT operations and management tasks across
AWS resources.

e Provides a browser-based interactive shell and CLI for managing Windows and Linux EC2 instances,
without the need to open inbound ports, manage SSH keys, or use bastion hosts. Administrators can
grant and revoke access to instances through a central location by using IAM policies.

Helps ensure that your software is up-to-date and meets your compliance policies.
Lets you schedule windows of time to run administrative and maintenance tasks across your instances.

SSM Agent is the tool that processes Systems Manager requests and configures your machine as specified in
the request. SSM Agent must be installed on each instance you want to use with Systems Manager. On newer
AMIs and instance types, SSM Agent is installed by default. On older versions, you must install it manually.

Capabilities

e Automation
o Allows you to safely automate common and repetitive IT operations and management tasks
across AWS resources
o Astep is defined as an initiated action performed in the Automation execution on a per-target
basis. You can execute the entire Systems Manager automation document in one action or
choose to execute one step at a time.
o Concepts

m Automation document - defines the Automation workflow.

m Automation action - the Automation workflow includes one or more steps. Each
step is associated with a particular action or plugin. The action determines the
inputs, behavior, and outputs of the step.

m Automation queue - if you attempt to run more than 25 Automations
simultaneously, Systems Manager adds the additional executions to a queue and
displays a status of Pending. When an Automation reaches a terminal state, the
first execution in the queue starts.
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o You can schedule Systems Manager automation document execution.
e Resource Groups

o A collection of AWS resources that are all in the same AWS region, and that match criteria
provided in a query.

o Use Systems Manager tools such as Automation to simplify management tasks on your groups
of resources. You can also use groups as the basis for viewing monitoring and configuration
insights in Systems Manager.

e Built-in Insights

o Show detailed information about a single, selected resource group.

o Includes recent API calls through CloudTrail, recent configuration changes through Config,
Instance software inventory listings, instance patch compliance views, and instance
configuration compliance views.

e Systems Manager Activation

o Enable hybrid and cross-cloud management. You can register any server, whether physical or

virtual to be managed by Systems Manager.
e Inventory Manager

o Automates the process of collecting software inventory from managed instances.

o You specify the type of metadata to collect, the instances from where the metadata should be
collected, and a schedule for metadata collection.

e Configuration Compliance

o Scans your fleet of managed instances for patch compliance and configuration inconsistencies.

o View compliance history and change tracking for Patch Manager patching data and State
Manager associations by using AWS Config.

o Customize Systems Manager Compliance to create your own compliance types.

e Run Command

o Remotely and securely manage the configuration of your managed instances at scale.

o Managed Instances - any EC2 instance or on-premises server or virtual machine in your hybrid
environment that is configured for Systems Manager.

e Session Manager

o Manage your EC2 instances through an interactive one-click browser-based shell or through the
AWS CLI.

o Makes it easy to comply with corporate policies that require controlled access to instances,
strict security practices, and fully auditable logs with instance access details, while still
providing end users with simple one-click cross-platform access to your Amazon EC2 instances.

o You can use AWS Systems Manager Session Manager to tunnel SSH (Secure Shell) and SCP
(Secure Copy) traffic between a client and a server.

e Distributor

o Lets you package your own software or find AWS-provided agent software packages to install
on Systems Manager managed instances.

o After you create a package in Distributor, which creates an Systems Manager document, you
can install the package in one of the following ways.
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m  One time by using Systems Manager Run Command.
m Onaschedule by using Systems Manager State Manager.
e Patch Manager
o Automate the process of patching your managed instances.
o Enables you to scan instances for missing patches and apply missing patches individually or to
large groups of instances by using EC2 instance tags.
o For security patches, Patch Manager uses patch baselines that include rules for auto-approving
patches within days of their release, as well as a list of approved and rejected patches.
o You can use AWS Systems Manager Patch Manager to select and apply Microsoft application
patches automatically across your Amazon EC2 or on-premises instances.
o AWS Systems Manager Patch Manager includes common vulnerability identifiers (CVE ID). CVE
IDs can help you identify security vulnerabilities within your fleet and recommend patches.
e Maintenance Window
o Set up recurring schedules for managed instances to execute administrative tasks like installing
patches and updates without interrupting business-critical operations.
o Supports running four types of tasks:
m Systems Manager Run Command commands
m Systems Manager Automation workflows
m  AWS Lambda functions
m AWS Step Functions tasks
e Systems Manager Document (SSM)
o Defines the actions that Systems Manager performs.
o Types of SSM Documents

Type Use with Details
Command Run Command, Run Command uses command documents to execute
document State Manager commands. State Manager uses command documents to

apply a configuration. These actions can be run on one or
more targets at any point during the lifecycle of an instance.

Policy document State Manager Policy documents enforce a policy on your targets. If the
policy document is removed, the policy action no longer

happens.
Automation Automation Use automation documents when performing common
document maintenance and deployment tasks such as creating or

updating an AMI.
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Package document Distributor In Distributor, a package is represented by a Systems

Manager document. A package document includes attached

ZIP archive files that contain software or assets to install on

managed instances. Creating a package in Distributor creates
the package document.

Can be in JSON or YAML.
You can create and save different versions of documents. You can then specify a default
version for each document.
If you want to customize the steps and actions in a document, you can create your own.
You can tag your documents to help you quickly identify one or more documents based on the
tags you've assigned to them.

State Manager

o A service that automates the process of keeping your EC2 and hybrid infrastructure in a state
that you define.

o A State Manager association is a configuration that is assigned to your managed instances. The
configuration defines the state that you want to maintain on your instances. The association
also specifies actions to take when applying the configuration.

Parameter Store

o Provides secure, hierarchical storage for configuration data and secrets management.

o You can store values as plain text or encrypted data with SecureString.

o Parameters work with Systems Manager capabilities such as Run Command, State Manager,
and Automation.

OpsCenter

o OpsCenter helps you view, investigate, and resolve operational issues related to your
environment from a central location.

o OpsCenter complements existing case management systems by enabling integrations via
Amazon Simple Notification Service (SNS) and public AWS SDKs. By aggregating information
from AWS Config, AWS CloudTrail logs, resource descriptions, and Amazon CloudWatch Events,
OpsCenter helps you reduce the mean time to resolution (MTTR) of incidents, alarms, and
operational tasks.
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AWS Trusted Advisor

e Trusted Advisor analyzes your AWS environment and provides best practice recommendations in five

categories:
o Cost Optimization
o Performance
o Security
o Fault Tolerance

Service Limits
Access to the seven core Trusted Advisor checks are available to all AWS users.
Access to the full set of Trusted Advisor checks are available to Business and Enterprise Support plans.

o
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AWS Analytics Services

Amazon Elasticsearch (ES)

e Amazon ES lets you search, analyze, and visualize your data in real-time. This service manages the
capacity, scaling, patching, and administration of your Elasticsearch clusters for you, while still giving
you direct access to the Elasticsearch APls.

e The service offers open-source Elasticsearch APIs, managed Kibana, and integrations with Logstash
and other AWS Services. This combination is often coined as the ELK Stack.

e Concepts

o

An Amazon ES domain is synonymous with an Elasticsearch cluster. Domains are clusters with
the settings, instance types, instance counts, and storage resources that you specify.

You can create multiple Elasticsearch indices within the same domain. Elasticsearch
automatically distributes the indices and any associated replicas between the instances
allocated to the domain.

Amazon ES uses a blue/green deployment process when updating domains. Blue/green
typically refers to the practice of running two production environments, one live and one idle,
and switching the two as you make software changes.

e Data Ingestion

o

Easily ingest structured and unstructured data into your Amazon Elasticsearch domain with
Logstash, an open-source data pipeline that helps you process logs and other event data.
You can also ingest data into your Amazon Elasticsearch domain using Amazon Kinesis
Firehose, AWS IoT, or Amazon CloudWatch Logs.
You can get faster and better insights into your data using Kibana, an open-source analytics and
visualization platform. Kibana is automatically deployed with your Amazon Elasticsearch
Service domain.
You can load streaming data from the following sources using AWS Lambda event handlers:
Amazon S3
Amazon Kinesis Data Streams and Data Firehose
Amazon DynamoDB
Amazon CloudWatch

m AWSIloT
Amazon ES exposes three Elasticsearch logs through CloudWatch Logs:

m errorlogs

m search slow logs - These logs help fine tune the performance of any kind of search

operation on Elasticsearch.
m index slow logs - These logs provide insights into the indexing process and can be used
to fine-tune the index setup.

Kibana and Logstash

m Kibana is a popular open source visualization tool designed to work with Elasticsearch.
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m The URL is elasticsearch-domain-endpoint/_plugin/kibana/.

m  You can configure your own Kibana instance aside from using the default provided
Kibana.

m Amazon ES uses Amazon Cognito to offer username and password protection for
Kibana. (Optional feature)

m Logstash provides a convenient way to use the bulk API to upload data into your
Amazon ES domain with the S3 plugin. The service also supports all other standard
Logstash input plugins that are provided by Elasticsearch.

m Amazon ES also supports two Logstash output plugins:

m standard Elasticsearch plugin
m Jogstash-output-amazon-es plugin, which signs and exports Logstash events to
Amazon ES.
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Amazon Kinesis

e Makes it easy to collect, process, and analyze real-time, streaming data.
e Kinesis can ingest real-time data such as video, audio, application logs, website clickstreams, and loT
telemetry data for machine learning, analytics, and other applications.

Kinesis Data Stream

e A massively scalable, highly durable data ingestion and processing service optimized for streaming
data. You can configure hundreds of thousands of data producers to continuously put data into a
Kinesis data stream.

e Concepts

o Data Producer - An application that typically emits data records as they are generated to a
Kinesis data stream. Data producers assign partition keys to records. Partition keys ultimately
determine which shard ingests the data record for a data stream.

o Data Consumer - A distributed Kinesis application or AWS service retrieving data from all shards
in a stream as it is generated. Most data consumers are retrieving the most recent data in a
shard, enabling real-time analytics or handling of data.

o Data Stream - A logical grouping of shards. There are no bounds on the number of shards within
a data stream. A data stream will retain data for 24 hours, or up to 7 days when extended
retention is enabled.

o Shard - The base throughput unit of a Kinesis data stream.

m Ashard is an append-only log and a unit of streaming capability. A shard contains an
ordered sequence of records ordered by arrival time.

m Add or remove shards from your stream dynamically as your data throughput changes.

m One shard can ingest up to 1000 data records per second, or TMB/sec. Add more shards
to increase your ingestion capability.

m  When consumers use enhanced fan-out, one shard provides 1MB/sec data input and
2MB/sec data output for each data consumer registered to use enhanced fan-out.

m  When consumers do not use enhanced fan-out, a shard provides 1MB/sec of input and
2MB/sec of data output, and this output is shared with any consumer not using
enhanced fan-out.

o Data Record

m Arecord is the unit of data stored in a Kinesis stream. A record is composed of a
sequence number, partition key, and data blob.

m A data blob is the data of interest your data producer adds to a stream. The maximum
size of a data blob is 1 MB.

o Partition Key

m A partition key is typically a meaningful identifier, such as a user ID or timestamp. It is

specified by your data producer while putting data into a Kinesis data stream, and useful
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for consumers as they can use the partition key to replay or build a history associated
with the partition key.

m The partition key is also used to segregate and route data records to different shards of
a stream.

o Sequence Number

m A sequence number is a unique identifier for each data record. Sequence number is
assigned by Kinesis Data Streams when a data producer calls PutRecord or PutRecords
API to add data to a Kinesis data stream.

Kinesis Data Firehose

The easiest way to load streaming data into data stores and analytics tools.

It is a fully managed service that automatically scales to match the throughput of your data.
It can also batch, compress, and encrypt the data before loading it.

Features

o It can capture, transform, and load streaming data into S3, Redshift, Elasticsearch Service, and
Splunk, enabling near real-time analytics with existing business intelligence tools and
dashboards being used today.

o Once launched, your delivery streams automatically scale up and down to handle gigabytes per
second or more of input data rate, and maintain data latency at levels you specify for the
stream.

o Kinesis Data Firehose can convert the format of incoming data from JSON to Parquet or ORC
formats before storing the data in S3.

o You can configure Kinesis Data Firehose to prepare your streaming data before it is loaded to
data stores. Kinesis Data Firehose provides pre-built Lambda blueprints for converting common
data sources such as Apache logs and system logs to JSON and CSV formats. You can use
these pre-built blueprints without any change, or customize them further, or write your own
custom functions.

e Concepts
o Kinesis Data Firehose Delivery Stream - The underlying entity of Kinesis Data Firehose. You use
Kinesis Data Firehose by creating a Kinesis Data Firehose delivery stream and then sending data
toit.
o Record - The data of interest that your data producer sends to a Kinesis Data Firehose delivery
stream. A record can be as large as 1,000 KB.
Data Producer - Producers send records to Kinesis Data Firehose delivery streams.
Buffer Size and Buffer Interval - Kinesis Data Firehose buffers incoming streaming data to a
certain size or for a certain period of time before delivering it to destinations. Buffer Size is in
MBs and Buffer Interval is in seconds.
e Stream Sources
o You can send data to your Kinesis Data Firehose Delivery stream using different types of
sources:
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m a Kinesis data stream,

m the Kinesis Agent,

m or the Kinesis Data Firehose API using the AWS SDK.

o You can also use CloudWatch Logs, CloudWatch Events, or AWS loT as your data source.

o Some AWS services can only send messages and events to a Kinesis Data Firehose delivery
stream that is in the same Region.

e Data Delivery and Transformation

o Kinesis Data Firehose can invoke your Lambda function to transform incoming source data and

deliver the transformed data to destinations.

Kinesis Data Firehose buffers incoming data up to 3 MB by default.

If your Lambda function invocation fails because of a network timeout or because you've
reached the Lambda invocation limit, Kinesis Data Firehose retries the invocation three times by
default.

o Kinesis Data Firehose can convert the format of your input data from JSON to Apache Parquet
or Apache ORC before storing the data in S3. Parquet and ORC are columnar data formats that
save space and enable faster queries compared to row-oriented formats like JSON.

o Data delivery format:

m For data delivery to S3, Kinesis Data Firehose concatenates multiple incoming records
based on buffering configuration of your delivery stream. It then delivers the records to
S3 as an S3 object.

m For data delivery to Redshift, Kinesis Data Firehose first delivers incoming data to your
S3 bucket in the format described earlier. Kinesis Data Firehose then issues an Redshift
COPY command to load the data from your S3 bucket to your Redshift cluster.

m For data delivery to ElasticSearch, Kinesis Data Firehose buffers incoming records
based on buffering configuration of your delivery stream. It then generates an
Elasticsearch bulk request to index multiple records to your Elasticsearch cluster.

m For data delivery to Splunk, Kinesis Data Firehose concatenates the bytes that you send.

Kinesis Data Analytics

e Analyze streaming data, gain actionable insights, and respond to your business and customer needs in
real time. You can quickly build SQL queries and Java applications using built-in templates and
operators for common processing functions to organize, transform, aggregate, and analyze data at any
scale.

e General Features

o Kinesis Data Analytics is serverless and takes care of everything required to continuously run
your application.

o Kinesis Data Analytics elastically scales applications to keep up with any volume of data in the
incoming data stream.

o Kinesis Data Analytics delivers sub-second processing latencies so you can generate real-time
alerts, dashboards, and actionable insights.
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e An application is the primary resource in Kinesis Data Analytics. Kinesis data analytics applications
continuously read and process streaming data in real time.
o You write application code using SQL to process the incoming streaming data and produce
output. Then, Kinesis Data Analytics writes the output to a configured destination.
o You can also process and analyze streaming data using Java.
e Components
o Input is the streaming source for your application. In the input configuration, you map the
streaming source to an in-application data stream(s).
Application code is a series of SQL statements that process input and produce output.
You can create one or more in-application streams to store the output. You can then optionally
configure an application output to persist data from specific in-application streams to an
external destination.
e An in-application data stream is an entity that continuously stores data in your application for you to
perform processing.
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AWS Developer Tools

AWS CodeBuild

e A fully managed continuous integration service that compiles source code, runs tests, and produces
software packages that are ready to deploy.
e Concepts

o A build project defines how CodeBuild will run a build. It includes information such as where to
get the source code, which build environment to use, the build commands to run, and where to
store the build output.

o A build environment is the combination of operating system, programming language runtime,
and tools used by CodeBuild to run a build.

o The build specification is a YAML file that lets you choose the commands to run at each phase
of the build and other settings. Without a build spec, CodeBuild cannot successfully convert
your build input into build output or locate the build output artifact in the build environment to
upload to your output bucket.

m If youinclude a build spec as part of the source code, by default, the build spec file must
be named buildspec.yml and placed in the root of your source directory.

o A collection of input files is called build input artifacts or build input and a deployable version of
a source code is called build output artifact or build output.

e Features

o AWS CodeBuild runs your builds in preconfigured build environments that contain the operating
system, programming language runtime, and build tools (such as Apache Maven, Gradle, npm)
required to complete the task. You just specify your source code’s location and select settings
for your build, such as the build environment to use and the build commands to run during a
build.

o AWS CodeBuild builds your code and stores the artifacts into an Amazon S3 bucket, or you can
use a build command to upload them to an artifact repository.

o AWS CodeBuild provides build environments for

m Java
Python
Node.js
Ruby
Go
Android
.NET Core for Linux
Docker
o You can define the specific commands that you want AWS CodeBuild to perform, such as
installing build tool packages, running unit tests, and packaging your code.
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You can integrate CodeBuild into existing CI/CD workflows using its source integrations, build
commands, or Jenkins integration.

CodeBuild can connect to AWS CodeCommit, S3, GitHub, and GitHub Enterprise and Bitbucket
to pull source code for builds.

CodeBuild allows you to use Docker images stored in another AWS account as your build
environment, by granting resource level permissions.

It now allows you to access Docker images from any private registry as the build environment.
Previously, you could only use Docker images from public DockerHub or Amazon ECR in
CodeBuild.

You can access your past build results through the console, CloudWatch, or the API. The results
include outcome (success or failure), build duration, output artifact location, and log location.
You can automate your release process by using AWS CodePipeline to test your code and run
your builds with CodeBuild.

Steps in a Build Process

O O O O

CodeBuild will create a temporary compute container of the class defined in the build project
CodeBuild loads it with the specified runtime environment

CodeBuild downloads the source code

CodeBuild executes the commands configured in the project

CodeBuild uploads the generated artifact to an S3 bucket

Then it destroys the compute container

Build Duration is calculated in minutes, from the time you submit your build until your build is
terminated, rounded up to the nearest minute.

You can save time when your project builds by using a cache. A build project can use one of two types
of caching:

o

o

Amazon S3 - stores the cache in an Amazon S3 bucket that is available across multiple build
hosts. This is a good option for small intermediate build artifacts that are more expensive to
build than to download. Not the best option for large build artifacts because they can take a
long time to transfer over your network, which can affect build performance.
Local - stores a cache locally on a build host that is available to that build host only. This is a
good option for large intermediate build artifacts because the cache is immediately available on
the build host. Build performance is not impacted by network transfer time.
If you use a local cache, you must choose one or more of three cache modes:

m source cache

m Docker layer cache

m custom cache.
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AWS CodeCommit

A fully-managed source control service that hosts secure Git-based repositories, similar to Github.
You can create your own code repository and use Git commands to interact with your own repository
and other repositories.

e You can store and version any kind of file, including application assets such as images and libraries
alongside your code.

e The AWS CodeCommit Console lets you visualize your code, pull requests, commits, branches, tags and
other settings.

e Concepts

o

An active user is any unique AWS identity (IAM user/role, federated user, or root account) that
accesses AWS CodeCommit repositories during the month. AWS identities that are created
through your use of other AWS Services, such as AWS CodeBuild and AWS CodePipeline, as well
as servers accessing CodeCommit using a unique AWS identity, count as active users.

A repository is the fundamental version control object in CodeCommit. It's where you securely
store code and files for your project. It also stores your project history, from the first commit
through the latest changes.

A file is a version-controlled, self-contained piece of information available to you and other
users of the repository and branch where the file is stored.

A pull request allows you and other repository users to review, comment on, and merge code
changes from one branch to another.

An approval rule is used to designate a number of users who will approve a pull request before
it is merged into your branch.

A commit is a snapshot of the contents and changes to the contents of your repository. This
includes information like who committed the change, the date and time of the commit, and the
changes made as part of the commit.

In Git, branches are simply pointers or references to a commit. You can use branches to
separate work on a new or different version of files without impacting work in other branches.
You can use branches to develop new features, store a specific version of your project from a
particular commit, etc.

e Repository Features

o

o

You can share your repository with other users.

If you add AWS tags to repositories, you can set up notifications so that repository users receive
email about events, such as another user commenting on code.

You can create triggers for your repository so that code pushes or other events trigger actions,
such as emails or code functions.

To copy a remote repository to your local computer, use the command ‘git clone’

To connect to the repository after the name is changed, users must use the ‘git remote set-url’
command and specify the new URL to use.
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o To push changes from the local repo to the CodeCommit repository, run ‘git push remote-name
branch-name’.

o To pull changes to the local repo from the CodeCommit repository, run ‘git pull remote-name
branch-name’.

o You can create up to 10 triggers for Amazon SNS or AWS Lambda for each CodeCommit
repository.

o You can push your files to two different repositories at the same time.

e Pull Requests

o Pull requests require two branches: a source branch that contains the code you want reviewed,
and a destination branch, where you merge the reviewed code.

o Create pull requests to let other users see and review your code changes before you merge
them into another branch.

o Create approval rules for your pull requests to ensure the quality of your code by requiring users
to approve the pull request before the code can be merged into the destination branch. You can
specify the number of users who must approve a pull request. You can also specify an approval
pool of users for the rule.

o To review the changes on files included in a pull request and resolve merge conflicts, you use
the CodeCommit console, the ‘git diff’ command, or a diff tool.

o After the changes have been reviewed and all approval rules on the pull request have been
satisfied, you can merge a pull request using the AWS Console, AWS CLI or with the ‘git merge’
command.

o You can close a pull request without merging it with your code.

e Commit and Branch Features

o If using the AWS CLI, you can use the ‘create-commit’ command to create a new commit for
your branch.

o If using the AWS CLI, you can use ‘create-branch’ command to create a new branch for your
repository..

o You can also use Git commands to manage your commits and branches.

o Create a new commit to a branch using ‘git commit -m message’.

o Create a branch in your local repo by running the git checkout -b new-branch-name command.

e Migration from Git repositories to CodeCommit

o You can migrate a Git repository to a CodeCommit repository in a number of ways: by cloning it,
mirroring it, or migrating all or just some of the branches.

o You can also migrate your local repository in your machine to CodeCommit.

e Monitoring

o CodeCommit uses AWS IAM to control and monitor who can access your data as well as how,
when, and where they can access it.

o CodeCommit helps you monitor your repositories via AWS CloudTrail and AWS CloudWatch.
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o You can use Amazon SNS to receive notifications for events impacting your repositories. Each
notification will include a status message as well as a link to the resources whose event
generated that notification.
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AWS CodeDeploy

e A fully managed deployment service that automates software deployments to a variety of compute
services such as Amazon EC2, AWS Fargate, AWS Lambda, and your on-premises servers.
e Concepts
o An Application is a name that uniquely identifies the application you want to deploy. CodeDeploy
uses this name, which functions as a container, to ensure the correct combination of revision,
deployment configuration, and deployment group are referenced during a deployment.
o Compute platform is the platform on which CodeDeploy deploys an application (EC2, ECS,
Lambda, On-premises servers).
o Deployment configuration is a set of deployment rules and deployment success and failure
conditions used by CodeDeploy during a deployment.
o Deployment group contains individually tagged instances, Amazon EC2 instances in Amazon
EC2 Auto Scaling groups, or both.

1. In an Amazon ECS deployment, a deployment group specifies the Amazon ECS service,
load balancer, optional test listener, and two target groups. It also specifies when to
reroute traffic to the replacement task set and when to terminate the original task set
and ECS application after a successful deployment.

2. Inan AWS Lambda deployment, a deployment group defines a set of CodeDeploy
configurations for future deployments of an AWS Lambda function.

3. Inan EC2/0n-Premises deployment, a deployment group is a set of individual instances
targeted for a deployment.

m Inanin-place deployment, the instances in the deployment group are updated
with the latest application revision.

m In a blue/green deployment, traffic is rerouted from one set of instances to
another by deregistering the original instances from a load balancer and
registering a replacement set of instances that typically has the latest application
revision already installed.

o A deployment goes through a set of predefined phases called deployment lifecycle events. A
deployment lifecycle event gives you an opportunity to run code as part of the deployment.
ApplicationStop
DownloadBundle
Beforelnstall
Install
Afterinstall
ApplicationStart
7. ValidateService
o Features
m CodeDeploy protects your application from downtime during deployments through
rolling updates and deployment health tracking.
m  AWS CodeDeploy tracks and stores the recent history of your deployments.

o0k wh=
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m CodeDeploy is platform and language agnostic.

m CodeDeploy uses a file and command-based install model, which enables it to deploy
any application and reuse existing setup code. The same setup code can be used to
consistently deploy and test updates across your environment release stages for your
servers or containers.

m CodeDeploy integrates with Amazon Auto Scaling, which allows you to scale EC2
capacity according to conditions you define such as traffic spikes. Notifications are then
sent to AWS CodeDeploy to initiate an application deployment onto new instances
before they are placed behind an Elastic Load Balancing load balancer.

m  When using AWS CodeDeploy with on-premises servers, make sure that they can
connect to AWS public endpoints.

m  AWS CodeDeploy offers two types of deployments:

m  With in-place deployments, the application on each instance in the deployment
group is stopped, the latest application revision is installed, and the new version
of the application is started and validated. Only deployments that use the
EC2/0n-Premises compute platform can use in-place deployments.

m  With blue/green deployments, once the new version of your application is tested
and declared ready, CodeDeploy can shift the traffic from your old version (blue)
to your new version (green) according to your specifications.

m Deployment groups are used to match configurations to specific environments, such as
a staging or production environments. An application can be deployed to multiple
deployment groups.

m You can integrate AWS CodeDeploy with your continuous integration and deployment
systems by calling the public APIs using the AWS CLI or AWS SDKs.

o Application Specification Files

m The AppSpec file is a YAML-formatted or JSON-formatted file that is used to manage
each deployment as a series of lifecycle event hooks.

m For ECS Compute platform, the file specifies

m The name of the ECS service and the container name and port used to direct
traffic to the new task set.

m The functions to be used as validation tests.

m For Lambda compute platform, the file specifies

m The AWS Lambda function version to deploy.

m The functions to be used as validation tests.

m For EC2/0n-Premises compute platform, the file is always written in YAML and is used to

m Map the source files in your application revision to their destinations on the
instance.

m Specify custom permissions for deployed files.

m Specify scripts to be run on each instance at various stages of the deployment
process.

o Deployments
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You can use the CodeDeploy console or the create-deployment command to deploy the
function revision specified in the AppSpec file to the deployment group.

You can use the CodeDeploy console or the stop-deployment command to stop a
deployment. When you attempt to stop the deployment, one of three things happens:

m The deployment stops, and the operation returns a status of SUCCEEDED.

m The deployment does not immediately stop, and the operation returns a status of
pending. After the pending operation is complete, subsequent calls to stop the
deployment return a status of SUCCEEDED.

m The deployment cannot stop, and the operation returns an error.

With Lambda functions and EC2 instances, CodeDeploy implements rollbacks by
redeploying, as a new deployment, a previously deployed revision.

With ECS services, CodeDeploy implements rollbacks by rerouting traffic from the
replacement task set to the original task set.

The CodeDeploy agent is a software package that, when installed and configured on an
EC2/on-premises instance, makes it possible for that instance to be used in CodeDeploy
deployments. The agent is not required for deployments that use the Amazon ECS or
AWS Lambda.

CodeDeploy monitors the health status of the instances in a deployment group. For the
overall deployment to succeed, CodeDeploy must be able to deploy to each instance in
the deployment and deployment to at least one instance must succeed.

You can specify a minimum number of healthy instances as a number of instances or as
a percentage of the total number of instances required for the deployment to be
successful.

CodeDeploy assigns two health status values to each instance:

m Revision health - based on the application revision currently installed on the
instance. Values include Current, Old and Unknown.

m Instance health - based on whether deployments to an instance have been
successful. Values include Healthy and Unhealthy.

Blue/Green Deployments

EC2/0n-Premises compute platform
m You must have one or more Amazon EC2 instances with identifying Amazon EC2
tags or an Amazon EC2 Auto Scaling group.
m Each Amazon EC2 instance must have the correct IAM instance profile attached.
m The CodeDeploy agent must be installed and running on each instance.
m During replacement, you can either
m use the Amazon EC2 Auto Scaling group you specify as a template for the
replacement environment; or
m specify the instances to be counted as your replacement using EC2
instance tags, EC2 Auto Scaling group names, or both.

m AWS Lambda platform
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m You must choose one of the following deployment configuration types to specify
how traffic is shifted from the original Lambda function version to the new
version:

m Canary: Traffic is shifted in two increments. You can choose from
predefined canary options that specify the percentage of traffic shifted to
your updated Lambda function version in the first increment and the
interval, in minutes, before the remaining traffic is shifted in the second
increment.

m Linear: Traffic is shifted in equal increments with an equal number of
minutes between each increment. You can choose from predefined linear
options that specify the percentage of traffic shifted in each increment
and the number of minutes between each increment.

m All-at-once: All traffic is shifted from the original Lambda function to the
updated Lambda function version all at once.

m  With Amazon ECS, production traffic shifts from your ECS service's original task set to a
replacement task set all at once.

o Advantages of using Blue/Green Deployments vs In-Place Deployments

m An application can be installed and tested in the new replacement environment and
deployed to production simply by rerouting traffic.

m If you're using the EC2/0n-Premises compute platform, switching back to the most
recent version of an application is faster and more reliable. Traffic can just be routed
back to the original instances as long as they have not been terminated. With an in-place
deployment, versions must be rolled back by redeploying the previous version of the
application.

m If you're using the EC2/0n-Premises compute platform, new instances are provisioned
and contain the most up-to-date server configurations.

m If you're using the AWS Lambda compute platform, you control how traffic is shifted
from your original AWS Lambda function version to your new AWS Lambda function
version.

e With AWS CodeDeploy, you can also deploy your applications to your on-premises data centers. Your
on-premises instances will have a prefix of “mi-xxxxxxxxx".
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AWS CodePipeline

e A fully managed continuous delivery service that helps you automate your release pipelines for
application and infrastructure updates.

e You can easily integrate AWS CodePipeline with third-party services such as GitHub or with your own
custom plugin.

e Concepts

o

A pipeline defines your release process workflow, and describes how a new code change
progresses through your release process.

A pipeline comprises a series of stages (e.g., build, test, and deploy), which act as logical
divisions in your workflow. Each stage is made up of a sequence of actions, which are tasks
such as building code or deploying to test environments.

m Pipelines must have at least two stages. The first stage of a pipeline is required to be a
source stage, and the pipeline is required to additionally have at least one other stage
that is a build or deployment stage.

Define your pipeline structure through a declarative JSON document that specifies your release
workflow and its stages and actions. These documents enable you to update existing pipelines
as well as provide starting templates for creating new pipelines.

A revision is a change made to the source location defined for your pipeline. It can include
source code, build output, configuration, or data. A pipeline can have multiple revisions flowing
through it at the same time.

A stage is a group of one or more actions. A pipeline can have two or more stages.

An action is a task performed on a revision. Pipeline actions occur in a specified order, in serial
or in parallel, as determined in the configuration of the stage.

m You can add actions to your pipeline that are in an AWS Region different from your
pipeline.

m There are six types of actions

m Source
Build
Test
Deploy
Approval

m Invoke
When an action runs, it acts upon a file or set of files called artifacts. These artifacts can be
worked upon by later actions in the pipeline. You have an artifact store which is an S3 bucket in
the same AWS Region as the pipeline to store items for all pipelines in that Region associated
with your account.
The stages in a pipeline are connected by transitions. Transitions can be disabled or enabled
between stages. If all transitions are enabled, the pipeline runs continuously.
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o

An approval action prevents a pipeline from transitioning to the next action until permission is
granted. This is useful when you are performing code reviews before code is deployed to the
next stage.

e Features

o

AWS CodePipeline provides you with a graphical user interface to create, configure, and manage
your pipeline and its various stages and actions.

A pipeline starts automatically (default) when a change is made in the source location, or when
you manually start the pipeline. You can also set up a rule in CloudWatch to automatically start
a pipeline when events you specify occur.

You can model your build, test, and deployment actions to run in parallel in order to increase
your workflow speeds.

AWS CodePipeline can pull source code for your pipeline directly from AWS CodeCommit,
GitHub, Amazon ECR, or Amazon S3.

It can run builds and unit tests in AWS CodeBuild.

It can deploy your changes using AWS CodeDeploy, AWS Elastic Beanstalk, Amazon ECS, AWS
Fargate, Amazon S3, AWS Service Catalog, AWS CloudFormation, and/or AWS OpsWorks
Stacks.

You can use the CodePipeline Jenkins plugin to easily register your existing build servers as a
custom action.

When you use the console to create or edit a pipeline that has a GitHub source, CodePipeline
creates a webhook. A webhook is an HTTP notification that detects events in another tool, such
as a GitHub repository, and connects those external events to a pipeline. CodePipeline deletes
your webhook when you delete your pipeline.

e As a best practice, when you use a Jenkins build provider for your pipeline’s build or test action, install
Jenkins on an Amazon EC2 instance and configure a separate EC2 instance profile. Make sure the
instance profile grants Jenkins only the AWS permissions required to perform tasks for your project,
such as retrieving files from Amazon S3.
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AWS X-Ray

e AWS X-Ray analyzes and debugs production, distributed applications, such as those built using a
microservices architecture. With X-Ray, you can identify performance bottlenecks, edge case errors, and
other hard to detect issues.

e Features

o

AWS X-Ray can be used with applications running on Amazon EC2, Amazon ECS, AWS Lambda,
AWS Elastic Beanstalk. You just integrate the X-Ray SDK with your application and install the
X-Ray agent.

AWS X-Ray provides an end-to-end, cross-service, application-centric view of requests flowing
through your application by aggregating the data gathered from individual services in your
application into a single unit called a trace.

You can set the trace sampling rate that is best suited for your production applications or
applications in development. X-Ray continually traces requests made to your application and
stores a sampling of the requests for your analysis.

AWS X-Ray creates a map of services used by your application with trace data. This provides a
view of connections between services in your application and aggregated data for each service,
including average latency and failure rates. You can create dependency trees, perform
cross-availability zone or region call detections, and more.

AWS X-Ray lets you add annotations to data emitted from specific components or services in
your application.
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AWS Application Services

Amazon SNS

e A web service that makes it easy to set up, operate, and send notifications from the cloud. SNS follows
the “publish-subscribe” (pub-sub) messaging paradigm, with notifications being delivered to clients
using a “push” mechanism rather than to periodically check or “poll” for new information and updates.

Features

e SNS is an event-driven computing hub that has native integration with a wide variety of AWS event
sources (including EC2, S3, and RDS) and AWS event destinations (including SQS, and Lambda).

o Event-driven computing is a model in which subscriber services automatically perform work in
response to events triggered by publisher services. It can automate workflows while decoupling
the services that collectively and independently work to fulfil these workflows.

e Message filtering allows a subscriber to create a filter policy, so that it only gets the notifications it is
interested in.

e Message fanout occurs when a message is sent to a topic and then replicated and pushed to multiple
endpoints. Fanout provides asynchronous event notifications, which in turn allows for parallel
processing.

e SNS mobile notifications allows you to fanout mobile push notifications to iOS, Android, Fire OS,
Windows and Baidu-based devices. You can also use SNS to fanout text messages (SMS) to 200+
countries and fanout email messages (SMTP).

e Application and system alerts are notifications, triggered by predefined thresholds, sent to specified
users by SMS and/or email.

e Push email and text messaging are two ways to transmit messages to individuals or groups via email
and/or SMS.

SNS provides simple APIs and easy integration with applications.

Publishers and Subscribers

e Publishers communicate asynchronously with subscribers by producing and sending a message to a
topic, which is a logical access point and communication channel.

e Subscribers consume or receive the message or notification over one of the supported protocols when
they are subscribed to the topic.
Publishers create topics to send messages, while subscribers subscribe to topics to receive messages.
SNS FIFO topics support the forwarding of messages to SQS FIFO queues. You can also use SNS to
forward messages to standard queues.

SNS Topics
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e Instead of including a specific destination address in each message, a publisher sends a message to a
topic. SNS matches the topic to a list of subscribers who have subscribed to that topic, and delivers the
message to each of those subscribers.

e Each topic has a unique name that identifies the SNS endpoint for publishers to post messages and
subscribers to register for notifications.

e Atopic can support subscriptions and notification deliveries over multiple transports.

System to System Messaging

e When a message is published to an SNS topic that has a Lambda function subscribed to it, the Lambda
function is invoked with the payload of the published message. The Lambda function receives the
message payload as an input parameter and can manipulate the information in the message, publish
the message to other SNS topics, or send the message to other AWS services.

e When you subscribe a SQS queue to a SNS topic, you can publish a message to the topic and SNS
sends a SQS message to the subscribed queue. The SQS message contains the subject and message
that were published to the topic along with metadata about the message in a JSON document.

e When you subscribe to an HTTP/s endpoint to a topic, you can publish a notification to the topic and
SNS sends an HTTP POST request delivering the contents of the notification to the subscribed
endpoint. When you subscribe to the endpoint, you select whether SNS uses HTTP or HTTPS to send
the POST request to the endpoint.
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AWS Step Functions

e AWS Step Functions is a web service that provides serverless orchestration for modern applications. It
enables you to coordinate the components of distributed applications and microservices using visual
workflows.

e Concepts

o Step Functions is based on the concepts of tasks and state machines.
m A task performs work by using an activity or an AWS Lambda function, or by passing
parameters to the API actions of other services.
m A finite state machine can express an algorithm as a number of states, their
relationships, and their input and output.
o You define state machines using the JSON-based Amazon States Language.
o A state is referred to by its name, which can be any string, but which must be unique within the
scope of the entire state machine. An instance of a state exists until the end of its execution.
m There are 6 types of states:
m Task state - Do some work in your state machine. AWS Step Functions can invoke

Lambda functions directly from a task state.

Choice state - Make a choice between branches of execution

Fail or Succeed state - Stop an execution with a failure or success

Pass state - Simply pass its input to its output or inject some fixed data

Wait state - Provide a delay for a certain amount of time or until a specified

time/date

m Parallel state - Begin parallel branches of execution
m Common features between states
m Each state must have a Type field indicating what type of state it is.
m Each state can have an optional Comment field to hold a human-readable
comment about, or description of, the state.
m Each state (except a Succeed or Fail state) requires a Next field or, alternatively,
can become a terminal state by specifying an End field.

o Activities enable you to place a task in your state machine where the work is performed by an
activity worker that can be hosted on Amazon EC2, Amazon ECS, or mobile devices.

o Activity tasks let you assign a specific step in your workflow to code running in an activity
worker. Service tasks let you connect a step in your workflow to a supported AWS service.

o With Transitions, after executing a state, AWS Step Functions uses the value of the Next field to
determine the next state to advance to. States can have multiple incoming transitions from
other states.

o Individual states receive JSON as input and usually pass JSON as output to the next state.
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o A state machine execution occurs when a state machine runs and performs its tasks. Each Step
Functions state machine can have multiple simultaneous executions.
State machine updates in AWS Step Functions are eventually consistent.
By default, when a state reports an error, AWS Step Functions causes the execution to fail
entirely.

m Task and Parallel states can have a field named Retry and Catch to retry an execution or
to have a fallback state.

o The Step Functions console displays a graphical view of your state machine's structure, which

provides a way to visually check a state machine's logic and monitor executions.
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Comparison of AWS Services

AWS CloudTrail vs Amazon CloudWatch

e CloudWatch is a monitoring service for AWS resources and applications. CloudTrail is a web service
that records API activity in your AWS account. They are both useful monitoring tools in AWS.

e By default, CloudWatch offers free basic monitoring for your resources, such as EC2 instances, EBS
volumes, and RDS DB instances. CloudTrail is also enabled by default when you create your AWS
account.

e With CloudWatch, you can collect and track metrics, collect and monitor log files, and set alarms.
CloudTrail, on the other hand, logs information on who made a request, the services used, the actions
performed, parameters for the actions, and the response elements returned by the AWS service.
CloudTrail Logs are then stored in an S3 bucket or a CloudWatch Logs log group that you specify.

e You can enable detailed monitoring from your AWS resources to send metric data to CloudWatch more
frequently, with an additional cost.

e CloudTrail delivers one free copy of management event logs for each AWS region. Management events
include management operations performed on resources in your AWS account, such as when a user
logs in to your account. Logging data events are charged. Data events include resource operations
performed on or within the resource itself, such as S3 object-level API activity or Lambda function
execution activity.

CloudTrail helps you ensure compliance and regulatory standards.
CloudWatch Logs reports on application logs, while CloudTrail Logs provide you specific information on
what occurred in your AWS account.

e CloudWatch Events is a near real time stream of system events describing changes to your AWS
resources. CloudTrail focuses more on AWS API calls made in your AWS account.

e Typically, CloudTrail delivers an event within 15 minutes of the API call. CloudWatch delivers metric
data in 5 minutes periods for basic monitoring and 1 minute periods for detailed monitoring. The
CloudWatch Logs Agent will send log data every five seconds by default.
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CloudWatch Agent vs SSM Agent vs Custom Daemon Scripts

CloudWatch Agent

SSM Agent (AWS Systems
Manager)

Custom Daemon Scripts

CloudWatch agent allows you to
collect more system-level
metrics from your EC2 and
on-premises servers than just
the standard CloudWatch
metrics.

It also enables you to retrieve
custom metrics from your
applications or services using
the StatsD and collectd
protocols. StatsD is supported
on both Linux servers and
servers running Windows
Server. collectd is supported
only on Linux servers.

You can use CloudWatch agent
to collect logs from your servers
and send them to CloudWatch
Logs.

Metrics collected by the
CloudWatch agent are billed as
custom metrics.

You can install CloudWatch
Agent using three ways:

e via Command Line
e via SSM Agent
e via AWS CloudFormation

SSM Agent is Amazon software that
runs on your EC2 instances and
your hybrid instances that are
configured for Systems Manager.

SSM Agent processes requests
from the Systems Manager service
in the cloud and configures your
machine as specified in the request.
You can manage servers without
having to log in to them using
automation.

SSM Agent sends status and
execution information back to the
Systems Manager service by using
the EC2 Messaging service.

SSM Agent runs on Amazon EC2
instances using root permissions
(Linux) or SYSTEM permissions
(Windows).

CloudWatch agent replaces SSM
agent in sending metric logs to
CloudWatch Logs.

You use custom scripts (such as
cron or bash scripts) if the two
previously mentioned agents do not
fit your needs.

CloudWatch agent is useful for
collecting system-level metrics and
logs. You can create custom scripts
that perform some modifications
before the metrics are sent out.

SSM Agent is also useful for
automation purposes, though
Systems Manager does not have a
document for every case scenario.
You may also have some
compliance requirements that
would require SSM Agent to be
disabled (recall that SSM agent
runs at root level permissions).
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EC2 Container Services ECS vs Lambda

Amazon ECS is a highly scalable, high performance

ainer m: ment service that supports Docks
containers and allows you to easily run applications on
a managed cluster of Amazon EC2 instances. ECS
eliminates the need for you to install, operate, and scale
your own cluster management infrastructure.

With ECS, deploying containerized applications is easily
accomplished. This service fits well in running batch jobs
or in a microservice architecture.

You hawve a central repository where you can upload your
Docker Images from ECS container for safekeeping called
Amazon ECR.

Applications in ECS can be written in a stateful or
stateless matter.

The Amazon ECS CLI supports Docker Compose, which
allows you to simplify your local development
experience as well as easily set up and run your
containers on Amazon ECS.

Slme your appircatmns Stl[l run on EC2 instances,
responsibility. This gives
you more g anular control over your system.

It is up to you to man caling and load balancing of
your EC2 instances as well, unlike in AWS Lambda where
functions scale automatically.

You are charged for the costs incurred by your EC2
instances in your clusters. Most of the time, Amazon ECS
costs more than using AWS Lambda since your active
EC2 instances will be charged by the hour.

One version of Amazon ECS, know as A

fully manage your infrastructure so you can just focus an
deploying containers. AWS Fargate has a different pricing
model from the standard EC2 cluster.

ECS will automatically recover unhealth containers to
ensure that you have the desired number of containers

supporting your application.
Tutorials Dojo

AWS Lambda is a function-as-a-service offering that
runs your code in response to events and
automatically manages the compute resources for
you, since Lambdais a serverless compute service.
With Lambda, you do not have to worry about
managing servers, and directly focus on your
application code.

Lambda automatically scales your function to meet
demands. It is noteworthy, however, that Lambda
has a maximum execution duration per request of
900 seconds or 15 minutes.

To allow your Lambda function to access other
services such as Cloudwatch Logs, you would need to
create an execution role that has the necessary
permissions to do so.

You can easily integrate your function with different
services such as APl Gateway, DynamoDE,
CloudFront, etc. using the Lambda console.

You can test your function code locally in the Lambda
console before launchingitinto production.
Currently, Lambda supports only a number of
programming languages such as Java, Go,
PowerShell, Node.js, C#, Python, and Ruby. ECS is
not limited by programming languages since it
mainly caters to Docker.

Lambda functions must be st:
have volumes for data storage.

ince you do not

You are charged based on the number of requests for
your functions and the duration, the time it takes for
your code to execute. To minimize costs, you can
throttle the number of concurrent executions
running at a time, and the execution time limit of the
function.

With Lambda@Edge, AWS Lambda can run your
code across AWS locations globally in response to
Amazon CloudFront events, such as requests for
content to or from origin servers and viewers.

This makes it easier to deliver content to end users
with lower latency.
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EC2 Instance Health Check vs ELB Health Check vs Auto Scaling and Custom Health Check

EC2 instance health check Elastic Load Balancer (ELB) health check  Auto Scaling and Custom health checks

Amazon EC2 performs automated
checks on every running EC2 instance
to identify hardware and software
issues.
Status checks are performed every
minute and each returns a pass or a
fail status.
- If all checks pass, the overall status
of the instance is OK.
- If one or more checks fail, the
overall status is impaired.
Status checks are built into EC2, so
they cannot be disabled or deleted.
You can create or delete alarms that
are triggered based on the result of
the status checks.
There are two types of status checks
System Status Checks
- These checks detect underlying
problems with your instance
that require AWS involvement
to repair. When a system status
check fails, you can choose to
wait for AWS to fix the issue, or
you can resolve it yourself.
Instance Status Checks
- Moniter the software and
network configuration of your
individual instance. Amazon EC2
checks the health of an instance by
sending an address resolution protocol
(ARP) request to the ENI. These checks
detect problems that require your
involvement to repair.

) Tutorials Dojo

To discover the availability of your registered EC2
instances, a load balancer periodically sends pings,
attempts connections, or sends requests to test
the EC2 instances.

The status of the instances that are healthy at the
time of the health checkis InService. The status of
any instances that are unhealthy at the time of the
health check is OutOfService.

When configuring a health check, you would need
to provide the following:

o a specific port

o protocol to use

- HTTP{HTTPS health check succeeds if the
instance returns a 200 response code within
the health check interval.

- ATCP health check succeeds if the TCP
connection succeeds.

- An SSL health check succeeds if the S5L
handshake succeeds.

o ping path

ELB health checks do not support WebSockets.
The load balancer routes requests only to the
healthy instances. When an instance becomes
impaired, the load balancer resumes routing
requests to the instance only when it has been
restored to a healthy state.

The load balancer checks the health of the
registered instances using either

o the default health check configuration provided
by Elastic Load Balancing or

o a health check configuration that you configure
(auto scaling or custom health checks for
example).

Network Load Balancers use active and passive
health checks to determine whether a targetis
available to handle requests.

o With active health checks, the load balancer
periodically sends a request to each registered
target to check its status. After each health
check is completed, the load balancer node
closes the connection that was established.

o With passive health checks, the load balancer
observes how targets respond to connections,
which enables it to detect an unhealthy target
before it is reported as unhealthy by active
health checks. You cannot disable, configure,
or monitor passive health checks.

Allinstances in your Auto Scaling group start in
the healthy state. Instances are assumed to be
healthy unless EC2 Auto Scaling receives
notification that they are unhealthy. This
notification can come from one or more of the
following sources:

© Amazon EC2 (default)

© Elastic Load Balancing

© A custom health check.
After Amazon EC2 Auto Scaling marks an instance
as unhealthy, it is scheduled for replacement. If
you do not want instances to be replaced, you
can suspend the health check process for any
individual Auto Scaling group.
If an instance is in any state other than running
or if the system status is impaired, Amazon EC2
Auto Scaling considers the instance to be
unhealthy and launches a replacement instance.
If you attached a load balancer or target group to
your Auto Scaling group, Amazon EC2 Auto
Scaling determines the health status of the
instances by checking both the EC2 status checks
and the Elastic Load Balancing health checks.
Amazon EC2 Auto Scaling waits until the health
check grace period ends before checking the
health status of the instance. Ensure that the
health check grace period covers the expected
startup time for your application.
Health check grace period does not start until
lifecycle hook actions are completed and the
instance enters the InService state.
With custom health checks, you can send an
instance's health information directly from your
system to Amazon EC2 Auto Scaling.
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Elastic Beanstalk vs CloudFormation vs OpsWorks vs CodeDeploy

AWS Elastic Beanstalk

# AWS Elastic Beanstalk makes it even easier for
developers to quickly deploy and manage applications
inthe AWS Cloud. Developers simply upload their
application, and Elastic Beanstalk automatically handles
the deployment details of capacity provisioning,
load balancing, auto-scaling, and application
health monitoring.

# This platform-as-a-service solution is typically for those
who want to deploy and manage their applications
within minutes in the AWS Cloud without worrying about
the underlying infrastructure.

# AWS Elastic Beanstalk supports the following languages
and development stacks:

2 Apache Tomcat for Java applications

2 Apache HTTF Server for PHP applications

O Apache HTTF Server for Python applications

© Nginx or Apache HTTP Server for Node.js applications
© Passenger or Puma for Ruby applications

O Microsoft 1S for .NET applications

2 Java SE

© Docker

o Go

#Elastic Beanstalk also supports deployment versioning.
It maintains a copy of older deployments so that it is
easy for the developer to rollback any changes made on
the application.

AWS CloudFormation

# AWS CloudFormation is a service that gives developers
and businesses an easy way to create a collection of
related AWS resources and provision them in an orderly
and predictable fashion. Thisis typically known as
“infrastructure as code”.

# The main difference between CloudFormation and
Elastic Beanstalk is that CloudFormation deals more
with the AWS infrastructure rather than applications.
AWS CloudFormation introduces two concepts:

o The template, a JSON or YAML-format, text-based
file that describes all the AWS resources and
configurations you need to deploy to run your
application.

@ The stack, which is the set of AWS resources that
are created and managed as a single unit when
AWS CloudFormation instantiates a template.

# CloudFormation also supports a rollback feature through
template version controls. When you try to update your
stack but the deployment failed midway,

# CloudFormation will automatically revert the changes
back to their previous working states.

¢ CloudFormation supports Elastic Beanstalk application
environments. This allows you, for example, to create
and manage an AWS Elastic Beanstalk-hosted
application along with an RDS database to store the
application data.

# AWS CloudFormation can be used to bootstrap both
Chef (Server and Client) and Puppet (Master and Client)
softwares on your EC2 instances.

# CloudFormation also supports OpsWorks. You can now
model OpsWorks components (stacks, layers, instances,
and applications) inside CloudFormation templates, and
provision them as CloudFormation stacks. This enables
you to document, version control, and share your
OpsWorks configuration.

+ AWS CodeDeployis a recommended adjunct to
CloudFormation for managing the application
deployments and updates.
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AWS OpsWorks

& AWS OpsWorks is a configuration management service
that provides managed instances of Chef and Puppet.
OpsWorks lets you use Chef and Puppet to automate how
servers are configured, deployed, and managad across
your EC2 instances or on-premises compute
environments.

# OpsWorks offers three services:

o Chef Automate
@ Puppet Enterprise
O OpsWorks Stacks

# OpsWorks for Puppet Enterprise lets you use Puppet to
automate how nodes are configured, deployed, and
managed, whether they are EC2 instances or on-premises
devices.

# OpsWorks for Chef Automate lets you create
AWS-managed Chef servers, and use the Chef DK and
other Chef tooling to manage them.

& OpsWorks Stacks lets you create stacks that help you
manage cloud resources in specialized groups called
layers. A layer represents a set of EC2 instances that serve
a particular purpose. Layers depend on Chefrecipes to
handle tasks such as installing packages on instances,
deploying apps, and running scripts.

¢ Compared to CloudFormation, OpsWorks focuses more on
orchestration and software configuration, and less on
what and how AWS resources are procured.

Additional Notes:

AWS CodeDeploy

# AWS CodeDeploy is a service that coordinates
application deployments across EC2 instances and
instances running on-premises. It makes it easier for you
to rapidly release new features, helps you avoid
downtime during deployment, and handles the
complexity of updating your applications.

# Unlike Elastic Beanstalk, CodeDeploy does not

automatically handle capacity provisioning, scaling, and
maonitering.

# Unlike CloudFormation and OpsWorks, CodeDeploy does

not deal with infrastructure configuration and
orchestration.

* AWS CodeDeployis a building block service focused on
helping developers deploy and update software on any
instance, including EC2 instances and instances running
on-premises. AWS Elastic Beanstalk and AWS OpsWorls
are end-to-end application management solutions.

# You create a deployment configuration file to specify

how deployments proceed/

+ CodeDeploy complements CloudFormation well when

deploying code to infrastructure that is provisioned and
managed with CloudFormation.

'I'  Tutorials Dojo

e Elastic Beanstalk, CloudFormation, or OpsWorks are particularly useful for blue-green deployment
method as they provide a simple way to clone your running application stack.
CloudFormation and OpsWorks are best suited for the prebaking AMls.
CodeDeploy and OpsWorks are best suited for performing in-place application upgrades. For
disposable upgrades, you can set up a cloned environment with Elastic Beanstalk, CloudFormation, and

OpsWorks.
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Service Control Policies vs IAM Policies

Service Control Policies (SCP) IAM Policies
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FINAL REMARKS AND TIPS

That's a wrap! Thank you once again for choosing our Study Guide and Cheat Sheets for the AWS Certified
DevOps Engineer Professional (DOP-C01) exam. The Tutorials Dojo team spent considerable time and effort to
produce this content to help you pass the AWS exam.

We also recommend that before taking the actual DOP-C0O1 exam, allocate some time to check your readiness
by taking our AWS practice test course in the Tutorials Dojo Portal. You can also try the free sampler version of
our full practice test course here. This will help you identify the topics that you need to improve on and help
reinforce the concepts that you need to fully understand in order to pass this certification exam. It also has
different training modes that you can choose from such as Timed mode, Review mode, Section-Based tests,
and Final test plus bonus flashcards. In addition, you can read the technical discussions in our forums or post
your queries if you have one. If you have any issues, concerns or constructive feedback on our eBook, feel free
to contact us at support@tutorialsdojo.com.

On behalf of the Tutorials Dojo team, we wish you all the best on your upcoming AWS Certified DevOps
Engineer Professional exam. May it help advance your career, as well as increase your earning potential.

With the right strategy, hard work, and unrelenting persistence, you can definitely make your dreams a reality!
You can make it!

Sincerely,
Jon Bonso, Kenneth Samonte, and the Tutorials Dojo Team
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